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1. Introduction 

1.1. Background 

The increasing number of electronic devices available to the masses, and especially those capable of 

wireless communication, is the reason behind many electromagnetic disturbances (EMD) [1].  

The number of events related to EMD tends to increase, as the number of connected devices is growing 

every day. In fact, recent reports have shown that in the past five years the number of connected IoT 

devices has doubled. This number is expected to keep increasing yearly in the coming years [2], [3]. 

Many of these devices are wearables, i.e., devices that are designed to be worn embedded in clothing 

or used as accessories, such as smartwatches or wristbands, capable of acquiring different biosignals 

and used increasingly in medical applications. Their use is only expected to increase as we transition 

to an era of digital medicine.  

Be it in hospitals or at home, the environment in which a medical device is placed is no longer a 

controlled one, and it is becoming increasingly harsh from an EMD point of view. Therefore, it is crucial 

that good EMC design practices are put in place during the development of biomedical devices[4], [5].  

Familiar to most people as the buzzing sound from a loudspeaker when a mobile-phone call is received, 

Electromagnetic Interference (EMI) is becoming much more than just an annoyance. EMI can obstruct 

communications, and with equipment such as life-support systems, people’s lives are put at risk. It is 

very clear that we need to find new ways to tackle this problem of managing EMD and EMI in complex, 

hazard-related scenarios. 

We need a new approach for designing new medical devices, which will offer us much higher levels of 

safety. Medical systems became more complex, and we became increasingly dependent on their 

reliability. They are not present exclusively in controlled clinical environments. They are in our homes, 

in our cars, in our pockets. The amount of EMD to which these devices are exposed is only increasing. 

That is why more resilient devices must be developed, with new techniques and with different 

approaches. Such a method must be implemented from the first day of development of the device, 

and maintained throughout the process to ensure the safest device possible is placed in the market. 

1.2. Problem Statement  

To improve the design process for new medical devices it is required that the mentality shifts from an 

individualized approach to a more holistic one. It is not sufficient anymore to look at one device in 

particular, and we need to approach the design phase not by taking standardized measures to make 

sure our device is protected against EMD, but by considering every possible scenario in which the 

product can be placed during its expected lifetime. 

Current standards are based on previous technologies, and therefore they do not take into account 

the new challenges which a new equipment will face. It is not a matter of reinforcing current solutions 

but to implement new ones based on the new case scenarios presenting new EMD challenges that are 

not covered by existing mitigation techniques. Many companies in the medical technology industry 

struggle with this risk-based approach, as there is a lack of understanding and no clearly prescribed 

risk-assessment methodology in place. SME make up almost 95% of the medical-technology industry 

and this new methodology will require not only a formalization, but trained specialists to address the 

complexity of the systems and all the individuals and institutions involved. 
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The road to certify an equipment as a medical device can be especially hard, costly, and long for a SME 

due to its lack of means to mitigate problems related with electromagnetic interference. Hence, it is 

of great importance that SMEs take it into consideration EMD scenarios right from the start of the 

process of developing a new device. 

1.3. Purpose of the Document 

With this report, we aim primarily to provide new guidelines to use when developing a new biomedical 

equipment having in its core the purpose of managing EMD, from product design to prototyping and 

finally production of new wearable technologies. These guidelines will reduce time-to-market, by 

ensuring an easier process of compliance with quality and safety requirements.  

For this, a new device developed at PLUX based on its technology was selected to follow a complete 

innovation process, to implement novel mechanisms improving EMD risk, quality, and development 

time. Current and new techniques were applied to this device, in order to evaluate and characterize 

its behaviour against EMD. 

This document assembles and summarizes the main tasks carried over the past years where these new 

EMD risk management approaches were investigated. In Section 2, we introduce the topic of biosignals 

acquisition and PLUX's solutions to achieve this goal. Following, the device developed under the scope 

of this project is presented; this is the device that was chosen to follow the techniques presented 

hereinafter to evaluate and mitigate the occurrence of EMI during its operation. In Section 3, we 

introduce the different methods applied to evaluate and characterize the DUT in order to promote a 

safer device from the development phase. Section 0 is reserved for the conclusions taken from this 

research, where we reflect on the key points to take, and lessons learned. 
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2. Context 

Biosignals originate from within the human body and, using non-intrusive methods, a common way of 

measuring them is at the surface of the skin. When these signals are originated close to the skin 

surface, it is relatively easy to acquire them with biopotential skin surface electrodes; examples are 

the EMG, the EOG or the EDA. However, for signals originating deep inside the body and with low 

amplitudes, such as the ECG and the EEG, the task becomes more challenging requiring more complex 

instrumentation [6]. 

 

Table 1: Typical amplitudes and frequencies. Adapted from [7]. 

 Amplitude Bandwidth 

ECG 0.05 – 5 mV 0 – 500 Hz 

EEG < 1 mV 0.1 – 100 Hz 

EMG < 0.1 V 50 – 2000 Hz 

EOG  < 0.5 mV < 10 Hz 

 

2.1. Biosignals’ acquisition 

Numerous artifacts due to involuntary muscle activity or motion may mask the signal we are looking 

for, as noise is typically of higher amplitude. To overcome these problems, the devices developed to 

acquire biosignals have to make use of a series of filters and amplification stages to be able to read the 

biosignal in question with minimal noise from the body.  

 

Figure 1: Example of an experimental data acquisition setup for EMG. 

Biosignals of electrical nature are differential signals often polluted with higher amplitude common 

mode signals. The challenge in acquiring biosignals lies on amplifying the differential voltage (VDiff) 

while rejecting the common mode (VComm). The CMRR is the figure of merit of an acquisition system 

and, more specifically, amplifiers, and describes the ability of a system to reject VComm while amplifying 

VDiff. Therefore, a high CMRR is required to acquire biosignals while eliminating common mode 

interference such as power line signals. Instrumentation amplifiers have the particularity of presenting 

a CMRR higher than regular operational amplifiers and for that reason they are used in biosignals 

acquisition systems[6], [8], [9]. 
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2.2. PLUX Devices 

As a manufacturer of devices for biosignals acquisition, PLUX provides solutions to overcome these 

challenges. The two main products are the biosignalsplux1 and the BITalino (r)evolution2. In both cases, 

the underlying working principle for the acquisition of bio electrical signals is similar: a biosignal 

generated within the human body by the means of biochemical processes is detected at the skin 

surface via biopotential skin electrodes connected to the specific sensor that allows its detection. This 

is the case of biosignals such as the EEG, the EMG, and the most known, the ECG. 

 

Figure 2: BITalino (r)evolution biomedical data acquisition board. 

We focus on the BITalino (r)evolution [10], illustrated in Figure 2, as it was the device chosen to be 

used in the tests during the development of the new product. From the full set of properties of the 

device given in Table 2, we observe that the sampling rate may be chosen among 1 Hz, 10 Hz, 100 Hz 

and 1000 Hz, which is enough to sample biosignals while complying with Shannon-Nyquist theorem 

[11], [12], [13].  

Even though these are not high sampling rates, they are high enough to sample low frequency noise 

present in the pass band of the filters. These include, but are not limited to, EMI such as the power line 

50 Hz noise. This is particularly problematic given that these devices present high gain to sample low 

amplitude biosignals (for example 1000x for ECG signals or up to 50000x in some EEG systems [14], 

[15]). 

Table 2: Technical specifications of the BITalino (r)evolution hardware [16]. 

Sampling Rate 1, 10, 100, 1000 Hz 

Analog Ports 4 inputs (10-bit resolution) + 2 inputs (6-bit resolution) 

Digital ports 2 inputs (1-bit resolution) + 2 output (1-bit resolution) 

Communication Bluetooth 2.0 + EDR or Bluetooth 4.1 BLE 

Actuators LED, Buzzer, DAC 

 

 

1 https://www.pluxbiosignals.com/collections/biosignalsplux Last access: 29/01/2024 
2 https://www.pluxbiosignals.com/collections/bitalino Last access: 29/01/2024 

https://www.pluxbiosignals.com/collections/biosignalsplux
https://www.pluxbiosignals.com/collections/bitalino
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Table 3: Sensors embedded in the BITalino (r)evolution. 

 EMG ECG EEG EDA 

Gain 1009 1100 40000 2 

Bandwidth 25 – 482 Hz 0.5 – 40 Hz  0.8 – 49 Hz 0 – 5 Hz 

Range ± 1.65 mV ± 1.5mV ± 40 µV 0 – 13 µS 

CMRR 80 dB 80 dB 110 dB 80 dB 

Input Impedance 10 GΩ 10 GΩ 100 GΩ >1 GΩ 

 

2.3. The Electrode 

One of the key points of the acquisition setup is the interface between the device and the subject. 

Independently of the signal of interest, when the device being used to read the biosignal is of electrical 

nature, a transducer is required.  

In general terms, a transducer is a device capable of converting a physical nature into another. 

Examples of transducers are the microphone, which converts acoustic vibrations into an electrical 

signal, and the loudspeaker which converts an electrical signal into acoustic waves. 

In the medical world, transducers are needed to convert a biological signal into an electrical signal. To 

measure the body temperature, for example, electronic thermometers use thermistors or infrared 

sensors to convert temperature into an electrical signal that can be measured by an analog to digital 

converter. 

Other biomedical signals such as the EEG, the EMG and the ECG have already an electrical nature. 

However, to be able to read them, the use of electrodes is needed. The electrode acts as a transducer 

converting an ionic current into an electrical one[17], [18], [19]. 

Traditionally, Ag/AgCl electrodes are used. These are often referred to as 'wet electrodes'. This is due 

to the need of applying an electrolyte-based gel with the purpose of further reducing skin-electrode 

impedance. For continuous monitoring over large periods of time, the gel must be replaced as it 

gradually dries out, affecting the interface impedance in detriment of the signal quality. Additionally, 

attention should be given when using the electrolytic gel, as there are reports of adverse reactions to 

its use (dermatitis) [17], [18], [19], [20], [21], [22], [23]. Finally, this kind of electrode is kept in place 

on the body surface using adhesives which constrains the body movements and induces discomfort on 

the subject given its bulky nature [21].  

Such drawbacks have raised interest over the use of dry electrodes. In fact, these do not require skin 

preparation, which is time consuming, nor the use electrolytic gel thus eliminating the problems 

associated with it [17], [24]. Many different approaches have been used when it comes to dry electrode 

design. Some examples of techniques used are textile electrodes [25], [26] silver ink [19], [27], [28], 

and  carbon based materials [29], [30], [31]. 
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The use of dry electrodes was chosen for the device under development used as a case study to follow 

the EMD risk management that we describe in this document. In the next section, we present the 

device in question as well as the project under which it was developed. 

 

Figure 3: Concept for the Device Under Testing: a wearable patch fitted with two dry electrodes and a strain gauge is 
connected to the BITalino (r)evolution. 

Case Study: As a result of a previous collaboration, PLUX selected for development a device based on 

its biosignals' acquisition technology consisting of a wearable patch to acquire an ECG and monitor the 

respiratory rate, as illustrated by Figure 3. This patch makes use of dry electrodes to acquire the ECG 

and a strain gauge to assess respiration rate. Three different materials were proposed by CEA LITEN – 

Innovation Laboratory for New Energy, Technologies, and Nanomaterials, the responsible for 

manufacturing the electrodes. The materials considered were silver, carbon and graphene. The three 

initial prototypes are illustrated in Figure 4. 

 

 

Figure 4: Examples of the different electrodes to be used in the Device Under Testing. On the top, from left to right: 
electrodes' dimensions (in mm) and Silver electrode. On the bottom, from left to right: Carbon and Graphene electrodes. 
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In an early stage of the development of such a device with new and untested technology, it is necessary 

to validate the prototypes against the state of the art: Ag/AgCl wet electrodes. In this characterization 

[32], an assessment was conducted on electrical impedance and signal-to-noise ratio, accompanied by 

in vivo tests. The findings revealed a correlation between impedance and frequency, particularly 

evident at lower frequencies. This highlights the need for further exploration into the behaviour of 

these electrodes within this frequency range, as biosignals obtained from skin mounted electrodes are 

predominantly present in these frequencies (e.g., EEG, EDA, ECG, EMG). 

3. Evaluation of Electromagnetic Susceptibility 

In this section, we present the methodology employed to evaluate the susceptibility of the DUT: the 

BITalino (r)evolution. The different electrodes were evaluated using different approaches. We start by 

presenting the tests conducted inside the anechoic chamber. This is the methodology typically used to 

assess a device's immunity, in particular for certification purposes. In this case, the device is placed in 

the anechoic chamber, replicating a realistic scenario, in order to estimate how the system would 

behave in the presence of electromagnetic interference with varying characteristics. 

3.1. Anechoic Chamber 

This step was designed to assess the behavior of the electrodes in a realistic scenario when exposed 

to a disruptive signal. To achieve this aim, an acquisition setup was arranged within an anechoic 

chamber, where a simulated ECG would be recorded using the setup specified hereinafter. To emulate 

the human body, a tissue-mimicking material was employed, namely, an agar phantom was used for 

its widely recognized ability to simulate human tissue [33], [34]. The phantom was prepared by 

dissolving 40g of agar in a liter of saline solution, which consisted of water with sodium chloride. In the 

preparation process, 400ml of saline solution were heated, and 16g of agar were added while 

continuously stirring with a magnetic stirrer. 

Before starting the experiment, it was deemed necessary to evaluate the influence of the agar. It is 

crucial to recognize that electromagnetic disturbances not only affect the equipment but can also 

couple with the human body, thereby increasing the amount of noise at the system's input. This 

procedure, conducted with the electrodes placed on an agar phantom mimicking the human body 

showed that, independently of the electrode’s material, the presence of the phantom amplifies the 

levels of noise reaching the amplifier’s inputs [35]. 

 

Figure 5: Experimental setup inside the anechoic chamber 
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3.1.1. Simulated ECG Acquisition 

Inside the anechoic chamber, the setup was arranged for acquisition, utilizing the agar phantom to 

simulate the skin where the bioelectrical signal from the heart propagates and can be captured by 

surface biopotential electrodes. Two metallic electrodes were embedded in the agar phantom and 

connected to an Agilent 33120A3 arbitrary waveform generator, generating a differential ECG signal 

for measurement by the electrodes under test. To prevent signal short-circuiting, the phantom was 

divided into two parts, with a 1 kΩ resistor positioned between them, given the phantom’s high 

conductivity and the low amplitude of the signal being generated.  

In this configuration, one of the electrodes was the one under test, while the other was a commonly 

used Ag/AgCl gelled electrode4. Each electrode was placed on the surface of one piece of agar; the 

signal acquired by the BITalino (r)evolution was wirelessly transmitted via Bluetooth to a laptop 

situated inside the anechoic chamber. The acquired signal was displayed and recorded in real-time 

using the OpenSignals (r)evolution software5. The setup used is presented in Figure 5. 

A wired camera pointed at the computer screen allowed to visualize the signal being acquired live from 

the outside. Several disturbing signals were applied during this study, to evaluate how each factor 

would affect the overall quality of the signal. These were all modulated in amplitude at 80% depth with 

the variables in the signal being the modulating frequency and the amplitude level of the electric field.  

Table 4 summarizes the characteristics of each disturbance applied over the entire series of tests. 

Table 4: Characteristics of the interfering signal applied to the device. 

Modulating Frequency Electric Field 

1.3 kHz  

30 Hz 3 V/m 

20 Hz  

1.3 kHz  

30 Hz 10 V/m 

20 Hz  

Once the setup was in place, we started by radiating the system with a 10 V/m disturbing signal, 

modulated at 1 kHz sweeping the frequencies from 80 MHz up to 1 GHz, in agreement with the 

recommendations for testing medical devices in uncontrolled environments. The output of the 

instrumentation amplifier was being scoped by the spectrum analyzer at the same time that the 

acquired signal was displayed on the computer screen. As expected, the disturbance was not enough 

to generate any malfunction on the device (Bluetooth connection loss, visible modifications of the ECG 

signal, …). However, with the spectrum analyzer, we noticed that the system was more susceptible 

around the 270 MHz frequency range, as illustrated by Figure 6. For this reason, we set the disturbing 

 

3 https://www.keysight.com/us/en/assets/7018-06809/data-sheets/5968-0125.pdf Last access: 29/01/2024 
4 https://bio-medical.com/media/support/H124SG.pdf Last access: 29/01/2024 
5 https://support.pluxbiosignals.com/knowledge-base/introducing-opensignals-revolution/ Last access: 
29/01/2024 

https://www.keysight.com/us/en/assets/7018-06809/data-sheets/5968-0125.pdf
https://bio-medical.com/media/support/H124SG.pdf
https://support.pluxbiosignals.com/knowledge-base/introducing-opensignals-revolution/
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signal at this value and evaluated how the modulating frequency played a role on the output using the 

values given in Table 4. 

 

Figure 6: Frequency response to a sweep from 80 MHz to 1 GHz measured at the output of the instrumentation amplifier of 
the ECG. 

In Figure 7 we can see the signal acquired by the BITalino (r)evolution with a non-modulated 270 MHz 

signal. Without surprise, there is no noticeable interference on the ECG PQRST wave at the acquisition 

stage, which remained true even with a modulation of 1 kHz. However, this was not the case with a 

modulating frequency of 1.3 kHz.  

 

Figure 7: Example of an ECG acquired in the presence of a disturbing signal without modulation. 
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In a collaboration work by Bastian et al [36], a system risk assessment indicates that employing a 

marginally altered frequency for the modulating signal would result in significant variations in the 

behavior of the tested device. In this instance, employing a modulating frequency of 1.3 kHz revealed 

noticeable signal distortions at 3 V/m (Figure 8). These became even more noticeable when the field 

strength increased from 3 V/m to 10 V/m, as evidenced by Figure 9.  

These devices are designed to acquire physiological signals with very low frequencies and, therefore, 

low pass filters are employed. For this reason, even in strong fields, these devices are able to reject 

most noise in high frequencies. Hence, we decided to decrease the modulating frequency to values in 

the vicinity of physiological signals, and the effect was immediate. At 20 Hz, even with a 3 V/m field 

(Figure 10), it was possible to see the modulating signal on the output of the sensor, since these 

frequencies are comprised in the passing band of the filter on the sensor. 

The consequences of these interferences could mask the smaller fiducials needed by a physician to 

analyze an electrocardiogram properly, even though the R-peaks are still clear and enough to extract 

the heart rate. As soon as the field strength increases to 10 V/m, however, the consequences are much 

more accentuated. As illustrated by Figure 11, the smaller waves in the ECG (P, Q, S and T waves) are 

almost completely masked by noise, due to the modulating frequency. Furthermore, the effects now 

extend to the overall signal where even the amplitude of the R-peaks is affected. 

 

Figure 8: Acquired ECG in the presence of a 3 V/m 
disturbing signal modulated at 1.3 kHz. 

 

Figure 9: Acquired ECG in the presence of a 10 V/m 
disturbing signal modulated at 1.3 kHz. 

 

Figure 10: Acquired ECG in the presence of a 3 V/m 
disturbing signal modulated at 20 Hz. 

 

Figure 11: Acquired ECG in the presence of a 10 V/m 
disturbing signal modulated at 20 Hz. 
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3.2. EuroTEM 

Access to an anechoic chamber is not within reach for everyone, especially for researchers and SMEs. 

For that reason, we also looked into alternatives to assess the immunity of a device without recurring 

to a fully compliant anechoic environment. For that, we used a TEM cell (Transverse ElectroMagnetic 

cell) which allows for the evaluation of the electrodes’ susceptibility individually.   

Given the small size of the electrodes, the studies on the electromagnetic susceptibility of these could 

be conducted in a TEM cell called EuroTEM and presented in Figure 12 [37]. TEM cells are 

electromagnetic waveguides that utilize TEM modes to generate a uniform field region to conduct 

radiated immunity EMC tests. These cells come in various sizes, ensuring the availability of an ample 

field space to accommodate a diverse range of DUTs. In our case, we used the EuroTEM to measure 

the power received by the different electrodes across the entire spectrum of the cell [38]. 

This particular TEM cell has the ability of generating a constant field inside the chamber with variable 

polarization: vertical or horizontal. Before starting the susceptibility tests with the electrodes, the 

EuroTEM had to be calibrated. In fact, the electric field in the chamber is not constant across the 

frequency spectrum for which the chamber was designed, which in this case is between 10 MHz and 1 

GHz. Therefore, an electric field probe (FL70066) was used to analyze the field inside the chamber in 

all three axes; the obtained measurements were used to adjust the cell RF input, so that the generated 

field would have the same value across the entire spectrum. 

  

Figure 12: TEM cell testing setup, depicting the EuroTEM chamber (left), and the electrode placement within the chamber 
(right). 

After completing the calibration measurements within the chamber, the electrodes could be 

positioned inside to initiate the tests. For these measurements, the electrodes were placed at the 

center of the constant electric field volume in a vertical orientation, directly facing the source of 

interference as depicted in Figure 12. The cable to which they were attached ran within a metallic pipe 

parallel to the direction of wave propagation, and perpendicular to both the electric and magnetic 

fields. Moreover, this pipe was grounded within the chamber, offering shielding to the wire connected 

to the electrode. Outside the chamber, the electrode wire was linked to a coaxial cable leading to a 

 

6 https://arworld.us/wp-content/uploads/2022/03/FL7006_Kit-Manual.pdf  Last accessed: 29/01/2024 

https://arworld.us/wp-content/uploads/2022/03/FL7006_Kit-Manual.pdf
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spectrum analyzer Rohde & Schwarz FSH37. This spectrum analyzer was set to record the signal coupled 

to the electrode along the entire frequency range.  

The individual measurements conducted on the electrodes within the EuroTEM provided conclusive 

insights into the susceptibility of different materials to electromagnetic interference, as illustrated in 

Figure 13. These findings reveal a discernible impact of the material on the coupling of radiated 

interference, with silver electrodes exhibiting higher susceptibility across the considered frequency 

range. This is particularly interesting and worth noticing, given that silver is a prevalent material in 

biomedical instrumentation. 

 

Figure 13: Interference power coupled to the electrodes. 

3.3. Direct Power Injection 

Established by the standard IEC62132-4 [39], DPI is one of the most reproducible methods to evaluate 

a systems susceptibility to EMD. It allows to characterize the immunity of a system in the presence of 

RF disturbances by injecting them capacitively in the circuit [40]. It is widely adopted as it allows for 

rapid and easy assessment of a PCB. In fact, as soon as the first prototypes are ready, DPI can be 

immediately performed in a simple and intuitive way. This is possible as it doesn't require advanced 

knowledge on EMC [41], [42]. 

In a study carried out by Dai et al. [43], the conducted immunity of a microcontroller was investigated 

exposing the IC to a continuous-wave electromagnetic interference using DPI. They observed the 

conditions under which the IC failed and verified with an electron microscope the damage inflicted. 

In [44], the authors were interested in evaluating the susceptibility of a LDO using direct power 

injection. They demonstrated via simulation and also experimentally how an RF disturbance injected 

using DPI generates an offset in the output of the LDO. 

In other works, the effects of electromagnetic interference in amplifiers were investigated using DPI 

to inject a disturbance through the ground plane and output pins of amplifiers in various topologies 

 

7 Rohde & Schwarz FSH3 Handheld Spectrum Analyzer - rohde-schwarz.com Last access: 29/01/2024 

                                

               

   

   

   

   

   

   

  

 

 
 
  

  
  
 
 
 
 

                         

      

      

        

https://scdn.rohde-schwarz.com/ur/pws/dl_downloads/dl_common_library/dl_manuals/gb_1/f/fsh_1/archive_27/FSH3_OperatingManual_en_15.pdf
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and configurations, such as the consequences of disturbances on precision voltage references [45], 

[46], [47], [48], [49]. 

All of the modules mentioned above and previously investigated are key elements for a biomedical 

system to operate. It is of paramount importance that all these matters are taken into consideration 

during the design of a new device. While anechoic chambers are not easily accessible to everyone, and 

in particular to SMEs, DPI testing can be easily and affordable to conduct. 

In this section, we introduce a methodology developed to evaluate the behavior of a device designed 

to acquire biosignals when in the presence of a disturbing signal. Our solution provides a simple 

approach to assess EMD immunity for SMEs and researchers who do not have the means or access to 

more complex and expensive solutions. 

The purpose of this setup is to input a simulated ECG signal for the DUT to acquire while a disturbance 

is injected in the system capacitively using DPI. To fulfill these requirements, two PCBs were designed: 

one with the purpose of simulating a differential ECG signal for the DUT to sample; another one to 

generate the interference to be injected in the system. The entire setup is placed inside a metallic 

enclosure to provide shielding against external electromagnetic noise.  The 3D models of the two PCBs 

are presented in Figure 14 & Figure 15. 

3.3.1. ECG Signal Simulator 

To generate an ECG signal, the Analog Discovery 28 arbitrary waveform generator was used. This device 

featuring two DAC is able to generate common signals, such as sinusoidal waves, but also arbitrary 

signals with a 14-bit resolution and voltages up to 5 V. We make use of this feature to create the 

disturbing signal and the ECG signal: a MATLAB 2023b script is used to create the different signals that 

we want to test on the setup and, using a toolbox by Digilent9, we are able to send the signals directly 

to the signal generator where they are converted into single-ended analog signals. 

Naturally, the ECG signal has a very low amplitude (± 1 mV) and, for that reason, ECG sensors have a 

very high amplification gain (± 60 dB) [50]. Therefore, we need to create a very low amplitude signal 

for both the ECG signal and the disturbance. When generating low amplitude values with this 

generator, only the Least Significant Bits of the DAC are used, rendering a very low-resolution signal. 

To overcome this, we use all the DAC's 14 bits to generate a high-resolution signal, and we decrease 

the amplitude using a voltage divider with the designed PCB's. 

For the ECG signal, besides the need to reduce the amplitude, we also need to convert the single-ended 

signal into a differential one for the sensor to acquire it. The IC used for this purpose is the LTC636310. 

The two outputs of this module will be centered over a reference voltage (1,65 V) provided by the ECG 

sensor. The PCB includes snap connectors for the DUT to plug in by the means of electrode lead wires. 

 

8 https://digilent.com/reference/test-and-measurement/analog-discovery-2/start Last access: 29/01/2024 
9 https://www.mathworks.com/matlabcentral/fileexchange/122817-digilent-toolbox  Last access: 29/01/2024 
10 https://www.analog.com/en/products/ltc6363.html  Last access: 29/01/2024 

https://digilent.com/reference/test-and-measurement/analog-discovery-2/start
https://www.mathworks.com/matlabcentral/fileexchange/122817-digilent-toolbox
https://www.analog.com/en/products/ltc6363.html
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Figure 14: PCB designed to convert a simulated single-ended 
ECG signal into a differential one. 

 

 

Figure 15: PCB for direct power injection. 

 

3.3.2. Direct Power Injection Board 

For this specific application, a PCB was carefully designed with the purpose of delivering the 

disturbance to the DUT. This PCB, presented in Figure 15, is used to connect the signal generator to 

the DUT, in particular the ECG sensor. This kind of sensor presents a high gain on its amplification stage 

as biosignals have a very low amplitude. For that reason, when injecting a noise signal in this port, if 

the amplitude is too elevated, the amplifier will saturate, and no particular conclusions can be derived 

from the tests. 

This particular setup is intended to be used with different types of disturbances, while the effects are 

evaluated in the time domain by analyzing the influence, they have on the ECG signals. To be able to 

see the effect of a small disturbance on the ECG signal, one needs to reduce the amplitude of the 

disturbance being generated by the signal generator. We use the same method as for the ECG signal 

generator, i.e., we make use of the full scale of the DAC to produce a high-resolution signal and then 

decrease its amplitude with a voltage divider. 

3.3.3. Consideration for PCB Design 

During the design phase of any PCB in general, and PCBs for electromagnetic compliance assessment 

in particular, it is important to make sure that they operate with no major disturbances from the 

surroundings nor from the PCB itself. In the development of these PCBs, however simple they might 

be, several techniques were used in order to minimize interference. 

4-Layer PCB: In the earliest stage of the design of the PCB's, the decision was made to use a 4-layer 

PCB instead of a more common 2-layer one. While the complexity is slightly increased when the 

number of layers increases, the benefits extracted from it compensate for the effort put into the design 

of the product. 

Opting for a 4-layer PCB not only provides more flexibility for routing traces but it also, and more 

importantly, allows for signal integrity optimization with the use of power and ground planes, which 

effectively reduce crosstalk and electromagnetic interference.  

In the example of our application, layers were organized as follows: 
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• Layer 1 is where all the components are placed. Small traces connecting pins close to each 

other are routed directly on this layer. Pins spaced far from each other are routed through 

Layer 3. 

• Layer 2 and Layer 4 are ground planes. Layer 2 creates a stable ground reference for all the 

elements of the PCB even in the higher frequencies, where a simple ground trace would not 

be sufficient [51]. The two ground planes, top and bottom are connected though a dense 

network of vias. In combination with via fencing, this configuration turns the PCB into a 

Faraday cage, in which signals that can penetrate the structure are limited by the distance 

between vias. 

• Layer 3 is used to route the traces connecting pins placed away from each other. Additionally, 

this plane serves as a power plane providing power directly to the power pin of any component 

through a via. This plane is placed in the middle of two ground planes ensuring shielding of 

both the power connections and traces routed in it. 

 

Figure 16: Cross-section of the PCB showing the different layers that compose it. All units are in millimetres. 

Via Spacing and Fencing: The downsize in the form factor of components has led to increasingly 

complex and denser layouts in PCBs, which in turn leads to signal integrity problems such as crosstalk. 

To ensure a good connection between the top and bottom ground planes, as well as to prevent radially 

propagated electromagnetic emissions through the PCB's edges, a dense grid of vias is used. 

Additionally, it is also common practice to use via fencing as a measure of preventing radially 

propagated energy from the sides of a PCB. In fact, this constitutes one of the main sources of radiated 

emissions in a PCB. These propagate thanks to pseudo-waveguides formed by ground and/or power 

planes leading to emissions from the PCB's edge [52], [53]. 
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Figure 17: Fencing used around the PCB's to prevent radially propagated electromagnetic emissions. 

Power Supply Decoupling: The power supply must be as stable as possible. As demonstrated by 

previous works mentioned in Section 1, voltage references and power/ground connections are 

susceptible to inducing disturbances on the device components. To be sure that the power lines are as 

stable as possible, decoupling capacitors are used to stabilize the supply and avoid high frequency 

noise. Their placement on the PCB is equally important. These must be placed as close as possible to 

the pins of the power supply of the components. 

Coaxial Connections: The disturbance and simulated ECG signals created by the signal generator must 

arrive at the PCB undisturbed. The best way to do so is by using coaxial cables. Typically, the signal 

generator's output is, by default, a coaxial connection BNC. Therefore, by applying a SMA connector 

to the PCB side, we can use a coaxial cable to connect the two devices. This is achieved by using a BNC 

to SMA cable ensuring that the signal produced by the signal generator arrives uncorrupted at the PCB. 

3.3.4. Validation 

The validation of the setup was performed with time domain measurements using a BITalino 

(r)evolution as DUT. A simulated ECG signal is generated with the setup previously presented and then 

sampled by the DUT. The latter transmits the signal to a nearby computer where the signal can be 

visualized and stored for further post processing. The DPI board then injects a signal in one of the pins 

of the board while the acquisition is ongoing. The effects of the disturbance are evaluated on the signal 

acquired. 

 

Figure 18: Enclosure used to protect the setup, with the developed boards and DUT. 
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The system itself is quite sensitive to the inherent noise from the mains supply at 50 Hz. Such a signal 

can be of an order of magnitude big enough to completely mask all the other disturbances and even 

the ECG signal itself. In an attempt to contain such effects and focus on the disturbance being injected, 

we placed the setup inside a metallic box. Although the container is not completely sealed, the biggest 

apertures are small enough (<2mm) to prevent the 50 Hz noise from arriving at the DUT, while allowing 

for Bluetooth communication to be established with the nearby computer. 

This enclosure was fitted with BNC feedthroughs, so that the signals from the waveform generator 

could be delivered to the PCBs using fully shielded cables thus preventing any interference from 

coupling to the signals. On the inside, a SMA cable carries the signal from the generator to each PCB 

as illustrated by Figure 18. Finally, the electrode lead wires connect to the PCB via the snap connectors, 

and the disturbance is injected using an SMA probe. 

3.3.5. Use Case 

In standardized test procedures such as IEC61000-4-3, the disturbing signal modulates the carrier 

signal using a 1 kHz sine wave modulated at 80% depth11. In previous works [36], it has been 

demonstrated that, by changing the modulating frequency with small increments, when the 

modulating frequency matches the sampling rate, some failure modes are missed.  

Here, we attempt to reproduce the same phenomena, by injecting a disturbance modulated in 

amplitude at 80% with a carrier of 1 kHz. This frequency is then incremented by 0.1 kHz and the effects 

are observed; in Figure 19 we can clearly see the moment in which the signal gets disturbed. At this 

point, the frequency of the carrier shifts from a multiple of the sampling rate to a slightly different 

value. 

 

Figure 19: Example of an ECG acquired in the presence of a disturbance modulated at 1.1 kHz. 

  

 

11 CENELEC Medical Electrical Equipment—Part 1--2: General Requirements for Basic Safety and Essential 
Performance—Collateral Standard: Electromagnetic Disturbances—Requirements and Tests 
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4. Conclusions 

Assessment of electromagnetic compatibility is a crucial step to guarantee a product behaves as 

expected, and to be able to certify the device before putting it in the market. Typical testing is 

performed in an anechoic environment, which is not always accessible small and medium enterprises 

and/or students and researchers.  

Alternatives are available allowing to conduct immunity tests in a more affordable way from an early 

stage of the development process. In this document, a solution using a TEM cell was proposed, as a 

way of evaluating the susceptibility of different electrodes used for biosignals acquisition.  

A solution based on the DPI methodology was also proposed, in which a device for biomedical 

acquisition can be tested against conducted immunity. Two PCBs were created to generate a simulated 

biosignal for the device to acquire, and a disruptive signal to interfere with the former. 

This method offers an affordable solution for students, researchers, and SMEs to assess and confirm 

the efficacy of devices designed for biosignal acquisition in the face of EMD during the early stages of 

development, while preventing the necessity for costly and specialized options like anechoic 

environments. 

By following these procedures, a new device was developed taking into consideration the results 

obtained throughout the process. The prototype, illustrated by Figure 20, intended for cardiac and 

breathing monitoring in the form of a patch, was conceived using carbon electrodes and a PCB 

developed based on a BITalino (r)evolution. The selection of both the electrode material and the PCB 

design was informed and influenced by the tests conducted and herein documented. 

With the information and results gathered in this document, SMEs are able to develop their devices 

with the resources they have available, in order to incorporate electromagnetic compatibility from an 

early stage of the development phase. At first, it might appear as an extra step prone to delay the 

product development but, in truth, taking the time to ensure that proper mitigation techniques are 

employed might actually reduce time-to-market. It contributes to guaranteeing that no extra 

mitigation measures will be required at the moment of certifying that device is compliant with quality 

and safety requirements. 

 

Figure 20: Final prototype of the device developed. 
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