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1. The Need for an EMC Risk Management Plan in a Collaborative 
Medical System 

Patient safety has become a complex and critical concern in healthcare with the increase of complexity 
in clinical procedures. This is mainly due to the technological evolution of medical systems. The amount 
of different technologies that are now being deployed in modern hospitals is growing at an 
unprecedented rate [1]. Hence, the standards used to maintain patient safety are not able to keep up 
with the latest developments in technology and, therefore, fail in their purpose [2][3].    

A good example of this technological evolution is Magnetic Resonance Imaging (MRI) used for 
diagnostic imaging in Radiology (Figure 1). For instance, ultra-high-field (i.e., 7 Tesla) MRI has attracted 
increasing attention, within the clinical setting, because it can provide higher Signal-to-Noise Ratio 
(SNR), better spatial resolution, and higher contrast than the more common 1.5 T and 3 T systems [4]. 
Due to numerous technical innovations and developments in medical technology, the range of 
interventional Magnetic Resonance Imaging (iMRI) applications in therapy and diagnosis is constantly 
expanding. Therefore, the need for Magnetic Resonance (MR) compatible devices is proliferating [5]. 
At the same time, manufacturers of medical devices are increasingly using Commercial-Off-The-Shelf 
(COTS) components to manufacture their medical devices [6].  

 

 

Figure 1. Philips MRI Scanner. 

On the one hand, this technological evolution improves diagnosis accuracy for physicians and allows 
researchers to further unravel the human body and brain [7]. On the other hand, the rapid growth in 
the use of MR-compatible and implantable devices results in a highly complex and unpredictable 
environment in terms of patient safety, which requires a risk management approach. The standard ISO 
14971:2019 [8] provides the fundamental process for risk management as the basis of the medical 
device design and development process. Several dedicated standards are built upon the ISO 14971 to 
ensure the safety of the patient. Those dedicated standards provide additional technical requirements. 
It is known that ElectroMagnetic Compatibility (EMC) requirements are essential to minimize hazards. 
Currently, the European Union regulates the EMC requirements for medical equipment through the 
Medical Device Regulation (MDR) [9]. Compliance with the directive is assumed (but is not always 
guaranteed) when the equipment complies with the requirements of the harmonized standard EN/IEC 
60601-1-2:2014 [10]. 
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Despite the risk management defined by ISO 14971 and the full explanation of the ElectroMagnetic 
Interference (EMI) risk management requirements in EN/IEC 60601-1-2:2014, there are still numerous 
adverse reports in the MAUDE database1 of malfunctioning MRIs. Analysis shows that there have been 
many situations where MRIs or MR-compatible devices met the existing standards, but failed to 
operate safely in line with their intended use [11][12]. This fact indicates that there is a need for an 
improved approach to the EMI risk management required by EN/IEC 60601-1-2:2014. 

This document defines the scope of the EMC risk management plan for high-field MRI systems (i.e., 
static magnetic field larger than 1 T). Such a plan could be adapted for other collaborative medical 
systems. Along the document, it is also identified the challenges that manufacturers will encounter 
when applying and validating the EMC risk management plan.  

1.1. Relevant Definitions 

1.1.1. Electromagnetic Disturbances 

Any electromagnetic phenomenon that might cause degradation or malfunctioning of an electrical or 
electronic equipment. 

1.1.2. Electromagnetic Interference 

The effect of electromagnetic disturbance on equipment that causes an undesirable response, 
degradation, or insufficiency in the intended performance of an equipment or system. 

1.1.3. EMI Risk 

An EMI Risk is defined as the probability of occurrence and severity of electromagnetic interference, 
which could lead to equipment failure, injury, damage, or loss. 

1.1.4. Hazards 

Any potential source of danger or harm, including physical, chemical, biological, or electromagnetic, 
that could cause injury, damage, or loss to people, property, or the environment. 

1.1.5. Resilience 

The ability of a system or organization to withstand, adapt to, and recover from disruptions, including 
those caused by hazards and electromagnetic interference. 

2. Scope of the EMC Risk Management Plan in MRI Systems 

High-field MRI systems, in general, are medical equipment located in a controlled environment inside 
a hospital [13]. The electrical equipment placed nearby the system should always be under the control 
of the MR technician. Also, its essential performance and basic safety requirements are well  
defined [13]. Consequently, there is the perception that defining EMI risks within the MRI’s 
environment is straightforward. Moreover, medical Notified Bodies have limited tools to validate the 
techniques and measures used to achieve EMI risk management [3]. This lack of reliable validation 
techniques forces manufacturers to simplify the EMI risk management procedure. 

2.1. Simplified EMC Risk Management Plan in MRI Systems 

The scope of the EMI risk management plan, as defined by EN/IEC 60601-1-2:2014, depends on how 
the statutory and operational requirements are translated into the EMC test plan. Figure 2 shows a 
simplified approach, in which the statutory and operation requirements are integrated into the System 

 

1 MAUDE Database 

https://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cfmaude/search.cfm
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Requirement Specification (SRS). Compliance EMC testing then takes place against the high-level 
requirements in the SRS. 

This approach leads to performing EMC testing only in the last stage of the product development. This 
results in the identification of acute problems, but does not lead to structural improvement of the EMC 
performance of the product. Hence, it is not improving its resilience. 

2.2. EMC Risk Management Plan in MRI Systems 

A more thorough approach to deal with the statutory and operational requirements is defining an EMC 
test plan based on a structural approach (i.e. EMC Compliance Plan), from system-level to module-
level. This way, the EMC of the system is handled in a modular way, which allows MRI manufacturers 
to define an EMC risk analysis and contingency plans at various levels in the development flow. This 
approach can be visualized using the V-model (Figure 3). 

The V-model decomposes the SRS in each development stage. It also allows to identify critical 
components regarding basic safety and essential performance [14][15]. Furthermore, translating SRS 
to a component-level requirements gives the possibility to focus less on emission and immunity level, 
and more on attenuation of the coupling path [16]. This allows a more accurate definition of EMC 
requirements for components, such as COTS. As a consequence, the resilience of the overall system is 
improved. In addition, early identification of issues leads to cost savings [16]. 

 

 

Figure 2. MRI Route to compliance based on a simplified EMC Risk Management Plan. 
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Figure 3. SRS test plan based on a V-model. 

The main challenge for this modular approach is that the EN/IEC 60601-1-2:2014 is a system-level 
requirement; it is not applicable at the module-level. Furthermore, testing individual modules in the 
MRI hardware implementation is almost impossible due to the interdependencies among other 
modules in the system. Even though the emission and immunity performance of system parts comply 
with the requirements, EM interferences in the final system can still occur due to coupling, earthing, 
or shielding, among others. So, compliance evidence on any level lower than the system level requires 
very specific attention. Despite this, the specifications and test methodologies on the module-level 
increase the confidence that the EMC risks at the sub-system and system level will be acceptable. 

So far, we have defined the scope of the EMC risk management plan for MRIs based on two steps:  
(1) Defining SRS through the EMI risk management procedure established by EN/IEC 60601-1-2:2014; 
and (2) Translating the SRS into module-level EMC requirements using the V-model. To complete the 
scope, manufacturers must define an EMC risk control plan after the deployment stage. For example, 
it is recommended to reassess, during the system lifecycle, the changes in the electromagnetic 
environment to ensure that the defined risk mitigation techniques still ensure high-level availability of 
the system [10]. The suggested EMC risk management plan using the V-model is depicted in Figure 4. 
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Figure 4. MRI route to compliance based on an EMC Risk Management Plan. 

Therefore, a complete EMC risk management plan consists of three main phases involving EMC 
activities.  

• First is the EMI risk management phase. This phase follows the directives defined in the 
standard EN/IEC 60601-1-2.  

• Second, the EMC requirements analysis activities result in the creation of an EMC Compliance 
plan from system to module level. This phase is characterized by the V-model.  

• Third, the EMC risk control plan. This is an EMC activity executed along the whole system’s 
lifecycle. Section 3 gives a detailed account of these phases. 

3. EMI Risk Management, EMC Compliance Plan and EMC Risk 
Control Plan 

3.1. EMI Risk Management  

To properly manage the risks associated with electromagnetic interference, it is essential to first 
identify and quantify the potential risks. Once the risks have been accurately quantified, control 



WP4 D4.3. Version FINAL 
[Public]   ETERNITY 

Page 10 
 

   

This project has received funding from the European Union’s EU Framework Programme for Research and Innovation 
Horizon 2020  under Grant Agreement No. 955.816. 

 

measures need to be defined, in order to mitigate the risks. These measures are then translated into 
the System Requirements Specification (SRS). Additionally, to ensure that the SRS accurately 
represents the intended electromagnetic environment where the system is deployed, it is necessary 
to define EMC requirements that reflect this environment. One method for achieving more accurate 
and representative EMC requirements is tailoring the standardized emission and immunity levels of 
the standard CISPR 11 [17]. A more detailed description of these procedures is provided below. 

3.1.1. EMC Risk Analysis, Evaluation and Control  

The EMI risk analysis involves identifying all sources of electromagnetic interference and analyzing the 
potential impact of electromagnetic interference on the medical equipment [10]. In this initial phase, 
a brainstorming, deductive, and inductive risk analysis activity is performed. A relevant guide to 
execute these activities is the “Guidance on the application of ISO 14971”. This document states that 
the intent of the risk analysis is to analyze every step of the chain of events, which may require several 
risk analysis techniques to be used concurrently as some have complementary features. The 
techniques presented in the document that are relevant for EMC risk analysis are five: Preliminary 
Hazard Analysis (PHA); Fault Tree Analysis (FTA); Event Tree Analysis (ETA); Failure Mode and Effects 
Analysis (FMEA); and Hazard and Operability Study (HAZOP). A description and comparison of these 
techniques is given in Section 4.  

Once the EMI risks are quantified, the EMI risk control measures are selected to mitigate the identified 
risks. An evaluation of the residual risk is carried out during the risk control phase (see Section 3.3). 

3.1.2. Tailoring EMC Requirements  

By tailoring the EMC requirements to a specific intended electromagnetic environment, medical 
electrical equipment manufacturers can improve the system’s safety and increase its reliability for the 
intended use cases [18]. One method for tailoring these requirements is to make the emission and 
immunity levels defined by CISPR 11 [17] more restrictive, considering the effects of the 
ElectroMagnetic Environment (EME).  

However, there is an important trade-off to consider. On one hand, more restrictive emission and 
immunity levels can increase the system's EMC once it is deployed in a hospital. On the other hand, 
achieving these more restrictive requirements requires additional resources and costs from the 
manufacturer [16]. Therefore, it is crucial to define a reasonable decrementing margin for the emission 
and immunity levels. In industry, a well-known approach to achieve this is through EMC budgeting 
during the design of EMC tests [18]. 

3.1.2.1 EMC Emission Budgeting  
For MRI systems, conducted and radiated emission levels are defined according to the CISPR11  
class-A system limits [17]. To ensure conformity to the system-level requirements once the system is 
deployed in a hospital, more restrictive limits should be considered. The margin between the 
standardized levels and the more restrictive ones must comprise 3 main aspects: (1) A standard design-
margin; (2) The EMC worst-case scenario; and (3) The effects of the intended electromagnetic 
environment.   

▪ The definition of the standard design-margin: A standard design-margin should be considered to 
deal with the effects of production variation, measurement uncertainty, constructional aspects 
and aging of the equipment. This margin is reevaluated during the risk control cycle (see Section 
3.3).  
 

▪ EMC Worst-case scenario: Due to the size and extent of an MRI system, the system should be 
partitioned into EMC clusters. This greatly simplifies the reasoning about the EMC worst-case 
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configuration. Based on the system configurations, options, and 3rd party compatibilities from the 
SRS, the EMC worst-case configuration is selected for each EMC cluster. To properly evaluate the 
EMC clusters, the maximum radiated emission system configuration needs to be identified. For 
example, following the approach presented in [19], a worst-case scenario happens when different 
modules radiate signals in phase, and the combined emission is the linear sum of the emissions of 
the separate modules. If the module’s radiated emissions are phase uncorrelated, but are within 
the same range of the receiver detector bandwidth, they will add Root Mean Square (RMS). A 
relevant remark of this previous statement is that it considers an ideal EME with no multi-path 
effects. For simplicity, these kinds of effects should be addressed once the EMC worst-case 
scenario is defined.  

 
Also, for conducted emissions, the combination of the contributions of various modules can vary 
from a linear increase to no increase. In the worst-case, correlated signals sum up so that the 
combined conducted emission is the linear sum of the conducted emissions of the separate 
modules. For uncorrelated wide-band noise, the combination can increase with the square root of 
the number of contributors [19].  
 

▪ Effects of the intended electromagnetic environment: The electromagnetic environment has 
several effects on radiated emissions. In the case of MRI systems, a particular EME is the MRI room, 
which is a shielded room (i.e. Faraday cage).  Due to the presence of metal walls, the radiated 
emissions potentially increase inside this room. In [20], it is presented the variability of the 
expected maximum electric field strengths generated inside an MRI room; this variability can be 
included in the EMC budgeting.  

3.1.2.2 EMC Immunity Budgeting 
During RF-immunity tests on system level, all modules or components are exposed individually to the 
maximum level of radiated RF-fields or transients. Under these test conditions, the module or 
component must be able to function as intended without any degradation of performance and remain 
safe. Therefore, the system-level specification for RF immunity is also leading for modules and 
components.  
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Figure 5. EMI Risk Management Procedure. 

3.2. EMC Compliance Plan  

As previously mentioned, a comprehensive EMC Risk Management Plan involves decomposing the SRS 
in each development stage of the V-model. This approach enables the SRS to be translated into module 
requirements specifications and aids in the development of an EMC Compliance Plan at both the 
system and module levels.  

Figure 6 provides an example of how to approach the SRS decomposition. For a MRI system, and any 
collaborative medical system in general, it can be decomposed into functional modules and 2nd level 
components, including Commercial Off-The-Shelf (COTS) components. Initially, the EMC module 
budget specification, which is defined during the EMI Risk Management stage, serves as the guiding 
factor for each 2nd-level component individually. However, if a particular component is identified as 
having a higher risk of emissions, a tighter budget must be assigned to ensure proper compliance. 

3.3. EMC Risk Control Plan 

The aim of the EMC risk control plan is to support EMC compliance activities by gradually reducing EMC 
risks during the design phase. It seeks to evaluate EMC risk via EMC cluster pre-compliance tests, 
ensuring that the EMC requirements at system and module level are met during the system’s life cycle, 
and any potential risks are fully assessed and controlled. This is done by continuously reviewing the 
EMC design margin budgeting and the residual risks after implementing the risk control measures 
defined during the EMI risk management stage. The evaluation of residual risks is a validation step for 
product design activities, including validation of the compliance of worst-case cluster configurations 
using the tests specified in international standards [10]. Additionally, the plan defines verification 
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procedures to ensure that the SRS are met throughout the operating life of the system. The plan also 
includes guidelines for maintenance, repairs.  

 

 

Figure 6. Approach on system breakdown. 

4. Step further in the EMC Risk Management Plan 

The main limitation in the presented EMC Risk Management plan arises during its initial stage, the EMI 
risk management. As stated in Section 3.1.1, a recommended guide to perform this stage is the 
“Guidance on the application of ISO 14971” [21]. This document recommends the use of several risk 
analysis techniques. The techniques presented in the document that are relevant for EMC risk analysis 
are: 

▪ Preliminary Hazard Analysis (PHA) 
▪ Fault Tree Analysis (FTA) 
▪ Event Tree Analysis (ETA) 
▪ Failure Mode and Effects Analysis (FMEA) 
▪ Hazard and Operability Study (HAZOP) 

PHA differs from the other risk analysis techniques as it should be used very early in the system lifecycle 
as a brainstorming activity [8]. It provides limited information on the identified risks as it is carried out 
with little information of the design details.  

Unlike PHA, the other techniques are based on linear accident causality models (i.e., domino effect), 
limiting the entire system's risk analysis. A proper EMC risk analysis should consider complex 
interactions between software, hardware, and human components [21]. 

For medical equipment, the FMEA, and HAZOP methods take a reductionist perspective on risk 
analysis. This approach assumes system accident is the result of a linear chain of events from a singular 
independent random component failure [22]. These methods cannot identify hazards when the system 
seems to operate correctly but has been disturbed by an EMI. Furthermore, FMEA, ETA, and FTA 
assume that probability of risks is only related with reliability, but reliability is focused on failures and 
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failure rate reduction [23]. Increasing reliability does not necessarily increase patient safety. Accidents 
can happen without any components ever failing, as is shown in numerous adverse reports in MAUDE 
database [11][12].  

Therefore, further research in EMI Risk analysis techniques is needed to be able to quantify the effects 
of complex interactions between software, hardware, and human components. Within the medical 
domain, there is an urgent need to understand the effects, in terms of risk probability, of human 
presence in highly complex technical environments [24][25].  

5. Conclusions 

Along this document, it has been presented the scope of an EMC Risk Management Plan plan for high-
field MRI systems. This plan involves defining the SRS, in part, by executing an EMI risk management, 
which quantifies the EMI risks and designs control measures for eliminating them. The SRS is then 
translated into module requirements using the V-model design approach. These requirements are 
tested throughout the system development process using an EMC Compliance Plan. Simultaneously, 
an EMC risk control plan is carried out in parallel with EMC compliance to continually evaluate residual 
risk.  

To go a step further in the presented plan, there is a need to identify EMI risk analysis techniques that 
allow quantifying the effects of complex interactions between software, hardware, and human 
components. In particular, for medical environments, it is highly relevant to evaluate the effect of 
human presence in highly complex technical environments on the probability of an EMI risk.  
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