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1. Introduction 

Although the appearance and feel of our automobiles have evolved over the past century, the way we 
drive has not changed considerably. However, the automobile industry is racing towards a new future 
that includes electric vehicles, connected and autonomous vehicles (CAV), car-sharing, and onboard 
monitoring, most of which are fueled by sustainability and shifting customer demands. In the coming 
decade, new developments in technology will facilitate the transition to fully autonomous vehicles 
from the semi-autonomous vehicles that are already on the roads. The latter provides various driving 
assistance to support the driver, who retains ultimate control. Autonomous vehicles are designed to 
operate without human intervention. 

More and more assistive features will be added and if it proliferates, a human driver's job will shift 
from operating the car to overseeing the systems that do it. This will potentially lead to a future 
wherein the automobile cabin is alluded to as "your moving living room." Driver-assist systems will 
serve as a bridge in order that more companies work to develop safe, fully autonomous vehicles. This 
paves the way for an abundance of new technical possibilities for monitoring passengers to ascertain 
whether or not they are prepared to take control of the car. These systems are more important than 
they've ever been before as a direct result of the quick shift toward autonomous vehicles. When it 
comes to cars that have some degree of autonomy, the proper operation of these system-of-systems 
is of the utmost importance. To assess a driver's/passenger’s physical and attention state, modern in-
cabin monitoring systems must measure their physiological parameters in real time. In a crowded 
electromagnetic environment, such as a modern vehicle, assessing such signals is challenging. Many 
wireless technologies are used in connected automobiles, including Radar, NFC, Bluetooth and various 
broadband cellular networks. In addition, the automobile moves dynamically though a secondary EM 
environment that is not under control of the manufacturer. Hybrid/electric cars, on the other hand, 
present a unique EMI challenge. Both forms of disturbance can interfere with the efficient operation 
of the new in-cabin monitoring systems simultaneously.  

Electrical and electronic device compliance with Electromagnetic Compatibility (EMC) directive is a 
requirement before those items can be put on the market in the European union, as EMC has become 
a critical factor for ensuring their performance, quality, and, in some situations, the safety of end-users 
[1]. The ability to achieve and maintain Electromagnetic Compatibility is a significant challenge now, 
due to the rapid development of new electronic products with evolving technologies and features. It 
is commonly(but wrongly) assumed that when a device has complied with its relevant EMC 
performance criteria, defined by the standards, it is deemed to be immune to EM disturbances that 
the device will have to encounter in its lifecycle.  

In the vast majority of instances, this is not the case, and the device will be exposed to much harsher 
electromagnetic environments. Also, in a lot of cases, the technology of the products advances faster 
than their respective EMC standards. This has led to a situation where testing for immunity alone is no 
longer sufficient to guarantee electromagnetic compatibility [2]. Although the conventional testing 
methodology specified in EMC test standards is deemed necessary for testing the EM immunity of any 
Electrical/Electronic equipment, it is grossly insufficient for demonstrating that safety-critical 
equipment or systems will achieve tolerable safety levels over their expected entire life cycle. We 
already know from the previous section of the Introduction that various types of in-cabin monitoring 
systems are crucial for the implementation of automated driving. As this is a mission-critical application 
with safety implications, it is essential that no hazardous situations due to electromagnetic 
interference occur during the system's operational life cycle. Consequently, such an application 
necessitates more than the standard "rule-based" approach. 
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The IEC/EN 61000-6-1 and 61000-6-2 general EMC standards, which employ the IEC/EN 61000-4-x set 
of fundamental test methodologies, serve as the basis for the vast majority of EMC compliance 
immunity testing. The major shortcomings listed below indicate that these standards are inadequate 
for use in situations where electromagnetic interference poses a safety risk [3]: 

1) Only one EM disturbance at a time 
2) Effects of the physical environment is not considered 
3) Ageing is not considered 
4) Lacking for future technologies 
5) Doesn’t address maintenance, repair, upgrades, etc. 

 However, there is neither sufficient published evidence nor substantial information regarding the 
efforts on improving all the above-mentioned points in conventional EMC 
testing. Therefore, improved methodologies in dealing with Electromagnetic disturbaances for 
systems with safety implications are needed. 

The European Commission addressed the aforementioned need when it introduced 'The Blue Guide' 
[4], 'The RED Guide' (for the Radio Equipment Directive) [5], and most recently the guide for the EMC 
Directive [6] for the implementation of EU product regulations. The "risk-based" approaches replaced 
the conventional "rule-based" ones. This also resulted in the establishment of two research projects 
under the Marie Skodowska-Curie Actions (MSCA): PETER (Pan-European Training, Research, and 
Education Network) and ETERNITY (European Training Network on Electromagnetic Risks in Medical 
Technology). These are funded by H2020, the research and innovation framework program of the 
European Union. 

One of the shortcomings of conventional EMC testing, the assumption that no two EM disturbances 
occur simultaneously, is this document's major emphasis. With the shift from the “rule-based 
approach” to the novel “risk-based approach”, it is important that any proposition made by this 
document should also go hand-in-hand with the “risk-based” initiatives in Europe. Section 2 gives a 
brief introduction to the generalised characteristics of this approach. Information regarding this work's 
research objectives is given in Section 3. Section 4, in turn, details the general methodology proposed 
to assess the effective cumulative EMI on an in-cabin monitoring system followed by Section 5 which 
discuss the key figure of merits to analyse the effect of EMI accumulation. Section 6 describes work 
carried out in relation to the objectives. Finally, conclusions are drawn in Section 7. 
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2. General aspects of ‘risk-based’ EMC 

The technological advancements that have happened in the last few decades or so are immense. It is 
no exaggeration to say that this has caused the birth of a new engineering discipline that deals with 
the Risk management of Electromagnetic Compatibility.  

Any equipment that is to be commercialized in the European Union should fulfill the essential 
requirements of the EMC Directive which states: 

“Equipment shall be designed and manufactured, having regards to the state-of-the art, as to ensure 
that:  

a) The electromagnetic disturbance generated does not exceed the level above which radio and 
telecommunication equipment or other equipment cannot operate as intended.  

b) It has a level of immunity to the Electromagnetic Disturbance to be expected in its intended use which 
allows it to operate without unacceptable degradation of its intended use.” 

The most common approach used among manufacturers is to follow the harmonized standards 
(EN/IEC standards), resulting in a presumption of conformity. The general assumption that compliance 
with a standard equates to the compliance with specific articles of the Directive, have given rise to 
notions like CE+CE = CE. This states that if two apparatus that comply to standards are connected, the 
subsequent set of apparatus also complies to the standards. This is not correct, both technically and 
legally [7].  

The European Commission acknowledged the need for improved methodology, and this led to the 
issuance of the Blue Guide [4], the RED Guide [5], and, most recently, the Guide for the EMC Directive 
[6], all of which emphasized the risk-based approach.  

What the above-mentioned guides states in relation to the “risk-based approach” can be summarized 
into the following points: 

1) Harmonized standards never replace legally binding essential requirements.  
2) Even when using harmonized standards, the manufacturer is fully responsible for assessing the 

risk related to his product. 
3) Conformity assessment requires technical documentation and shall include adequate analysis 

of the risks. 
4) If the EMC assessment determines that the equipment in question is naturally benign in terms 

of electromagnetic compatibility (both for emission and immunity), the apparatus is excluded 
from the scope of the EMCD, and no further action is required. It is, nevertheless, advised that 
the assessment's results and conclusion be documented. 

5) The EMC Assessment needs to take into account all normal intended operating conditions 
and configurations of the equipment. 

In the above sections, we have already seen f that merely conforming to the harmonized standards 
does not necessarily guarantee Electromagnetic Compatibility owing to the shortcomings of 
conventional EMC testing. ‘Good EMC Engineering’ requires much more than just a legal obligation to 
conform to the directive and since this has some severe economical and time implications.  

However, the necessity for a “risk-based” EM engineering approach has already been acknowledged 
in several sectors involving complex systems. The scope and necessities for a risk-based strategy in the 
automotive area, are described in depth in [8].  

This is not unique to the automotive industry and has prompted calls for a more sophisticated 
approach to EMC engineering that is aligned more closely with the spirit of functional safety 
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engineering. From the available literature on the “Risk-based EMC”, it is clear that there are 
widespread Research and Development activities in this domain for various industrial applications 
(Naval ships, Aerospace etc.) [9][7]. 

With the release of IEC 60601-1-2 4th edition, the standard for Electromagnetic disturbance 
requirements for medical devices [10] in 2014 and fully in force since 2019, it was clear that more and 
more industries were racing towards the “risk-based approach”. This new edition emphasized on the 
facts that Risk due to EMI shall be taken into account and assessments should be made for every 
(unique) EM Environment. 

A rule-based approach results in develop-design-build-test-verify, and the risk-based approach 
requires proper management of the EMC process. Prof. Frank Leferink gives a brief explanation on how 
to implement the risk- based approach in [7]. 

Despite ongoing research aimed at facilitating the implementation of a risk-based EMC approach, there 
are still obstacles to overcome. For example, owing to intellectual property rights and secrecy, the 
component/subsystem design, architecture, and other specific elements that may be necessary for risk 
estimation are normally not revealed [11]. Due to all these challenges, implementing a risk-based 
approach at an early stage of system development is challenging in such instances. 

Nevertheless, more challenges are being acknowledged day-by-day as the approach is widely accepted 
and adopted throughout the industry. 

3. Objectives 

Considering the discussions in the previous sections, this research aims to define a reproduceable 
and repeatable approach to evaluate the effect of cumulative EMD. The specific objectives defined 
below will help the research in achieving this goal:  

1) Develop a testing methodology to assess the effect of simultaneous disturbances of different 
kinds on a system and analyse the relationship between the present EMI and the system’s 
behaviours and malfunctions. 

2) Carry out a risk assessment of cumulative EMD on a general system. 
3) Study the validity of the proposed risk-assessment methodology by applying it on an in-cabin 

monitoring system sample supplied by the industrial research partner organization.  
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4. General Methodology to evaluate the effect of cumulative EMI on 
an in-cabin monitoring system 

This section aims to explain the general methodology to achieve the specific research objectives. The 
methodology is intended to undergo the following general stages closely: 

1) Decomposition of a real equipment  
2) Analysis of Cumulative EMD on different parts 
3) Evaluation of Combined systems 
4) User case study on a real in-cabin monitoring system 

4.1. Decomposition of a real equipment 

To facilitate a comprehensive analysis of the cumulative effects of Electromagnetic disturbances on a 
general equipment, a practical approach involves decomposing the Equipment Under Test (EUT) into 
distinct components, each characterized by unique electrical properties. This segmentation allows for 
the development of specific functions tailored to different aspects of the equipment. After conducting 
thorough research, it has been determined that an effective and practical categorization for 
decomposing real equipment encompasses four key components: 

1) Analog Circuits 
2) Digital Circuits 
3) Power Supply 
4) Transceivers (Conducted or wireless)  

4.2. Analysis of cumulative EM disturbances 

In the prior subsection, a methodology was introduced to categorize equipment based on electrical 
characteristics, simplifying EMI analysis. This section examines general types of electromagnetic 
disturbances that equipment may face, referencing the IEC 61000-4-x series [12]-[20] for detailed 
specifications. This standardized framework provides a systematic approach to classify and 
characterize disturbances, enhancing the ability to identify and mitigate interference sources. The 
combined use of equipment decomposition and IEC guidelines ensures a comprehensive strategy for 
effective EMI analysis and mitigation. 
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Main types of EM immunity issues 

Continuous Disturbances 

 

Transient Disturbances 

 

Radiated Immunity 

IEC 61000-4-3 

Electrostatic Discharge 

IEC 61000-4-2 

Conducted Immunity 

IEC 61000-4-6 

 

       Electrical Fast Transient 

             IEC 61000-4-4 

   Surge Protection 

            IEC 61000-4-5 

Magnetic Field Immunity 

IEC 61000-4-8 

     Power Quality 

AC source: IEC 61000-4-11 

DC source: IEC 61000-4-29 

                    Table 1: Types of Electromagnetic immunity issues specified by IEC 61000-4-x series 

Current efforts are directed towards inducing Electromagnetic Interference (EMI) in the system by 
experimenting with different combinations of the aforementioned EM disturbances. The impact of 
these disturbances on each component of the decomposed equipment will be thoroughly examined. 
Employing a probabilistic approach, the study aims to assess the likelihood of these combinations 
occurring in real-world scenarios. Once the probabilities are established, the effects of simultaneous 
interferences will be investigated through various means: 

1) Simulations 
2) Functional Measurements 
3) EMC Lab Measurements 
4) Risk Analysis 

4.3. Combined systems 

In the context of assessing the impact of Electromagnetic disturbances on complex systems, an 
iterative approach is adopted. Having initially examined the effects of simultaneous EM interference 
on individual components of real equipment, the same methodology will be applied to combinations 
of decomposed parts of the equipment. 

4.3.1. Combination of circuits 

While the system can be decomposed into various parts based on their electrical characteristics to 
facilitate distinct functionalities, it is essential to acknowledge that, in practical scenarios, the output 
of one system component often serves as input to another. To comprehensively evaluate the 
cumulative impact of EM disturbance in such interconnected systems, combinations of circuits will be 
systematically considered. Leveraging the methodology outlined in the preceding subsection, the 
effects of cumulative EMD on systems with interdependent circuits will be rigorously assessed. 
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4.3.2. Analysis of cumulative EMD on combined systems 

The combinations of systems will be meticulously modeled, employing the established methodology. 
The tasks proposed in the earlier subsection will be implemented to scrutinize the impact of cumulative 
EMD on these complex systems. The objective is to construct a system that is more intricate than the 
sum of its individual, decomposed parts (albeit less complex than the original equipment). The same 
analytical steps, including simulations, functional measurements, and EMC measurements, will be 
undertaken. Diverse combinations of EM disturbances, each tailored to the specific characteristics of 
the selected combination, will be employed. This comprehensive evaluation aims to provide a robust 
estimation of the susceptibility of systems composed of multiple basic building blocks, serving as a 
foundational analysis for understanding the cumulative EM susceptibility of highly intricate systems. 

4.3.3. Risk Analysis of combined systems 

In alignment with the methodology outlined in the previous subsection, a Risk Analysis specific to the 
cumulative EM susceptibility of combinations of basic circuits will be conducted. This analysis will 
encompass the combinations of EM disturbances and the resultant interference within the 
amalgamated basic circuits. The insights gained from simulations, functional measurements, and EMC 
measurements conducted on these combined systems will serve as essential inputs for the risk 
assessment. This systematic approach ensures a thorough understanding of the potential risks 
associated with the interplay of EM disturbances in complex, interconnected systems 

4.4. Use case study of general methodology developed on an in-cabin 
monitoring system. 

To validate the proposed general methodology for analyzing the risk associated with Electromagnetic 
Interference (EMI) accumulation on a system, the procedure is systematically applied to an in-cabin 
monitoring system. The selected equipment will undergo a step-by-step process, adhering to the 
framework established in earlier sections. 

1) Decomposition of the Equipment: The in-cabin monitoring system will be methodically 
decomposed into subsystems using the proposed methodology. This decomposition is based 
on the electrical characteristics of each subsystem, aiming to develop distinct functionalities. 

2) Analysis of cumulative EM disturbances: Simultaneous EM disturbances will be applied to the 
in-cabin monitoring system, and the resultant interference on each subsystem will be 
rigorously evaluated. This analysis follows the process outlined in Section 2, providing insights 
into the system's response to cumulative EMI. 

3) Combined systems: The individual blocks of the system will be strategically combined to create 
a more intricate system, representing real-world operational conditions. 

4) Analysis of cumulative EMI on combined systems: Various combinations of the system's 
blocks will be considered, and the impact of simultaneous EM disturbances will be studied 
using the process explained in subsection 3. This phase aims to understand the cumulative 
effects within the integrated system. 

5) Risk Analysis: Leveraging the insights garnered from the cumulative EMI analysis 
comprehensive Electromagnetic Susceptibility Risk Analysis will be conducted for the entire in-
cabin monitoring system. The risk analysis will incorporate inputs from earlier analyses on 
individual blocks and combined systems. Techniques such as simulations, measurements, and 
EM assessments will be employed. The prior risk analyses on smaller blocks and integrated 
systems will play a pivotal role in informing the final risk analysis. 
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Figure 1: Overview of the general methodology 
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5. Key figures of merit in evaluating the effect of cumulative EMD on 
a generic system 

The main metrics for evaluating efficiency, reliability, safety and performance of a generic 
communication systems and devices that are submitted for immunity testing are presented in this 
section. These metrics aim to assess the effect of cumulative EMI on the DUT. 

1) Signal Noise Ratio (SNR) - Determines the ratio between the intended signal strength and 
the power of the surrounding noise. Higher signal reception and decoding are made possible 
by greater communication performance, which is indicated by a stronger and clearer signal 
at a higher SNR. The SNR is an important factor in RF devices, particularly wireless 
communication systems, since it affects how well the system can send and receive  
 

 
 

2) Error Vector Magnitude (EVM) - EVM serves as a reliable indicator of the quality of the 
communication link by quantifying the disparity between the intended transmitted signal and 
the signal actually received, considering both magnitude and phase aspects. 
 

 
 

3) Bit Error Rate (BER) -  BER measures the number of bits received in error compared to the 
total number of bits transmitted. A lower BER indicates better system performance. 
 

 
 

4) Signal-to-Noise-and-Distortion-Ratio (SINAD) - It measures the ratio of the signal power to 
the sum of noise and distortion. SINAD provides a comprehensive view of the system 
performance by including both noise and harmonic distortion components. 
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6. Experimental work in progress 

In Section IV, a general methodology for analyzing the effect of cumulative EMI that could be applied 
to any system to evaluate its susceptibility was proposed. Prior to using the in-cabin monitoring system 
as a case study application, the general methodology introduced was used to evaluate the cumulative 
EMD effect on a small medical device supplied by ETERNITY consortium partner PLUX Bio signals S.A. 
This is to analyze the effect of cumulative EMI on each individual building block of a DUT. The device 
used is a platform for recording and analyzing various biosignals for research applications. The main 
functional & electrical characteristics of this bio signals recorder are given alongside the schematic of 
its signal acquisition system. 

 

 

Sampling 
rate 

1, 10, 100, or 1000 Hz 

Analog ports 4 inputs (10-bit resolution) + 2 
inputs (6-bit resolution) 

Digital ports 2 inputs (1-bit resolution) + 2 
output (1-bit resolution) 

Data link HC-06: Class II Bluetooth V2.0 

Actuators LED, Buzzer, DAC 

Sensors EMG 
- Gain: 1009 
- Bandwidth: 25 – 482 Hz 
- Range: +-1,65 mV 
- CMRR: 80dB 
- Input Impedance: 10 GOhm 

ECG 
- Gain: 1100 
- Bandwidth: 0,5 – 40 Hz 
- Range: +-1,5 mV 
- CMRR: 80dB 
- Input Impedance: 10 GOhm 

EEG 
- Gain: 40000 
- Bandwidth: 0,8 – 49 Hz 
- Range: +-40 uV 
- CMRR: 110dB 
- Input Impedance: 100 GOhm 

EDA 
- Gain: 2 
- Bandwidth: 0 – 5 Hz 
- Range: 0 – 13 uS 
- CMRR: 80dB 
- Input Impedance: >1 GOhm 

 

Table 2: Functional & Electrical Characteristics of Bitalino 
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Figure 2: Block diagram of the acquisition system of Bitalino 

The current phase of implementing and validating the proposed methodology remains underway 
within the laboratory setting as of the present document composition. This stage encompasses 
practical experimentation and meticulous measurements, aiming to substantiate the efficacy and 
dependability of the proposed approach. The data acquired through these experimental endeavors 
will play a pivotal role in the validation process, offering valuable insights into the effectiveness of the 
developed methodology. Furthermore, the outcomes derived from laboratory measurements will 
significantly contribute to gauging the methodology's capability to analyse the effect of cumulative 
EMI. 

The experimental procedure involves the deliberate introduction of disturbances at the input of the 
Instrumentation Amplifier (IA) of the Bitalino device. The Bitalino apparatus is configured to function 
as an Electrocardiogram (ECG) recorder, with the ECG signal sourced from a signal generator. The 
selection of interference characteristics is meticulously tailored to emulate real-life scenarios within 
the targeted operational environment of an ECG recorder.  

Furthermore, these interference characteristics are deliberately chosen to stay within the bandwidth 
constraints of the IA of the Bitalino, as detailed in Table 7. This comprehensive approach ensures that 
the experiment not only replicates realistic conditions but also aligns with the operational parameters 
of the Bitalino Instrumentation Amplifier. 
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Figure 3: Output of Bitalino when injected with 30Hz interference at the IA input. 
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Figure 4: Output of Bitalino when injected with 50Hz interference at the IA input 

Figure 3. and Figure 4 Output of Bitalino when simultaneous interference is injected (30Hz +50Hz) 

The results obtained will undergo a thorough evaluation, utilizing universally recognized figure-of-
merit parameters outlined in the previous section, in conjunction with specific electrocardiogram 
(ECG) performance metrics, including Kurtosis and Skewness. The insights derived from this 
examination are of substantial importance, contributing not only to the theoretical understanding but 
also showcasing the practical application of the proposed methodology. This investigation serves as a 
persuasive proof of concept, demonstrating the effectiveness of the devised approach in 
systematically assessing the impact of EMI accumulation on a generic system. 
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7. Conclusions 

The historical review of the existing scientific literature on simultaneous Electromagnetic Disturbances, 
it becomes evident that the current testing methodologies lack a comprehensive approach to assess 
the cumulative impact of EMI with varied combinations of transient and continuous disturbances. This 
lacuna underscores the imperative for a robust testing methodology capable of evaluating the effect 
of cumulative EMI on diverse systems. 

This document addresses this critical need by presenting test methodology specifically designed to 
assess the cumulative impact of EMI on a generic system. As a proof of concept, this methodology is 
currently undergoing comprehensive application to a small medical device.  

The significance of developing such an approach lies in its potential to facilitate a thorough assessment 
and control of risks associated with EMI accumulation, thereby ensuring the safe and secure operation 
of devices. As stated in earlier sections, conventional Electromagnetic Compatibility (EMC) testing 
methodologies fall short, particularly when dealing with complex systems or those with safety 
implications. This document highlights the inadequacy of the traditional "rule-based" approach and 
emphasizes the necessity of adopting a more nuanced "risk-based" strategy. 

Consider, for instance, in-cabin monitoring systems – pivotal components bridging vehicles with driver-
assist features to autonomous vehicles. The safety implications of such monitoring systems, especially 
in the complex environment of a modern vehicle cabin with interconnected equipment, demand a 
sophisticated approach to handling Electromagnetic Interferences. This necessitates a departure from 
the conventional methodology towards a more adaptive and risk-oriented strategy. 

By focusing on the specific challenges posed by in-cabin monitoring systems, this document aims to 
highlight the broader applicability of the proposed "risk-based" approach in dealing with EM 
disturabances. It is anticipated that the insights provided here will not only contribute to the 
understanding of EMI accumulation but also serve as a catalyst for further investigation in the field. 
This document aspires to be a resource for the public and EMC professionals, shedding light on the 
necessity for continued exploration and refinement of methodologies in the realm of Electromagnetic 
Compatibility. 
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