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1. Executive Summary

This document presents a detailed overview of the design and possible application scenarios for a
frequency-selective and standalone electromagnetic disturbance (EMD) sensor, aimed at continuously
monitoring EMDs that a medical device faces during its operational life. The developed sensor is
designed to issue a warning signal when it detects an EMD at specific frequencies, allowing for further
precautionary actions by the system it is integrated in. Additionally, this document discusses the
challenges and considerations involved in developing such EMD sensors.

The main achievements include the creation of a standalone EMD detector that covers a broad
frequency spectrum. Furthermore, this research has produced an EMD sensor that demonstrates a
quicker response time when compared to conventional SDR measurement applications. In terms of
research dissemination, two conference papers have been produced to date: one has been published
(with the dataset made available under a CC BY-SA 4.0 license for open access) and the other is
currently under review [1] [2].A journal paper detailing the development and simulations related to
the probability of detection within the sensor is in the process of being written. These research papers,
being open access, underscore our commitment to open research practices.

Before detailing the development of the frequency-selective and standalone detector, this document
outlines a ’testing-to-failure’ method that can be used to identify how electronic systems fail under
harsh EMDs. This method, applied to a medical monitoring system as an example, tests the system
under various modulated continuous wave electromagnetic disturbances. This testing creates
immunity test profiles that show how severe the failures can be and allows for a comparison across
different disturbances. The aim is to integrate these characterised fail- ure patterns into the developed
EMD detector. This will help pinpoint the frequencies at which unwanted EMDs need to be detected
and assess how severe these EMDs are.

Building on the previously mentioned aspects, the design and assessment of a frequency- selective
EMD detector utilising SDRs are presented. The proposed system is capable of detecting and
converting undesired EMD signals from the time domain to the frequency domain, employing an
embedded FFT process. When the electric field strength surpasses a predetermined threshold in the
SDR-based detector, a warning is triggered. To evaluate the response time of the SDR-based detector
to an EMD, pulse-modulated signals were chosen as the test stimuli. Furthermore, the frequency
hopping time is identified as a critical factor influencing the response time of the SDR-based detector.
The experimental findings regarding response time are further analysed through a Monte Carlo-based
simulation, offering a thorough assessment of the response time performance of the SDR-based
detector.

To validate the design in a real medical device context, a secondment proposal has been drafted and
received approval from supervisors at KU Leuven and PLUX. This proposal outlines the development
of a detection system that combines the SDR detector with a biosensor, aiming to identify EMDs that
could compromise the biosensor’s functional safety. The proposed system includes a biosensor (e.g.,
an ECG sensor) paired with an SDR, where the biosensor acts as a receiving antenna to capture RF
signals that may threaten the system’s safety. Additionally, the effect of these signals on the biosensor
will be analysed in the frequency domain.

This project has received funding from the European Union’s EU Framework Programme for Research and Innovation
Horizon 2020 under Grant Agreement No. 955.816.
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It is worth mentioning that the results presented in Section 2 refer to the published conference paper
titled "Application of a Testing-to-Failure Approach to the Susceptibility Assessment of Electronic
Systems" [1]. Additionally, the results shown in Section 3 correspond to the conference paper currently
under review, "Assessing the Response Time of a Frequency-Selective EMD Detector" [2].

In summary, this document highlights the practical outcomes of the initial research by ESR9. By
focusing on the development of advanced EMD sensors, and integrating a comprehensive test- ing
methodology, it aims to potentially enhance the safety and reliability of electronic systems amidst
varying electromagnetic disturbances.

This project has received funding from the European Union’s EU Framework Programme for Research and Innovation
Horizon 2020 under Grant Agreement No. 955.816.
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2. ETERNITY NWE1

Advancements in electrical and electronic fields have significantly enhanced everyday life but also led
to more complex electromagnetic (EM) environments. For instance, wireless communication has
become an integral part of our daily routines. The exponential growth in cellular subscriptions from 34
million in 1993 to over 8 billion by 2022, alongside the forecast increment in Internet of Things (loTs)
devices from 8.6 billion to a projected 29.42 billion by 2030, illustrates the significant impact and
resulting complexity of the EM environment [3] [4]. Such developments have made electromagnetic
interference (EMI) a critical issue, especially for medical equipment manufacturers, where EMI’s
implications can endanger patient and user safety. Ac- cording to a report released by the FDA, there
were 16,304 cases of medical device incident reports (MDR) of EMI, EMC problems, or radio frequency
interference (RFI), this also potentially lead to 17,416 reports of injury, and 170 reports of death due
to general malfunctions of medical equipment between January 1st, 2010 and May 15th, 2020 [5].

As stated above, with the increasing use of electronic and wireless devices, medical devices are being
deployed in ever-harsh EM environments. Medical devices could be easily exposed to disturbance
sources with a strength that exceeds the immunity levels for which the devices were originally
designed and tested for. For instance, H. Bassen et al. [6] studied three distinct categories of RF sources
that could potentially disrupt the safety of medical devices: "distant transmitters," "local transmitters,"
and "user handheld transceivers." Their results revealed that the exposure field strength from those
RF sources exceeded the minimum immunity level of 3 V/m according to IEC 60601-1-2 [6]. The
relevant standard IEC 60601-1-2 recommends that non-life-supporting medical equipment can
withstand a radiated immunity level of 3V/m with a 80% 1 kHz amplitude modulation. However, this
test approach proved insufficient in harsh EM environments. According to N. Nakamura et al., [7], a
device’s immunity level varies significantly when different modulated test signals are used during
radiated immunity testing. Immunity levels can also be overestimated when a pulse modulated test
signal is used.

Therefore, an approach for the immunity characterisation of medical devices is proposed by
introducing the concept of “testing-to-failure”. This concept is borrowed from so-called highly
accelerated robustness testing (HART) that has been developed as part of reliability engineer- ing to
increase a system’s robustness against mechanical and thermal stresses [8]. The purpose of HART is to
pro-actively find inherent weaknesses in the system and fix them. HART is a testing-to-failure
technique as stress is continuously increased until the system fails. In Section 2, this concept is applied
to immunity testing for electromagnetic disturbances through a practical experiment on a medical
monitoring system as an example. The medical monitor- ing system is being subjected to (radiated)
electromagnetic disturbances inside a reverberation chamber where the strength of the disturbance
is continuously increased and all occurring failures are carefully noted. This process has been done for
electromagnetic disturbances with different modulation schemes. The occurring failures are classified
according to their severity.

To mitigate the adverse effects of EMDs, IEEE 1848 [9] proposes a set of techniques and measures
(T&Ms) to minimise errors caused by EMDs or detect them for precautionary actions. As electronic
devices are in practice often subjected to EMDs that are harsher than what the devices have been
designed or tested for, one specific measure (A.2.9 in [9]) is to use "independent detection of
electromagnetic disturbances and/or EMI". At first sight, it seems reasonable to use regular field
probes as a tool for detecting such unwanted EMDs. Typically, field probes are equipped with diode or
thermocouple detectors, converting RF signals into DC signals proportional to RF field. However, these
detectors have limitations in their dynamic range and/or have a slow response for vast varying EM field

This project has received funding from the European Union’s EU Framework Programme for Research and Innovation
Horizon 2020 under Grant Agreement No. 955.816.
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strengths [10]. Recognising these limitations, F. Leferink [11] proposed a log-amp detector-based field
probe with a wide frequency band of up to 10 GHz, flat frequency response, a dynamic range of 80 dB,
and a response time of less than 50 ns. However, considering these probes as EMD detectors for a
broad frequency range may lead to unnecessary triggering of warnings, as they should only be
triggered on the frequencies where the device under protection is the most susceptible to. Indeed, the
research described in [1] revealed that electronic devices exhibit various types of failures and
vulnerabilities within specific frequency ranges. Therefore, the development of a frequency-selective
detector be- comes crucial to monitor these specific weak spots in electronic devices and detect
unwanted EMDs. To cost-effectively monitor the EM environment in the frequency domain, software-
defined radios (SDRs) are considered promising platforms for developing frequency-selective,
portable, and relatively cost-effective EMD detectors [12]. SDRs operate in the time domain and can
serve as portable spectrum analysers, continuously monitoring the EM environment across extensive
geographical areas [13].

2.1. Structure of the Document

This document is organised as follows: Section 2 presents a new approach for characterising the
susceptibility profiles of medical devices to various sorts of EMDs, known as the testing- to-failure
approach. In Section 3 the design and assessment of a frequency-selective EMD detector using SDRs
are introduced. Section 4 proposes a detection system integrating the SDR detector with a biosensor
to identify EMDs that pose a threat to the functional safety of the biosensor. Finally, the conclusion is
drawn in Section 5.

This project has received funding from the European Union’s EU Framework Programme for Research and Innovation
Horizon 2020 under Grant Agreement No. 955.816.
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3. Application of a Testing-to-failure Approach

3.1. Overview

The trustworthiness and safety of an electronic system can be compromised by a harsh
electromagnetic environment. Additionally, an electronic system may experience various types of
failures under electromagnetic disturbances, resulting in varying levels of (un)reliable operation. To
address this, this section demonstrates the use of a testing-to-failure approach for characterising the
susceptibility profiles of a medical monitoring system as an example. The approach is practically
applied to the system under different modulated continuous wave electromagnetic disturbances,
resulting in classified immunity test profiles indicating the severity of the occurring failures. These
profiles are further analysed and compared among various types of disturbances.

3.2. Design of the Testing-to-failure Experiment

In our experiment, the testing-to-failure experiment has been conducted in a reverberation chamber.
The system-under-test comprises a medical display which is connected to a regular laptop with an
HDMI to DP converter in between. It must be noted that the occurring failures relate to this entire
system and not only to the intrinsic immunity of the medical display. An electromagnetic field probe
Narda EP-600 is placed near the medical screen to monitor the average EM field strength. A shielded
camera is placed inside the reverberation chamber to observe failures. A computer-controlled signal
generator is used to generate the modulated EM disturbances which are then amplified appropriately
and transmitted inside the reverberation chamber via an antenna. In the meantime, the stirrer is
operated at a rotational speed of 180 degrees per second. In each set of radiated immunity tests,
failures are classified and characterised according to the severity of the failure from the medical screen
monitor. Fig. 1 shows a schematic drawing of the whole experimental set-up.

Stirrer

5

| Convertor + DP
cable Medical screen

A monitor )Eield probe

T

-

ansmitting
antenna

) Signal

generator _E
o |<ch Control
@ Radimation
[

Power
amplifier

Figure 1: Experimental set-up schematic

This project has received funding from the European Union’s EU Framework Programme for Research and Innovation
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3.2.1. System-under-test

The whole set-up comprises a laptop, a medical screen monitor in a plastic shell (i.e., un- shielded), a
1.8 metre-long DP cable, and a 0.25 metre-long HDMI to DP convertor. It is necessary to explicitly note
the presence of the HDMI to DP converter and the DP cable because they are probably regarded as
the weakest component of the entire set-up. One possible reason is that this component acts as an
unintentional antenna of the setup which receives the disturbances and causes EMI issues to the whole
electronic system. Another possible reason for this could be related to the signalling characteristics of
DP. The lower voltage swing and resulting lower signal-to-noise ratio of DP signals, as well as the DP
link training process that may be triggered and prematurely terminated by EMI, could make a DP
connection more susceptible to EMI and result in more noticeable distortions compared to HDMI
signals.

3.2.2. Placement of the Experimental Set-up

The whole set-up inside the reverberation chamber is shown in Figs. 2 and 3.

Figure 2: Experimental set-up inside the reverberation chamber

The transmitting antenna is positioned in the upper corner of the reverberation diagonally oppo- site
to the entry door. The shielded camera is placed at a perspective that allows it to observe the whole
installation of the EUT. To monitor average field strength, a field probe is placed near the medical
display approximately 2.5 away from the transmitting antenna. All measured data is transferred via
an optical fibre and logged to the immunity test software (Radimation- Pro) [14].

This project has received funding from the European Union’s EU Framework Programme for Research and Innovation
Horizon 2020 under Grant Agreement No. 955.816.
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3.2.3. Test Signals and Stirrer Settings

As mentioned before, different modulation schemes are applied to the test signals during the
experiment. For all disturbance types, the frequency is swept with a 1% increment step size on a
logarithmic scale from 80 MHz to 1 GHz. All necessary information about test signals is listed as follows:

¢ Case 1, Amplitude modulation (AM): modulation depth: 80%, sinusoidal wave.

¢ Case 2, Frequency modulation (FM): resembles practical radio station at 94 MHz, 75 kHz of frequency
deviation in square wave.

¢ Case 3, Unmodulated test signal (UM): pure sinusoidal wave.

Regarding the stirrer settings, the rotational speed is maintained at 180 degrees per second
continuously. To ensure a uniform field strength throughout a full rotation of the stirrer, the dwell time
of the test signal is set at 2 seconds accordingly.

Volume of uniform field

Stirrer TX Antenna

EM Field Probe

Entrance

Figure 3: Top view of the experimental set-up

3.3. Results and Discussions
3.3.1. Radiated Immunity Profile Characterisation

As previously stated, set-up failures are classified based on technical observations of failure severity.
To be precise, failures are classified into 5 levels and plotted as five different colour regions.
Additionally, those failures are merely observed from the medical screen monitor side, but no failures
are observed from the PC side. Furthermore, typical examples of the different failure levels are shown

This project has received funding from the European Union’s EU Framework Programme for Research and Innovation
Horizon 2020 under Grant Agreement No. 955.816.
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in Figs. 5, 6, and 7. Level 4 failure is the same as Level 3 failure from the photo; the difference between
them is the duration of recovery.

Table | lists four main types of failures. Once again, we want to stress that the observed failures relate
to the entire system set-up in which the HDMI to DP converter is probably the weakest link. Therefore,
exposure to EMD of this component can result in EMI issues, such as data line bit flips and DC power
supply line disruptions, potentially leading to image distortions or a blank screen.

Table 1: Failure specifications

Failure levels Corresponding coloured Failures severity
regions

Level 0 Region 1 The EUT operates as normal.

Level 1 Region 2 Screen flickering in several
lines.

Level 2 Region 3 Screen flickering in several
areas.

Level 3 Region 4 Screen blanks, but restorable

in 10 seconds.
Level 4 Region 5 Screen blanks, but longer
time to restore or non-
restorable.

Characterised immunity profile under AM disturbance
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Figure 4: An example of characterised immunity test profile
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Fig. 4 depicts an example of a characterised immunity profile in the presence of an AM dis- turbance
(Case 1). The horizontal axis corresponds to the frequency range in MHz during the experiment, while
the vertical axis denotes the average EM field intensity in V/m. The differ ent coloured regions
correspond to the different failure levels defined in Table I. Region 1 (i.e., Failure Level 0) is noted as
the area where the EUT operates in normal functionality during the exposure to test field strength,
and the area of Region 1 within the test frequency shows the robustness of the EUT against
electromagnetic disturbances. Furthermore, Fig. 6 shows that regions 2, 3, and 4 are not continuous
along the frequency axis, implying that failures in levels 1, 2, and 3 are not always present at all
frequencies. The proposed immunity profiles are characterised within the frequency range of 220 MHz
to 1000 MHz due to the lowest usable frequency of the reverberation chamber.

Figure 5: Level 1 failure

2%

Figure 6: Level 2 failure

This project has received funding from the European Union’s EU Framework Programme for Research and Innovation
Horizon 2020 under Grant Agreement No. 955.816.
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The characterised immunity profiles under AM, FM and UM test signals are shown in Figs. 8,9, and 10.

From the analysis of Figs. 8, 9, and 10, it can be observed that the size of Region 1, which rep- resents
the safety margin of the EUT, varies across the frequency range of 220 MHz to 1000 MHz. Notably, a
comparison between Fig. 8 and Fig. 9 reveals that the EUT is particularly susceptible to AM disturbance
in comparison to FM disturbance. A similar trend can be seen in the comparison between AM and UM
disturbances. However, the general trend and size of Region 1 for FM and UM disturbances are similar

to each other.
Characterised immunity profile under AM disturbance

(V/m)
- - N
o [3,] o
o o o

Field strength
3

300 400 500 600 700 800 900 1000
Frequency (MHz)

Figure 8: Characterised immunity profile under AM
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Characterised immunity profile under FM disturbance

Field strength (V/m)

300 400 500 600 700 800 900 1000
Frequency (MHz)

Figure 9: Characterised immunity profile under FM disturbance

Characterised immunity profile under UM disturbance

Field strength (V/m)

300 400 500 600 700 800 900 1000
Frequency (MHz)

Figure 10: Characterised immunity profile under UM disturbance

Additionally, it can be seen that the EUT is most susceptible to AM, FM, and UM disturbances in the
frequency ranges of 200 to 240 MHz, 340 to 360 MHz, 630 to 660 MHz, and 790 to 830 MHz.
Furthermore, the EUT is most susceptible to AM and it is important to note that a comparison of Level
4 failures (i.e., Region 5) across AM, FM, and UM cases is presented in Fig. 12, as Level 4 failures are
considered to be EUT outages, which is a complete functional disruption of the medical screen monitor.
Fig. 12 shows the field strength curves resulting in Level 4 failures. It can be observed that the Level 4
failure curves are largely consistent with those shown in Fig. 11, as Level 4 failures dominate across all
three cases from 220 MHz to 1 GHz. Additionally, the frequencies at which the EUT experiences this
type of outage are similar to the frequencies at which the EUT is most susceptible. The main differences
between Figs. 11 and 12 are primarily located in the frequency range from 300 MHz to 370 MHz, where
Level 3 failures are the dominant failure mode for all cases.

This project has received funding from the European Union’s EU Framework Programme for Research and Innovation
Horizon 2020 under Grant Agreement No. 955.816.
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Immunity profiles of AM, FM and UM
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Figure 11: Immunity profiles under AM, FM and UM disturbances (Level 0)
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Figure 12: Level 4 failure curves
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3.4. Associated Outputs

The work described in this deliverable has resulted in the following resources:

Table 2: Associated Outputs

Description URL Availability
My Dataset 1 doi.org/10.48804/GWOPAZ Public (CC-BY-SA-4.0)
My Paper 1 doi.org/10.1109/EMCEurope57790.2023.10274213 | Open Access

This project has received funding from the European Union’s EU Framework Programme for Research and Innovation
Horizon 2020 under Grant Agreement No. 955.816.
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4. Assessing the Response Time of a Frequency- selective EMD
Detector

4.1. Overview

Traditionally, the measurement of EMDs relies on field probes equipped with diode or thermocouple
detectors. Some of those detectors may not adapt at capturing rapidly changing EM fields and may be
plagued by slow response times that can lead to erroneous measurements. Furthermore, those
detectors operate in the time domain, producing broadband EM field strength results without the
ability to identify specific frequencies where EMDs occur. This section introduces the design and
assessment of a frequency-selective EMD detector using SDRs. The proposed system detects and
transforms undesired EMD signals from the time do- main to the frequency domain via an embedded
FFT. When the electric field strength exceeds a predefined threshold within the SDR-based detector, it
triggers a warning. To measure the speed of the SDR-based detector response to an EMD, pulse-
modulated signals were selected as the test signals. The frequency hopping time is also considered a
crucial element affecting the SDR-based detector response time. The experimental results for response
time are subse- quently subjected to a Monte Carlo-based simulation, providing a comprehensive
evaluation of the SDR-based detector response time.

4.2. Aligned Researches

For practical illustrations, B. Gabrielsson et al. [16] developed a portable system comprising an SDR, a
mini PC, an IP router, and a GPS receiver for the detection and classification of EMIs in the GPS band.
Their system provided early warnings by detecting interference events before GPS jamming occurred.
In the context of 5G communications, F. Minucci et al. [12] proposed a general framework for
calibrating SDRs using the GNU Radio toolkit to measure RF power from a 5G network. Similarly, Y.
Ben-Aboud et al. [17] investigated the importance of monitoring electromagnetic pollution (or electro-
smog) using low-cost SDR dongles for EM field power measurements and estimating incident power
density. In applications related to electromagnetic compatibility (EMC), R. T. Sanchez et al. [18] utilised
SDRs to estimate power spectrum and relative phase differences between different measurement
locations, helping to resolve measurement challenges associated with EMC antennas where the
reference signal is not accessible.

4.3. Design of the EMD Detector
4.3.1. Tackling the Research Gap

As stated above, SDRs have been proven as a potential tool for developing a frequency- selective EMD
detector. However, the signal samples captured by SDRs, along with the relevant analogue front-end
parameters, were processed by a host PC in the research mentioned above, leading to additional data
delays at both physical and software levels. Specifically, in [19], it is noted that the USB stack can
introduce an unknown and unbounded latency, de- pendent on the host operating system and host
memory space. These factors limit the utility of host PC-controlled SDRs, making them non-stand-alone
tools and potentially slower for monitoring rapidly changing EM environments. Hence, this section
aims to introduce a novel design
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for an SDR-based EMD detector that enhances signal processing and analogue front end con- trol by
shifting it to the on-board FPGA, thereby accelerating the transformation of time-domain samples into
the frequency domain. Furthermore, to enable early detection of anomalies in the EM environment,
predefined thresholds [1] are incorporated within comparators on the on- board FPGA, serving as
reference points for comparing changes in RF signals. When the RF signals exceeds the pre-established
threshold, the detector triggers a warning, signalling the presence of an EMD at a specific frequency.
To evaluate the speed at which a triggered warn ing can be generated by the SDR-based detector, we
focus on pulse-modulated signals as the target for detection [16]. This choice is motivated by the fact
that pulsed interference typically leads to severe performance degradation in electronic devices [16].
As R. Vogt-Ardatjew et al. noted in their work [10], slow response times to pulse-modulated signals
can result in incorrect measurements.

4.3.2. The Overall Hardware Design

The hardware design of our SDR-based EMD detector utilises the BladeRF 2.0 Micro XA4 SDR platform.
This development board comprises two key components: the radio-frequency integrated circuit (RFIC)
AD9361 by Analogue Devices and an Intel Altera Cyclone V FPGA. To begin the EMD detection process,
the frequency-selective EMD detector initially captures a signal from a specified receiver (Rx) channel
within the AD9361. Once a RF signal is acquired, it is down-converted to the analogue-to-digital
converter (ADC), digitising it into digital signal samples. Subsequently, these digitised samples are
processed using an on-board Fast Fourier Transform (FFT) IP core to convert them into the frequency
domain. The detector eventually identifies signal harmonics exceeding a predetermined threshold,
indicating the presence of an anomaly at that specific frequency. This triggering of warnings helps
identify the frequencies where EMDs are detected. Fig. 13 depicts a simplified schematic of the
developed EMD detector.
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Figure 13: The SDR-based Detector Schematic

4.3.3. The RF Analogue Front End of the Detector

AD9361 RFIC is a versatile RF transceiver chip developed by Analogue Devices, Inc. It pro- vides a
relatively wide frequency coverage from 70 MHz to 6 GHz for a specified Rx channel, a considerably
large dynamic range of 60 dB, a nominal maximum ADC sampling frequency of 61.44 MHz, and a RF
filter bandwidth of 56 MHz. Those essential functionalities position it as a potential instrumentation
for developing a frequency-selective EMD detector [20].

As depicted in figure 13, the receiver channel employs a zero-intermediate-frequency (ZIF) structure.
This configuration features a single-frequency mixing stage where the local oscillator (LO) is directly
tuned to the frequency band of interest. Hence, this setup effectively down-converts the received
signal into baseband, yielding in-phase (I) and quadrature (Q) samples. This architecture reduces the
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need for complex filtering typically associated with the superheterodyne approach. Instead, analogue
filtering occurs at the baseband, where filter design is simpler and more cost-effective [19].
Furthermore, the 12-bit ADC operates on |/Q data at the baseband, allowing for a lower sample rate
relative to the converted bandwidth, resulting in substantial power savings [19].

4.3.4. Digital System’s Design

Concerning the EMD detector digital architecture, a soft-core processor synthesised within the FPGA
takes control of several vital parameters of the RFIC. These parameters encompass the RFIC gain, the
states of Rx/Tx channels, ADC sampling rate, RF bandwidth, and the centre frequency of tuners. Once
digitised, the samples undergo processing within an FFT IP core, enabling the transformation of time-
domain samples into frequency-domain samples. Subsequently, the transformed | and Q samples are
squared using multipliers and summed-up to determine the signal magnitude. Finally, a warning is
generated by the comparator if the signal magnitude exceeds the predefined threshold.

To trigger the warning as early as possible, the FFT IP core is configured in "streaming engine- only
mode" for continuous transformation of time-domain samples into frequency-domain sam ples [21].
Furthermore, an interface logic is developed to generate logic signals that indicate validity, start, end,
direction, output timing, and the number of points for the FFT operation. Con- sequently, multiple
frequency resolutions are available, ranging from 11.44 Hz to 7.68 MHz, in accordance with the ADC
sampling rate of AD9361 and the signal frame length [20, 21].

For the calculation of the magnitude of digitised samples, two multipliers are positioned directly
behind the | and Q output ports of the FFT IP core to yield the magnitude as shown in Equation (1).

Magnitude? = /12 + Q%2 (1)

Performing a square root operation is regarded as hardware-intensive and may introduce ad ditional
latency in FPGAs. Therefore, comparisons with threshold values are made directly against the squared
threshold values. Simultaneously, a warning will trigger a "logic 1" pulse at around 3.3 V, which is
output on an on-board pin for measuring the system latency in the experimental set-up.

4.4. Experiment design: response time measurement

As outlined in the previous section, the RFIC AD9361 has constraints on ADC sampling frequency and
frequency tuning time, while the FPGA FFT IP core offers adjustable sample frame length. Additionally,
ADC sampling rate, physical delays, encompassing gate delays within the FPGA, significantly influence
the response time of the SDR-based detector. To elaborate, the detector response time primarily
comprises two components: system latency TL (the time it takes to activate an output of the FPGA
when an interference is introduced within the frequency band the SDR is measuring) and frequency
hopping time. The system latency TL is predominantly attributed to analogue delays, ADC conversion
time, and FPGA gate delays, while frequency hopping time is affected by the phase-locked loop (PLL)
locking time and the execution efficiency of instructions in the soft-core processor. Considering those
factors, it is advisable to measure these quantities using different experimental set-ups.
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4.4.1. System Latency Measurement

As noted earlier, pulsed interference may lead to the most significant performance degradation in
electronic devices. Moreover, measuring the peak level of these high-dynamic-range and rapidly
changing signals is often a difficult task. Therefore, pulse-modulated signals have been chosen as the
EMD source to assess the system latency of the SDR-based detector. Further- more, an HP crystal
envelope detector is employed as a reference for comparing the system latency measurement with
that of the SDR-based detector.
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Figure 14: The Schematic of System Latency Measurement Set-up
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Figure 15: The Photo of System Latency Measurement Set-up

Figs. 14 and 15 illustrate the schematic and the real photo of the experimental set-up de- signed for
measuring the system latency of the SDR-based detector. In this arrangement, a signal generator (SG)
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is employed to produce carrier signals at a power level of 6.5 dBm and a frequency of 800 MHz.
Additionally, a function generator (FG) is connected to the external modulation port of the SG to
generate pulse-modulated signals for both the SDR-based sensor and the crystal detector. The FG is
configured as follows: a frequency of 8 kHz, an amplitude of 2 V for the high level and 20 mV for the
low level, a rising edge of 8.4 ns (the steepest), and a pulse width ranging from 1.5 ps to 8.5 ps.
Moreover, channel 1 (CH 1) of the oscilloscope is used to capture the waveform from the FG, while CH
2 records the modulated signals. CH 3 acquires the response from the crystal detector, and CH 4
captures the response from the SDR-based detector. The SDR-based sensor is set to receive at a centre
frequency of 803 MHz, with a sampling rate of 40.96 MHz. A 20 dB attenuator is attached to Rx 1 to
prevent damage on the receiver as the maximum power input limit of receivers is +2.5 dBm, and the
triggered warning is sent out through one on-board pin at 3.3 V to indicate a detection of the received
signal.

4.4.2. The Frequency Hopping Time Measurement

As proven by prior research conducted by W. Zhou [22] and R. Bell [23], the frequency hopping time
of an SDR tuner is significantly impacted by its PLL locking time and relevant APls. As detailed in Section
3.3, all instructions related to RFIC parameters are executed through a soft- core processor synthesised
within the FPGA. The measurement of frequency hopping time involves tuning the SDR tuner
repeatedly and quantifying the number of system frequency cycles consumed for executing frequency
tuning commands. To achieve precise measurements in system frequency resolution, a custom
performance counter is integrated as a peripheral of the soft-core processor to tally the consumed
frequency cycles. Fig. 16 provides a simplified schematic of the soft-core processor. The entire Nios Il
system is driven by a system clock, and all commands related to the RFIC are interfaced via the AXI-
AD9361 interface. Time stamps are recorded during the tuner’s operation and conveyed as feedback
via JTAG UART to host PC. Equation (2) provides details for calculating the frequency hopping time of
the SDR-based detector, where N represents the number of times the SDR tuner was retuned.

Tstamp1 + Tstamp2
N x sys_clk

(2)

Thopping =
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Figure 16: The schematic of the frequency hopping time measurement

4.5. Results and Discussions
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As previously mentioned, the response time of the SDR-based detector consists of two primary
components: system latency and frequency hopping time. More specifically, system latency is
predominantly influenced by the analogue response time, ADC conversion time, and gate delays within
the on-board FPGA. On the other hand, the frequency hopping time is primarily determined by the PLL
locking time within the SDR frequency tuner and the API delays of its CPU. These parameters were
measured using different setups, as illustrated in Figs. 17 and 18, depicting the measured SDR system

latency and a detailed HP crystal detector response time.

1 T T ; T —CH?1: Function generator signal
0.5 —CH2: RF modulated signal
B CH3: HP crystal detector response
0 —CH4: The SDR detector response
. ol i
1
-0.5 L
s
g .
<& !
2.5 !
S }
2 i At~158 us
i
2.5~ ! 8
1
-3 i
1
!
1

35 W
| I ' | !

-2 -1.5 -1 -0.5 0 0.5 1 1.5 2 25
Time axis (s) x10°°

Figure 17: System latency of the SDR-based detector
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Figure 18: HP crystal detector response time measurement

Similar tests were conducted in previous works [10] and [24], where RF signals with pulse widths of
300 ps, 100 ps, and 30 us were used. In our tests, we narrowed down the pulse width range from 3.5
us to 8 ps. The SDR-based detector exhibited satisfactory performance within these settings,
demonstrating a consistent response time of approximately 15.8 us for each setting. This measured
latency is relatively close to the theoretical value of the ADC conversion time given by Equation (3),

1
(3)

Teonversion = L *
fADC_sampling

where signal length L is 512 and ADC sampling frequency fapc sampiingis 40.96 MHz. However, when
dealing with pulse widths smaller than 3 us, the SDR-based detector failed to capture the input RF
signals, resulting in the inability to generate a logic 1 warning flag at 3.3 V. A possible explanation for
this lies in the SDR-based detector inability to capture the true peak values of the pulse-modulated RF
signal at its analogue stage.

In the case of the envelope detector illustrated in Fig. 18, it is evident that the crystal detector began
tracking the upper envelope of the modulated RF signal after approximately 200 ns related to the rising
time. This measured outcome aligns with the findings of a previous experiment conducted in [25],
which reported that the rise time of the crystal detector is less than 5 us, and this behaviour is also
attributed to the shunt capacitance introduced by the connected coaxial cable.
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Figure 19: Spectrum sweep axis of the SDR

Fig. 19 illustrates the frequency sweep axis of the SDR-based detector, spanning from 70 MHz to 6 GHz.
Considering the non-flat frequency response of the tuner at both the low and high ends of the band,
an intersection factor of 0.5 was selected for the sweeping process across the entire frequency
spectrum, equivalent to 290 retunes. This comprehensive sweep was performed with an ADC sampling
rate of 40.96 MHz and a frequency resolution of 80 kHz. To simulate the SDR-based detector response
time, we assumed that EMDs occur randomly across the entire frequency spectrum in the form of a
continuous wave disturbance. Under this assumption, we conducted a simulation, taking into account
a dwell time of 12.5 ps at each frequency band, an ADC sampling rate of 40.96 MHz, and a dataset of
100 measured frequency hopping time, as represented in a histogram along with its corresponding
distribution fitting curve in Fig. 21. These measurements were taken at a system clock frequency of 80
MHz. The simulation results in 1,000,000 sweeps for response time are presented in Fig. 22 as a
histogram graph, along with its distribution fitting curve. To calculate the probability of the SDR-based
detector response time intercepting a disturbance, we modeled the simulation used Equation (4),

Bres = mOd(BD'Nr)Td * Py + P, (4)

where, B, represents the total number of retunes required to intercept an EMD, Nr stands for the
number of retunes necessary for the SDR to sweep from 70 MHz to 6 GHz, Td signifies the tuner dwell
time at each frequency band, PH indicates the probability of frequency hopping time, and PL signifies
the probability of system latency, if an EMD is detected. Furthermore, Fig. 20 illustrates a
straightforward scenario depicting the response time for capturing an EMD at the third step of
retuning. Here, Td denotes the measurement time on one specific frequency, Tr represents the retune
time of the SDR, TL represents the system latency if an EMD is detected on one frequency bands, and
Tres signifies the total response time of the SDR detector.

Frequency
sweeping
EMD at the 3rd band >
| F(I:1 F(l:2 Ff?’(} Fcl:4 Fﬁ:S F(fﬁ F(I:T | Fc (n+1)
[ | I I [ I [ [ |
—
Td ~12.5us %’—J
Tr~55ms n bands
_—

Tres ~2(Td + Tr) + TL ~ 11ms

Figure 20: Response time calculation example

This project has received funding from the European Union’s EU Framework Programme for Research and Innovation
Horizon 2020 under Grant Agreement No. 955.816.



WP3 D3.3. version FINAL
public TERNITY ereRNITY

VWWWWWWWWY Page 26

data
tlocationscale

0 1 1 1
5.2 53 5.4 5.5 5.6 5.7 5.8 5.9

Frequency hopping time (ms)

Figure 21: Frequency hopping time histogram and its PDF

% 10-4 “outliers
! I data

Te= uniform distribution

6

5 =
L
o 4
o

3

2

1 T

‘ Ti-_|

0 200 400 600 800 1000 1200 1400 1600
Response time (ms)

Figure 22: Response time simulation histogram and its PDF

Fig. 20 depicts that the frequency hopping time histogram closely approximates a t location- scale
distribution [26], with the frequency hopping time predominantly concentrated between 5.35 ms and
5.50 ms, exhibiting high probability densities along the curve, while the frequency hopping time was
approximately 28 ms under PC-controlled conditions using MATLAB. Notably, the probability densities
sharply decline for frequency hopping times exceeding 5.50 ms, signifying a heavier tail in the curve,
indicative of more outliers compared to a normal distribution curve. Regarding the simulation results
shown in Fig. 21, it can be seen that nearly 97% of the response time data follows a uniform distribution
since we assumed the EMDs were uni- formly distributed across the frequency spectrum. Moreover,
it is also noticeable that a portion of the data exhibits a short tail when the SDR-based detector’s
response time exceeds 1500 ms. This observation can be explained in conjunction with Fig. 20, as it is
clear that there is a pronounced tail when the frequency hopping time exceeds 5.5 ms, resulting in a
short tail (i.e., measurement outliers) in the overall distribution of the detector’s response time.

This project has received funding from the European Union’s EU Framework Programme for Research and Innovation
Horizon 2020 under Grant Agreement No. 955.816.



WP3 D3.3. version FINAL
public TERNITY ereRNITY

VWWWWWWWWY Fage 27

5. Design Validation: The Combination with a Biosensor

As mentioned in the previous section, SDRs are viewed as promising tools for creating frequency-
selective, portable, and cost-effective EMD detectors [12]. Operating within the time domain, SDRs act
as portable spectrum analysers, capable of permanent monitoring of the EM landscape over wide
areas [13]. Drawing inspiration from the work of B. Gabrielsson et al. [16], a portable system consisting
of a USRP-SDR, a compact PC, and a GPS receiver was developed to identify and categorise EMIs within
the GPS frequency band. Their system employs an algorithm within the USRP-SDR to detect, classify,
and log interference events, while the effect of such interference on the GPS receiver is monitored by
the system, resulting in an estimated 10 dB reduction in the carrier-to-noise ratio. Therefore, we
propose a detection system integrating the SDR detector with a biosensor to identify EMDs that pose
a threat to the functional safety of the biosensor (Fig. 23).
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Figure 23: The Combined Measurement System

The proposed measurement system consists of a bio-sensor (e.g., an ECG sensor) and an SDR. The
connected bio-sensor acts as a receiving antenna to capture RF signals which potentially threaten
functional safety of the system. In the meantime, the impact upon the connected biosensor should
also be detected in the frequency domain.

Critical to this research will be the exploration of several factors that could affect EMD detection. These
include the type of biosensor used, the point of connection, and the length of the biosensor, given its
role as a receiving antenna. These potential influencers will be systematically investigated to ensure
the robustness and reliability of the detection system. This work is set to be undertaken during the
ESR9’s secondment at PLUX.
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6. Conclusions

To summarise, this document initially introduced the new testing-to-failure methodology inspired by
the HART approach for assessing the susceptibility of electronic systems to EMDs. This systematic
method, through its application on a medical display setup, has proven instrumental in identifying
various severity levels of equipment failures in the frequency domain, under various types of EMDs.
Such an approach underscores the imperative of potentially enhancing the safety and reliability of
medical devices in EM environments.

Following this, the document presented the details on the development of a frequency-selective EMD
detector based on SDRs. This detector, capable of converting time-domain RF signals into the
frequency domain, marks an improvement in EMD detection speeds compared to traditional SDR
spectrum sensing techniques. Experimental results and Monte Carlo-based simulations show the
detector response time, with a notable proportion of data uniformly distributed across a broad
response time spectrum. This advancement is pivotal for early EMD detection, offering safety
engineers critical insights into the rapid detection of anomalies.

Moving forward, we proposed future research focused on validating the design through the integration
of the SDR detector with a biosensor. This initiative aims to create a detection system capable of
identifying EMDs that could compromise the functional safety of the biosensor. The envisaged system
will pair a biosensor, such as an ECG sensor, with an SDR, wherein the biosensor will serve as a receiving
antenna. This setup was designed to capture RF signals that pose potential threats to the system’s
functional safety, with a specific focus on analysing the impact on the connected biosensor within the
frequency domain. This proposed research will be further investigated in the incoming secondment
phase.
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