
   
 

   
 

 

 

 

 

 

European Training Network on 
Electromagnetic Risks in Medical 

Technology 
 

 

Deliverable: D 2.3 – Model to consider the effect of 
the Impulsive EMI and definition of the rationale to 
select and configure the communication system 

 

Start date of the project: 1st March 2021 

Duration: 48 months 

 

Deliverable Summary  

This document aims to provide an overview of the research of ESR5, the optimisation of 

radio communication links against various EMIs in healthcare settings, and making EMI-

resilient links for medical devices. 

D 2.3 – Model to consider the effect of the Impulsive EMI and 
definition of the rationale to select and configure the 
communication system  
 

Due date of deliverable: M34 
Organisation name of lead contractor for this deliverable: UPC  
Main author(s): Asif Ali (UPC) 
Supervisor(s): Marco A. Azpúrua (UPC) and Mireya Fernández (UPC) 
Validated by: the beneficiaries 
Version number: FINAL 
Submission Date: 30/04/2024 

Ref. Ares(2024)3361181 - 08/05/2024



WP2 D2.3. version Final 
[Public]   ETERNITY 

Page 2 
 

   

This project has received funding from the European Union’s EU Framework Programme for Research and 
Innovation Horizon 2020  under Grant Agreement No. 955.816. 

 

Type: Report 

Dissemination 
Level: 

Public 

 

LEGAL NOTICE 
Neither the European Commission nor any person acting on behalf of the Commission is responsible for 
the use, which might be made, of the following information. 
The views expressed in this report are those of the authors and do not necessarily reflect those of the 

European Commission. 

 

Revision history 

Revision Date Description Author (Organisation) 

Final 30/04/2024 Table of Contents + Full Draft of the 
Scientific Deliverable, Incorporating 
Beneficiaries' Revisions 

UPC and beneficiaries 

 

  



WP2 D2.3. version Final 
[Public]   ETERNITY 

Page 3 
 

   

This project has received funding from the European Union’s EU Framework Programme for Research and 
Innovation Horizon 2020  under Grant Agreement No. 955.816. 

 

Acronyms 

AWGN Additive White Gaussian Noise 

BER Bit Error Rate 

CW Continuous Wave 

DCS Digital Communication System 

DSL Digital Subscriber Line 

ECC Error Correction Coding 

EM Electromagnetic  

EMI Electromagnetic Interference 

ESR Early Stage Researcher 

FSK Frequency Shift Keying 

GGAMP-SBL Gaussian Generalized Approximate Message Passing-Sparse Bayesian 
Learning 

GSM Global System for Mobile Communication 

HIDDS Hybrid Inter Digital Defected Ground Structure 

ISM Industrial Scientific and Medical 

LLR Log-Likelihood Ratio 

MRI Magnetic Resonance Imaging 

OFDM Orthogonal Frequency Division Multiplexing  

PDF Probability Density Function 

PLC Power Line Communication 

PSK Phase Shift Keying 

QPSK Quadrature Phase Shift Keying 

RC Reverberation Chamber 

RFID Radio Frequency Identification 

SNIR Signal-to-Noise plus Interference Ratio 

TEM Transverse Electromagnetic 

WLAN Wireless Local Area Network 

 

Beneficiaries’ Short Names 

TU/e Technische Universiteit Eindhoven 

UT Universiteit Twente  

PMS Philips Medical System Nederland B.V. 

KU Leuven Katholieke Universiteit Leuven  

UPC Universitat Politècnica de Catalunya 

IDNEO Idneo Technologies SAU 

PLUX Plux - Wireless Biosignals S.A. 

 

Partner Organisations’ Short Names 

PMC Plasmacure 

UMCU Universitair Medisch Centrum Utrecht 

BARCO Barco 

FCT Faculdade de Ciências e Tecnologia 

MST Medisch Spectrum Centrum 

ASEPEYO Asepeyo hospital 



WP2 D2.3. version Final 
[Public]   ETERNITY 

Page 4 
 

   

This project has received funding from the European Union’s EU Framework Programme for Research and 
Innovation Horizon 2020  under Grant Agreement No. 955.816. 

 

Contents 

1. Introduction ................................................................................................................................ 6 

2. Modeling of Impulsive EMI ......................................................................................................... 8 

2.1 Common Impulsive EMI Sources and Characteristics .............................................................. 9 

2.1.1 Lighting Strikes .................................................................................................................. 9 

2.1.2 Switching Transients .......................................................................................................... 9 

2.1.3 Arcing ................................................................................................................................. 9 

2.2 Common EMI Modelling Techniques .....................................................................................10 

2.2.1 Statistical Methods ..........................................................................................................10 

2.2.2 Circuit Simulations ...........................................................................................................15 

3. Impact of Impulsive EMI on Communication Links ..................................................................16 

3.1 Mitigation Techniques for Impulsive EMI ..............................................................................16 

3.1.1 Passive Mitigation Measures ...........................................................................................16 

3.1.2 Active Mitigation Measures ............................................................................................16 

4. Selection and Configuration of Communication Links for Harsh EM Ambient ........................18 

4.1 System-level Considerations for EMI Mitigation in Harsh Environments ..............................18 

4.1.1 Communication System Architecture..............................................................................18 

4.1.2 Modulation Scheme ........................................................................................................18 

4.1.3 Signal Integrity Measurement .........................................................................................19 

4.2 Evaluation of Communication Link Parameters in Relation EMI Requirements ....................19 

4.2.1 Link Budget ......................................................................................................................19 

4.2.2 Error Correction Coding ...................................................................................................19 

4.2.3 Adaptive Modulation and Coding....................................................................................20 

4.2.4 System Validation ............................................................................................................20 

Communication Links in healthcare: Addressing EMI Challenges with Case Studies ..................21 

5. Conventional EMI Mitigation Techniques ................................................................................22 

Conventional EMI Mitigation in Healthcare Applications: Case Studies ......................................22 

6. QPSK Radio Link Simulation ......................................................................................................24 

7. Conclusion ................................................................................................................................29 

8. References ................................................................................................................................30 

 

  



WP2 D2.3. version Final 
[Public]   ETERNITY 

Page 5 
 

   

This project has received funding from the European Union’s EU Framework Programme for Research and 
Innovation Horizon 2020  under Grant Agreement No. 955.816. 

 

List of Figures  

Figure 1 Impulsive noise characteristic example [6] .......................................................................... 8 

Figure 2 Middleton's Class A pdf [21] ...............................................................................................11 

Figure 3 WLAN link under impulsive interference in RC ..................................................................13 

Figure 4 WLAN link data streaming and impulsive EMI at -25 dBm .................................................14 

Figure 5 WLAN link data streaming and impulsive EMI at -23 dBm .................................................14 

Figure 6 QPSK radio link constellation diagram at SNR level is 15 dB ..............................................25 

Figure 7 Time domain representation of QPSK radio link ................................................................26 

Figure 8 Frequency domain representation of QPSK radio link .......................................................26 

Figure 9 QPSK radio link in the presence of CW EMI at 500 kHz ......................................................27 

Figure 10 QPSK radio link in the presence of CW EMI at 2 MHz ......................................................28 

  



WP2 D2.3. version Final 
[Public]   ETERNITY 

Page 6 
 

   

This project has received funding from the European Union’s EU Framework Programme for Research and 
Innovation Horizon 2020  under Grant Agreement No. 955.816. 

 

1. Introduction 

In the constantly changing field of communication systems, the resilience of electronic 

devices is essential for ensuring connectivity. Modern electronic devices are becoming 

increasingly complex, which means they are also causing a wide range of problems related 

to ElectroMagnetic Interference (EMI). A significant factor contributing to these situations 

is the concurrence of various sources of interference in a certain ElectroMagnetic (EM) 

environments where wireless Digital Communication Systems (DCS) coexist. These systems 

produce complex EM environments, increasing the risk of interference in radio 

communication links. 

In order to ensure reliable and resilient communication systems, it is necessary to evaluate 

the potential impact of EM disturbances, in particular those of an impulsive nature, and 

carefully define strategies to minimise their effects and configure the communication 

system accordingly [1]. Examples of impulsive EMI include lightning and high-power 

electromagnetic pulses [2]. To protect electronic devices and data links from these 

unpredictable effects, it is important to take protective measures. Furthermore, with the 

increasing reliance on wireless technology in modern communication systems, protecting 

against the impacts of the complex EM environment is crucial. It is important to identify 

the potential effects of impulsive noise, which is necessary for ensuring reliable 

communication in complex EM settings [3], and it is also imperative to properly model, 

evaluate, and minimise the consequences of impulsive EMI. 

This report provides an overview and discussion on the modeling tools applied to describe 

impulsive EMI sources, their impact on signal quality and the strategies used to protect 

communication links from their adverse consequences by applying different modulation 

schemes and error correction techniques. Furthermore, it researches the process of 

choosing and setting up communication connections for challenging EM environments, 

considering the particular demands and limitations imposed by these conditions. The 

document also explores EMI mitigation solutions, assessing the communication system 

effectiveness and reliability. 

The remainder of the document is organized as follows: Section 2 dives into modelling of 

impulsive EMI to describe the sources of EMI and the factors that affect choosing the right 

modelling approach. First, the most likely signals generated in complex EM environments 

are examined, and then the level of interference between different radio links in these 

settings is discussed. In Section 3, an overview of the impact of impulsive EMI on radio 

communication links is presented. Section 4 provides insights regarding the selection and 

configuration of communication links for harsh EMI environments. Section 5 summarizes 
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conventional EMI mitigation techniques to be utilized in real-world application case 

studies. In Section 6, the QPSK radio link simulation is discussed. Lastly, Section 7 draws 

concluding remarks.   
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2. Modeling of Impulsive EMI 

 

Impulsive EMI presents a substantial risk for communication links and health-related 

applications. Impulsive EMI refers to a short but significant disruption of electromagnetic 

signals that can substantially affect the functioning of medical devices, including 

pacemakers, insulin pumps, and patient monitoring equipment [4] [5]. These disturbances 

can arise from both man-made sources, such as arc welding and high-power electrical or 

medical devices, as well as natural occurrences like lightning strikes or abrupt changes in 

power systems that frequently produce these impulsive bursts of noise [6]. Figure 1 - 

Impulsive noise characteristic example [7] presents a representative example of impulsive 

noise that shows the main parameters of this kind of noise: impulse amplitude (as high as 

several hundred microvolts), duration, and inter-arrival time. It is important to reduce 

impulsive EMI in medical settings while ensuring the reliability and safety of essential 

healthcare technologies.  

 

Figure 1 - Impulsive noise characteristic example [7]. 

The parameters of impulsive noise fluctuate depending on the characteristics of the 

system. Understanding the presence of impulsive noise is important in communication 

systems and health-related applications that require signal integrity. Impulsive noise can 
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degrade Magnetic Resonance Imaging (MRI) and positron emission tomography images 

and affect diagnostic accuracy [8]. Impulsive noise interference in wireless healthcare 

monitoring systems can disrupt patient data transmission, compromising patient safety 

and care. While various statistical models and visualizations have been used to study 

impulsive noise characteristics [9], it is crucial to recognize their negative effects on health 

applications and develop effective mitigation strategies accordingly [10]. 

Accurate modelling of impulsive noise is important for comprehending its possible effects 

on communication systems and establishing suitable solutions to minimise its impact. An 

inclusive model should encompass the attributes of impulsive electromagnetic disturbance 

sources, such as their magnitude, rate of increase, duration, and frequency composition 

[11]. Comprehending this information is crucial for correctly predicting the distortion and 

interference resulting from impulsive EMI in radio communication links. 

2.1 Common Impulsive EMI Sources and Characteristics  

 

2.1.1 Lighting Strikes 

Lightning strikes are a type of impulsive noise source that can produce powerful 

electromagnetic pulses, which have an impact on communication systems [12]. The 

frequency range of this type of disturbance can vary, but it generally encompasses high-

frequencies that vary from a few hundred kilohertz to a few megahertz [13]. 

Communication systems like digital television, Power Line Communication (PLC), and 

underwater acoustic communications are more vulnerable to impulsive noise than to 

typical Additive White Gaussian Noise (AWGN) noise [14]. Hence, it is crucial to precisely 

determine the characteristics, amplitude, and duration of impulse noise sources in order 

to minimise their impact on communication systems.  

2.1.2 Switching Transients 

Impulsive noise with a frequency range up to several hundreds of megahertz or gigahertz 

is produced by transient switching operations, including those induced by disconnect 

switches and circuit breakers [15], [16], and it is also produced by capacitor switching [17]. 

These transient disturbances have a broad frequency range and are capable of impacting 

numerous communication and power systems, posing a risk in health-related fields. For 

example, impulsive noise in medical imaging technologies such as computed tomography 

scans and ultrasound machines can distort images, which could result in diagnostic 

inaccuracies. 

2.1.3 Arcing  

Arcing is a form of impulsive noise that can disrupt communication link performance and 

signal measurement [18]. Arcing noise affects communication systems from 300 kHz to 30 

MHz [19]. In electrical transportation systems like railways and metros, arcing during 
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current collection can cause conducted and radiated disturbances that affect radio 

communication [20]. This interference is particularly crucial for vital services including 

radio communication for first responders, where reliable connectivity is essential for 

emergency response operations. 

2.2 Common EMI Modelling Techniques 

Impulsive noise modeling techniques employed for the communication links can be 

generally divided into two categories: statistical methods and circuit simulation. 

2.2.1 Statistical Methods 

In the field of wireless communication, having an adequate knowledge of impulsive noise 

is important for ensuring that communication links are resilient and reliable. A wide range 

of statistical methods have been used to model impulsive noise and understand how it 

affects various communication systems. 

2.2.1.1 Noise Models 

The Middleton Class A noise model is frequently employed to explain impulsive noise in 

different applications, such as narrowband PLCs [21]. This model is well-suited for 

simulating non-Gaussian noise, such as impulsive noise from various sources like power 

transmission lines and electromechanical devices. In health applications, this ability is 

highly useful. For example, it can be used to simulate the impact of muscle activity on 

electromyography signals or disturbances caused by medical equipment such as 

defibrillators on nearby devices. However, this model effectively describes the impulsive 

nature of the noise amplitude in communication systems [22]. Thus, when it comes to 

representing the impulsive noise in narrowband PLC and similar scenarios, the Middleton 

Class A noise model is a highly precise and commonly employed option. 

The noise model provides statistical information about a noise signal that consists of both 

impulsive and Gaussian components. In [23], one of the statistics discussed is the 

Probability Density Function (PDF) of the normalized envelope of the noise signal. In real 

noise samples, the signals are not normalized and the Gaussian noise power is an 

important parameter to consider. To make things easier, we can focus on the PDF of the 

denormalized instantaneous noise power. This is described in Eq. (1) and discussed in more 

detail in [24].  

𝑓(𝐼𝑁) = 𝑒−𝐴 ∑  ∞
𝑚=0

𝐴𝑚

𝑚!
𝐿𝑚𝑒−𝐿𝑚𝐼𝑁    (1) 
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In this equation, 𝐼𝑁 = (𝐸2/2) represents the denormalized instantaneous noise power, 

which is half of the squared denormalized envelope 𝐸, and 𝐴 is the impulsive index. The 

equation for 𝐿𝑚 is given by: 𝐿𝑚 = (𝐼𝑁̅𝜎𝑚
2 )−1, 𝜎𝑚

2 = [(𝑚/𝐴 + Γ)/(1 + Γ)]Γ = (𝜎𝐺
2/Ω2𝐴)e 

𝐼𝑁̅ = Ω2𝐴 + 𝜎𝐺
2. 

Within the given set of equations, there is a component of Gaussian or background noise 

with an average power of 𝜎𝐺
2. Additionally, there is an impulsive noise component with an 

average power of Ω2𝐴, which is the characteristic of Middleton's Class A noise model.  

Another estimation model proposed by [24] is presented in Eq. (2) 

𝑓𝑋(𝑋) = 𝑒−𝐴 ∑  ∞
𝑚=0

𝐴𝑚

𝑚!
𝐿𝑚𝐷𝑒(𝐷𝑋−𝐿𝑚𝑒𝐷𝑋)     (2) 

 where 𝑋 = 10log (𝐼𝑁) and 𝐷 = [ln (10)/10]. 

 

Figure 2 - Middleton's Class A PDF [24]. 

Firstly, it is important to mention that the function does not simply follow a Gaussian 

pattern. Instead, it exhibits two distinct peaks, as shown in Figure 2 - Middleton's Class A 

PDF [24] If these peaks are clearly differentiated, the peak in Zone 1 can be attributed 

entirely to the first term of the sum in Eq. (2) with m=0. However, the Zone 2 peak is caused 

by the impact of the terms in the sum (m=1, m=2, ...). It appears that increasing the 
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impulsive index leads to a decrease in the peaks, however, this model is useful to 

characterize the components of noise such as the Gaussian noise component 𝜎𝐺
2 and 

impulsive noise component Ω2𝐴.  

Other models are exploring different methods to accurately analyze and describe 

impulsive noise in different communication settings. The Bernoulli Gaussian model is 

notable for its concise and direct approach, focusing on analytical accuracy [13]. This model 

is particularly useful for providing optimized and effective representations of impulsive 

noise. However, the Alpha Stable model is a well-known statistical method that is often 

used to analyze impulsive noise because it considers heavy tails [25]. By including heavy 

tails in the model, we can gain a deeper insight into impulsive noise in different 

communication environments. In addition, recent developments in modeling techniques 

have led to the creation of an improved Markov chain model that is specifically designed 

for in-vehicle PLC systems [26] [27]. This model effectively reproduces the unpredictable 

nature of impulses, helping us better understand impulsive noise in communication 

environments within vehicles.  

Moving beyond theoretical models, statistical techniques are commonly employed to 

represent the statistical characteristics of impulsive noise, including the probability 

distribution of amplitude, rising time, and pulse width. These methods rely on data 

obtained from measurements or simulations of digital links against the different sources 

of EMI. However, in such cases, some models rely on experimental data or field 

measurements of impulsive EMI in particular scenarios. These models are useful for 

estimating the effect of EMI on radio communication links in challenging healthcare 

settings. Impulsive noise models are useful in assessing the impact of sources such as LED 

bulbs on medical devices and their communication systems, which is important for 

applications like remote patient monitoring and telemedicine [28]. 

2.2.1.2 Experiment  

An experiment was conducted in a Reverberation Chamber (RC) to illustrate the practical 

consequences of impulsive noise. This experiment replicated real-world scenarios to assess 

the usefulness of a Wireless Local Area Network (WLAN) when exposed to impulsive EMI. 

The objective was to evaluate the efficiency of WLAN connections in the presence of the 

suggested disturbance, and quantify the degree to which interference impacts overall 

performance. This case study seeks to emphasize the importance of precise impulsive 

noise modeling and statistical techniques in evaluating the resilience of wireless 

communication systems in challenging conditions. 
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For the WLAN experiment, we utilize two terminal PCs and a router to configure the WLAN 

link. These devices operate in the 2.4 GHz Industrial Scientific and Medical (ISM) band and 

follow the IEEE 802.11b protocol. A vector signal generator may produce radiated 

impulsive interference. The experiment is conducted in the RC, which replicates a real-life 

setting as presented in Figure 3 – WLAN link under impulsive interference in RC Channel 1 is 

selected for the configuration which has the 22 unique set of frequencies and it does not 

overlap with other channels. The impulsive interference is created by utilizing a vector 

signal generator to produce the radio frequency signal. A gated sine wave is produces with 

a frequency of 2.456 GHz and a repetition duration of 5 μs. This impulsive interference is 

produced in MATLAB to load into the vector signal generator for the radiated source of 

interference. This interference is transmitted through an RF cable to an amplifier, and then 

to a horn antenna for injecting as interference source. The two computers are connected 

using a 2.4 GHz WiFi connection. A spectrum analyzer, connected to the field probe 

antenna, measures the strength of signals and levels of interference throughout the 

experiment.  

 

Figure 3 – WLAN link under impulsive interference in RC. 
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Figure 4 - WLAN link data streaming and impulsive EMI at -25 dBm. 

 

Figure 5 - WLAN link data streaming and impulsive EMI at -23 dBm. 

This study determines the efficiency of wireless data transfer between a transmitter and 

receiver, specifically focusing on Channel 1 for the deliberate introduction of impulsive EM 

disturbances and using the Wireshark software application to measure the quality of data 

transfer by enabling the accurate computation of the packet error rate. According to Figure 

4 - WLAN link data streaming and impulsive EMI at -25 dBmthe blue color represents the data 

streaming, while the red color indicates the duration of interference caused by packet loss 

and disturbances in the streaming due to impulsive interference in the communication 

link.  When interference is detected at a power level of -25 dBm, it suggests that an 
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intentional disruption to the communication connection has been performed. In addition, 

the incorporation of another scenario involving impulsive EMI can expand the scope of the 

study. This scenario has a power level of -23 dBm and operates at a frequency of 2.42 GHz, 

as shown in Figure 5 - WLAN link data streaming and impulsive EMI at -23 dBm. It allows for the 

inclusion of different levels of interference severity. It indicates that after a certain period, 

the WiFi connection may face interruptions or fails to work correctly due to interference. 

The link operation has been compromised, potentially impacting the performance of actual 

devices operating in the same environment.  

2.2.2 Circuit Simulations 

Multiple simulation methodologies are utilised to model impulsive noise in wireless 

communication links in an effective manner. A possible approach is to generate impulsive 

noise with varied waveforms, durations, and spacings by employing chaotic time series 

tools [29]. Alternative techniques for analysing EMI effects involve the development of 

cable models utilising software tools such as SACAMOS, which takes into account 

frequency parameters and are compatible with SPICE simulators [30]. SPICE simulations 

are incorporated into the proposed method for rapid and simple EMI modelling in wireline 

communication channels during the design phase, this reduces post-fabrication failures. 

By utilising a Transverse ElectroMagnetic (TEM) cell and an analytical model that has been 

experimentally validated over the frequency range of 1 MHz to 1 GHz, this methodology 

improves the accuracy of circuit simulation models in communication links, ensuring the 

robustness of design [30]. 

Circuit simulations play an essential role in replicating transient EMI transmission within 

communication systems. This method involves emulating EM interactions between the 

EMI source, the communication link, and any protection devices. By utilising circuit 

simulations comprehensively, the impact of impulsive noise is analysed, contributing to the 

overall robustness and resiliency of wireless communication links. In the last section, we 

are using the simulation of the Quadrature Phase Shift Keying (QPSK) radio link under a 

continuous wave electromagnetic disturbance. 
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3. Impact of Impulsive EMI on Communication Links 

 

The presence of impulsive EMI can have an important impact on the functioning of 

communication links. This disturbance can cause distortion, interference, and errors in the 

signals that are being transmitted. These factors can result in a decline in signal quality, 

elevated Bit Error Rate (BER), and potential system malfunctions. 

3.1 Mitigation Techniques for Impulsive EMI 

Various mitigation strategies can be utilised to protect communication systems from the 

detrimental impacts of impulsive EMI. The strategies can be classified into two main 

categories: passive and active mitigation measures. 

 

3.1.1 Passive Mitigation Measures 

Impulsive noise mitigation techniques in communication systems often involve using filters 

to minimize the impact of impulsive noise. These filters are passive measures that help to 

reduce the effects of impulsive noise. Bandpass filters with Hybrid Inter Digital Defected 

Ground Structure (HIDDS) have been proposed as a potential option for wireless systems. 

These filters have a minimal impact on signal loss and can effectively reduce impulsive 

noise across a wider spectrum of frequencies [31]. 

However, the passive mitigation measures in electronic systems involve various techniques 

such as shielding, filtering, and grounding. These techniques are highly suitable for 

safeguarding electronic circuits, such as cables enclosed within conductive materials. They 

function as obstacles to hinder the propagation of EMI and serve as a common reference 

point for electrical currents to efficiently dissipate EMI. These passive mitigation strategies 

enhance the resilience of communication links against impulsive EMI. 

 

3.1.2 Active Mitigation Measures 

Active mitigation measures are essential in reducing the detrimental impact of bursty 

impulsive noise in communication systems caused by EMI. To effectively reduce impulsive 

EMI, various techniques are used, including clipping, blanking, combined clipping-blanking, 

and Log-Likelihood Ratio (LLR)-based methods [32]. 

An effective method involves estimating and eliminating impulsive noise. The Gaussian 

Generalized Approximate Message Passing-Sparse Bayesian Learning (GGAMP-SBL) 

algorithm has been suggested for precise estimation in orthogonal frequency division 

multiplexing (OFDM) communication scenarios [32]. Furthermore, the integration of time 
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and frequency mitigation techniques in a hybrid domain has shown enhanced performance 

in reducing BER in PLCs, surpassing the usefulness of time domain techniques [33]. 

Active mitigation strategies in electrical circuitry involve the use of approaches such as 

error correction coding and adaptive modulation. Error correction coding incorporates 

additional data into transmitted information, which enables the detection and correction 

of errors caused by EMI. Adaptive modulation is a technique that modifies the modulation 

scheme according to the current EMI conditions, thereby improving signal quality in the 

presence of changing levels of interference. These proactive measures are utilised to 

enhance the overall performance and resiliency of communication links to withstand 

impulsive noise.  

Table 1 Summary of Impulsive Noise Mitigation Techniques 

This paper discusses impulsive noise reduction in wireless communication 

systems by utilizing the Empirical Mode Decomposition (EMD) framework. [34] 

This paper presents a new method for reducing impulsive noise in OFDM 

systems using the maximum a posteriori (MAP) criterion. [35] 

This paper investigates the practical use of Bayesian estimators for Gaussian 

sources affected by Middleton Class-A noise in OFDM-based wireless 

communication systems. 

[36] 

This paper suggests a combination of the nulling scheme and time sample 

replacement scheme to enhance the bit error rate characteristics in OFDM 

systems that are impacted by impulsive noise. 

[37] 
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4. Selection and Configuration of Communication Links for Harsh 
EM Ambient 

4.1 System-level Considerations for EMI Mitigation in Harsh Environments 

When developing and configuring the communication links for challenging EMI scenarios, 

it is crucial to consider many system-level factors to guarantee the consistent functioning 

of the system in the face of impulsive noise. The factors to be considered are: 

Communication System Architecture, Modulation Scheme, and Signal Integrity 

Measurement. 

4.1.1 Communication System Architecture 

The selection of communication system architectures, such as point-to-point [38], 

multipoint, or mesh networks [39], can have a substantial effect on the ability to withstand 

EMI. Point-to-point connections are more susceptible to electromagnetic disturbances due 

to their limited redundancy and signal transmission pathways. This vulnerability may 

disrupt communication and data transfer. Transmission path interference can affect 

communication in a point-to-point connection, such as a direct cable connection between 

two devices [40]. EMI from nearby electronics can disrupt signal transmission between two 

connected devices, causing data loss or errors. Multipoint or mesh networks indeed 

enhance security by providing redundant pathways for signal transmission and the ability 

to isolate defective links. This redundancy and flexibility contribute to improved resilience 

and reliability in communication links. In a multipoint network, if one link fails or is 

compromised, data can be rerouted through alternative pathways, ensuring seamless 

communication flow. This redundancy reduces the impact of failures on the overall system 

performance [41]. 

 

4.1.2 Modulation Scheme 

The selection of a modulation scheme can significantly influence the vulnerability of 

communication systems to impulsive noise. Random noise bursts are more likely to happen 

with modulation methods that have a wider bandwidth and better spectral efficiency, such 

as OFDM [42]. On the other hand, modulation methods that have a smaller range of 

frequencies and are more efficient in using the available spectrum, like frequency-shift 

keying (FSK) and phase shift keying (PSK), are more resilient to EMI since they have a 

narrower range of frequencies. In my current research, I am using the QPSK modulation 

scheme to develop a radio link that works against a continuous-wave electromagnetic 

disturbance. The objective is to assess the performance of the QPSK radio link in the face 

of electromagnetic disturbances.  
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4.1.3 Signal Integrity Measurement 

Conducting regular signal integrity measurements is crucial for evaluating the effects of 

impulsive noise on communication systems and finding potential vulnerabilities. These 

approaches can be utilised to assess signal distortion, levels of noise, and rates of error in 

various EMI scenarios. It is also necessary to do measurements against the various 

electromagnetic disturbances that are unintentionally generated from random sources 

and affect the functionality of radio communication links that are utilised in healthcare 

settings for safety-critical applications. 

4.2 Evaluation of Communication Link Parameters in Relation EMI 
Requirements  

In order to select and configure communication systems that can function well in 

environments with high levels of EMI, it is necessary to assess the system characteristics in 

relation to the unique EMI requirements imposed by the application. The main parameters 

are described throughout the following sections.  

4.2.1 Link Budget 

The link budget defines the maximum permissible levels of noise and interference to 

guarantee reliable communication. In highly disruptive EMI environments, it may be 

necessary to increase the link budget to account for the higher levels of noise caused by 

impulsive EMI. This adjustment will facilitate a more accurate evaluation of the 

communication link. While the sources emphasize the importance of link budgets in 

assessing system performance, they do not explicitly mention normative values or specific 

examples related to adjusting link budgets for impulsive EMI. However, the ideas in the 

sources can be used to adapt link budgets when impulsive EMI produces more noise, which 

ensures that communication links work well in challenging EM environments. 

4.2.2 Error Correction Coding 

An ETERNITY Early-Stage Researcher (ESR) from KU Leuven is currently working on 

developing Error Correction Coding (ECC) schemes to evaluate the fault tolerance ability of 

wired communication networks [43]. ECC techniques play important role enhancing 

communication resiliency and retrieve lost bits during data transmission between devices, 

specifically in environment prone to EMI [44]. 
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Channel coding techniques like Hamming Code, Low Density Parity Check, and Turbo 

Coding are established methods for error correction [45]-[47]. While Hamming Code offers 

single error correction capabilities, efforts are ongoing to adapt it for dual error correction 

by leveraging information from adjacent layers [43]. By incorporating error correction 

codes with line coding techniques like Pulse Amplitude Modulation (PAM-4) can reduce 

overhead and enhance EMI resistance [48]. 

For safety-critical systems, implementing both hardware and software-based practices is 

critical to reduce the impact of EMI, especially for undetected errors. Researchers have 

found that triplication-based codes with inversion may be able to improve error correction 

for certain bit rates and disturbance frequencies [49]. 

The primary focus remains on developing a comprehensive strategy to address impulsive 

EMI challenges in communication links. This involves selecting suitable ECC schemes and 

parameters tailored to the particular characteristics of the EMI environment and desired 

BER [43]. The finding shows that adding error detection codes layer on the top to improves 

channel connection performance in terms of safety and availability, emphasizing the 

efficiency of a multilayer approach [43]. 

4.2.3 Adaptive Modulation and Coding  

Adaptive modulation and coding techniques provide the ability to modify the modulation 

scheme and ECC parameters in real-time based on the current EMI. This adaptable method 

allows for the enhancement of signal quality and reduction of BER performance, 

guaranteeing efficient communication even when there are varying levels of EMI. The 

system can adjust modulation and coding in response to environmental changes, ensuring 

signal quality and reducing errors in challenging EM settings [50]. 

4.2.4 System Validation 

We outline the system validation procedure used to evaluate the resiliency of the QPSK 

radio link without interference, functioning as a baseline reference. In addition, we address 

the critical aspect of system validation, ensuring that the simulation accurately represents 

real-world scenarios. The baseline scenario for the QPSK radio link serves as a reference, 

reflecting the system behaviour without the introduction of intentional EMI into the 

communication link.  
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Communication Links in healthcare: Addressing EMI Challenges with Case 
Studies 

Healthcare environments are particularly susceptible to EMI due to the presence of high-

power medical equipment like MRI scanners and diathermy devices [51]. This EMI can 

disrupt communication signals, which could have an impact on patient care and medical 

operations. In addition, healthcare settings are constantly changing with equipment 

configurations and usage, which may compromise communication reliability. 

Case studies play a crucial role in understanding the complexities of establishing and 

configuring reliable communication links within these challenging EMI settings. These 

studies showcase how healthcare facilities strategically utilize various elements to ensure 

robust communication. 

System Architecture: The design of the communication link architecture itself can reduce 

the risk of EMI affecting medical devices. This includes strategic placement of devices and 

the selection of wireless technologies less susceptible to interference. For instance, careful 

planning is required when deploying WLANs in hospitals to avoid disruption of critical 

medical equipment. 

Modulation Schemes: Reliable transmission and reception of communication signals rely 

heavily on the selected modulation scheme. Different schemes offer varying degrees of 

resistance to the types of EMI commonly found in healthcare settings. Selecting a scheme 

with higher resistance ensures accurate and reliable transmission of vital information, like 

patient data. 

Error Correction Coding (ECC): Even with robust communication systems, errors can still 

occur during data transmission in EMI-prone environments. In healthcare, where data 

integrity is paramount, adaptive ECC techniques become crucial. These techniques, similar 

to those used for secure healthcare systems, detect and correct errors, ensuring data 

remains accurate and secure even on potentially compromised communication links. 

Mitigation Measures: Beyond design considerations, additional mitigation measures can 

further reduce the impact of EMI on communication systems. Shielded cables and filtering 

components offer physical barriers to EMI. Furthermore, healthcare facilities can develop 

specific EMI management procedures to address equipment usage and configuration 

changes. Grounding techniques are used to protect against voltage surges. 

By strategically implementing these elements based on case studies and a thorough 

understanding of the specific EMI environment, healthcare facilities can ensure robust 

communication. This not only protects the functionality and safety of medical devices but 

also empowers the delivery of high-quality patient care within a technologically advanced 

healthcare environment. 
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5. Conventional EMI Mitigation Techniques 

In healthcare applications, reliable communication is paramount for patient safety and 

effective treatment. However, impulsive EMI can affect the transmission of data on critical 

medical devices or communication networks within hospitals. To ensure robust 

communication links, a thorough analysis of conventional EMI mitigation techniques, as 

discussed in Section 3, are crucial. 

These techniques offer varying levels of protection but may also introduce trade-offs in 

terms of size, cost, and potential impact on system performance. The goal is to achieve an 

optimal balance, guaranteeing sufficient shielding against EMI while minimizing negative 

effects on communication link efficiency. Finding this balance depends on several factors, 

including the specific healthcare application, system architecture, modulation schemes, 

and ECC. 

By carefully considering the advantages and disadvantages of different mitigation 

strategies, researchers and healthcare professionals can make informed decisions when 

selecting and configuring communication links. This approach is essential for creating 

robust communication systems that can effectively withstand against impulsive EMI in 

healthcare settings, ensuring optimal performance and patient safety under various 

operational conditions. 

 

Conventional EMI Mitigation in Healthcare Applications: Case Studies 

This section explores practical scenarios where conventional EMI mitigation techniques 

protect communication links in healthcare settings. We will delve into practical examples 

showcasing how filtering, ECC, and adaptive modulation effectively minimize EMI, ensuring 

uninterrupted healthcare operations. 

Scenario 1: Mitigating EMI from Medical Equipment 

A communication system within a healthcare facility experienced disruption due to EMI 

originating from nearby medical equipment. The implementation of filtering and adaptive 

modulation techniques significantly minimized the interference, resulting in a notable 

improvement in system uptime. This is specifically critical in healthcare, where seamless 

communication is essential for patient care. Reliable data transmission guarantees prompt 

and accurate delivery of vital medical information, impacting critical decisions and patient 

well-being. 

Scenario 2: Ensuring Wireless Sensor Network Reliability 

A wireless sensor network used for patient monitoring encountered challenges due to EMI 

from various electronic devices. Utilizing robust ECC and adaptive modulation schemes 
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proved crucial in maintaining data reliability and resiliency. The ability to withstand and 

recover from EMI is supreme in healthcare, where accurate and reliable sensor data 

transmission is critical for monitoring patient vital data and ensuring the proper functioning 

of medical equipment. 

These case studies showcase the effectiveness of strategic EMI mitigation measures in 

fortifying communication systems against interference, even in complex healthcare 

environments. By addressing EMI challenges, these techniques enhance the reliability and 

effectiveness of communication, ultimately providing practical solutions for healthcare 

communication in demanding settings. Therefore, we simulated the radio link using the 

QPSK modulation scheme to evaluate the EMI effects, considering the CW electromagnetic 

disturbance as a source of EMI in the assessment of the simulated radio communication 

link.  

   



WP2 D2.3. version Final 
[Public]   ETERNITY 

Page 24 
 

   

This project has received funding from the European Union’s EU Framework Programme for Research and 
Innovation Horizon 2020  under Grant Agreement No. 955.816. 

 

6. QPSK Radio Link Simulation 

This MATLAB simulation implements a radio link using QPSK modulation. The transmitter 

converts digital input bits into QPSK symbols and maps them onto complex symbol 

constellations. The in-phase (I) and quadrature (Q) components are handled separately. 

The signal subsequently passes through an AWGN channel, which emulates real-world 

communication conditions by introducing random noise. Furthermore, deliberate and 

uninterrupted electromagnetic disturbances in the form of continuous waves are 

introduced into the channel to simulate external interference. These disruptions are 

recognisable by their frequency and amplitude, simulating the presence of intentional 

interference or unwanted signals that affect the transmitted QPSK signal. The receiver, 

which is responsible for extracting the original signal from the received one, now has to 

deal with both AWGN and intentional disturbances. In this case, two scenarios of 

interference are simulated, such as in-band and out-of-band disturbances, to evaluate the 

resiliency of the QPSK radio link. This allows for a thorough analysis of the QPSK system's 

ability to withstand various challenges posed by the channel. In addition, we need to do 

system validation before injecting the intentional electromagnetic disturbance into the 

QPSK radio link for verification. 

The process of system validation plays a crucial part in the generation of appropriate QPSK 

symbols for the purpose of baseline evaluation. The validation process encompasses 

several essential steps:  

1. The validation of the QPSK symbols generated in the simulation is performed by 

comparing their constellation diagram with the anticipated theoretical pattern as 

illustrated in Figure 6 – QPSK radio link constellation diagram at SNR level is 15 dB. The 

purpose of this visual comparison is to verify that the simulated symbols are in 

accordance with the expected QPSK modulation scheme. 

2. The spectrum representation involves the analysis of the baseline scenario’s 

spectrum in order to illustrate its time domain illustration as shown in Figure 7 - 

Time domain representation of QPSK radio link and frequency domain distribution as 

shown in Figure 8 - Frequency domain representation of QPSK radio link This 

representation facilitates the verification of the baseline system operation within 

the anticipated frequency range, without any added interference.  

The validation process serves to confirm that the simulation effectively represents the 

behaviour of the QPSK radio connection in the absence of intentional interference. 
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The MATLAB simulation injects a continuous wave (CW) with frequencies of 500 kHz within 

the desired frequency range and 2 MHz outside of the desired frequency range into a 

baseband QPSK radio link.  

 

Figure 6 – QPSK radio link constellation diagram at SNR level is 15 dB. 
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Figure 7 - Time domain representation of QPSK radio link. 

 

Figure 8 - Frequency domain representation of QPSK radio link. 

The plot of BER as a function of signal-to-noise plus interference ratio (SNIR) shows how 

the system performs at different SNIR levels and incorporates injected disturbances. We 

can examine disturbances on the QPSK radio communication link by adjusting the SNIR 

from -10 dB to 20 dB. The simulation results can be compared to the theoretical BER from 

the berawgn () function to evaluate its accuracy and realism.  

CW 500 kHz in-band interference has a detrimental impact on the quality of the received 

signal, resulting in errors during symbol detection and consequently leading to an elevated 
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BER as illustrated in Figure 9 - QPSK radio link in the presence of CW EMI at 500 kHz 

Considering the bad SNIR, the impact of CW disturbance becomes more evident, leading 

to an increased BER. On the other hand, taking into account good SNIR leads to better 

performance in terms of lowering the BER levels. The accuracy of the simulation and its 

agreement with the theoretical model can be assessed by comparing it with the theoretical 

BER obtained through the berawgn () function. 

Furthermore, a series of simulations were performed to evaluate the influence of the SNIR 

on communication links. In the first case, we operated the SNIR across a range of values, 

from bad to good, while ensuring that the EMI level remained below the specified 

threshold of 0.1 dB. The results highlight in Figure 9 - QPSK radio link in the presence of CW 

EMI at 500 kHz that a lower level of EMI has a notable improvement in terms of BER, thereby 

improving the overall performance of the QPSK link. The observed enhancement was 

noted through the addition of CW interference at the in and out-band frequencies. 

 

 

 

Figure 9 - QPSK radio link in the presence of CW EMI at 500 kHz. 
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Figure 10 - QPSK radio link in the presence of CW EMI at 2 MHz. 

In the second case, the SNIR remained unchanged, while the EMI level was intentionally 

set above the established threshold, specifically at 0.8 dB, in order to evaluate the effects 

at elevated levels. The findings suggest that the performance of out-band CW EMI was 

satisfactory as demonstrated in Figure 10 - QPSK radio link in the presence of CW EMI at 2 

MHz, while the in-band CW EMI remained consistent after reaching a certain threshold of 

SNIR. The results indicate that the performance of the baseband QPSK radio link was 

significantly impaired by the presence of in-band CW interference at higher levels of EMI. 

In the third case, we manipulated the EMI intensity, ranging from low to high, while 

maintaining a constant SNIR at an inadequate level of -20 dB. The purpose of this variation 

in EMI levels was to evaluate the efficiency of QPSK radio links under varying interference 

conditions. Results indicated that the QPSK radio links exhibited satisfactory performance 

across all levels of varying EMI during the out-band CW interference, as illustrated in the 

accompanying Figure 10 - QPSK radio link in the presence of CW EMI at 2 MHz. It has been 

confirmed that beyond the desired frequency range, higher levels of EMI do not have a 

substantial effect indicating greater resistance to external disturbances within that 

particular range. The aforementioned data emphasises 

the significance of efficiently managing EMI levels and showcases the resilience of QPSK 

radio links in withstanding interference originating from frequencies outside the desired 

band. The simulation offers valuable insights into the system's performance under realistic 

conditions, facilitating the assessment of its resilience and usefulness in the face of 

deliberate interference of continuous wave electromagnetic disturbance.  
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7. Conclusion 

 

The medical setting encompasses a wide range of electronic equipment and systems, such 

as medical devices, wireless communication systems, monitoring equipment, imaging 

devices, and communication networks. These devices are often used in close proximity, 

resulting in the creation of a complex EM environment. The presence of many radio devices 

and sources with different amplitudes, bandwidths, and modulation schemes in this 

environment poses a challenge in maintaining the dependable functioning of 

communication systems. 

Impulsive noise can significantly disrupt the smooth operation of radio communication 

links. By effectively simulating, evaluating, and reducing impulsive EMI, one can ensure 

that communication connections remain reliable and resilient, even in challenging EMI 

conditions. Therefore, two different radio links were evaluated: the WLAN link (section 2 

experiment explains about it) and the QPSK radio link (section 6 discusses about it). Two 

performance indicators are utilized in particular: the Wireshark application to evaluate 

WLAN link efficiency when facing impulsive disturbance, and BER to assess the impact of 

CW electromagnetic disturbance on the QPSK radio link. 

The experiments thoroughly assessed how vulnerable and resilient the WLAN connection 

was by adjusting interference levels and radio frequencies within Channel 1. This complex 

method allowed for a precise analysis of how different levels of interference impact the 

link's performance, providing valuable insights for real-world applications. The results 

showed that the QPSK radio link functioned effectively despite CW electromagnetic 

interference in both in-band and out-of-band scenarios.  

These findings help enhance communication connections by ensuring they remain reliable 

and resilient even in the face of potential interference. It is crucial to continue researching 

and developing EMI mitigation strategies to address the increasing challenges posed by 

new EMI sources and support the continuous improvement of reliable and resilient 

communication links. 
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