B Ref. Ares(2023)6523361 - 26/09/2023

TERNITY

VVWWVWW/WW/

European Training Network on
Electromagnetic Risks in Medical
Technology

Deliverable: D.2.1 — EMI Risk Management Plan For
Two Real-Life Medical Environments

Start date of the project: 15 March 2021
Duration: 48 months
Deliverable Summary
The aim of this deliverable is to give some insights about the research plan of ESR4 and obtain EMI
risk management plan two real-life medical environments.
D.2.1- EMI Risk Management Plan For Two Real-Life Medical

Environments
Due date of deliverable: M31
Organization name of lead contractor for this deliverable: University of Twente (UT)
Main author(s): Ridvan Aba (UT), Frank Leferink (UT), Robert Vogt-Ardatjew (UT)
Validated by: PMS and IDNEO
Version number: FINAL
Submission Date: 26.09.2023

Type: Report

Dissemination Public
Level:




WP2 D2.1. version FINAL
public TERNITY ereRNITY

VWVWVWVWVWWWW/ Page 2

LEGAL NOTICE
Neither the European Commission nor any person acting on behalf of the Commission is responsible for the
use, which might be made, of the following information.
The views expressed in this report are those of the authors and do not necessarily reflect those of the
European Commission.

Revision history

Revision Description Author (Organization)

Table of content + complete

AU draft of the deliverable

uT

This project has received funding from the European Union’s EU Framework Programme for Research and Innovation
Horizon 2020 under Grant Agreement No. 955.816.



TERNITY

WP2 D2.1. version FINAL

[Public] ETERNITY
VVVVWVWWWWV Page 3

Acronyms

AC Anechoic Chamber

DUT Device Under Test

EMC Electromagnetic Compatibility

EMI Electromagnetic Interference

FFT Fast Fourier Transform

LOS Line-of-Sight

NLOS Non-Line-of-Sight

RC Reverberation Chamber

SA Spectrum Analyser

RTSA Real-Time Spectrum Analyser

Beneficiaries’ short names

TU/e Technische Universiteit Eindhoven

uTt Universiteit Twente

PMS Philips Medical System Nederland B.V.
KU Leuven Katholieke Universiteit Leuven

UPC Universitat Politécnica de Catalunya
IDNEO Idneo Technologies SAU

PLUX Plux -Wireless Biosignals S.A.

Partner Organizations’ short names

PMC Plasmacure

UMCuU Universitair Medisch Centrum Utrecht
BARCO Barco

FCT Faculdade de Ciéncias e Tecnologia
MST Medisch Spectrum Twente

ASEPEYO Asepeyo hospital

This project has received funding from the European Union’s EU Framework Programme for Research and Innovation
Horizon 2020 under Grant Agreement No. 955.816.



WP2 D2.1. version FINAL
public TERNITY ereRNITY

VVWWWVWWWWV/ Page 4
Table of Contents

1. Advocating for a Risk-Based EMC Approach in Complex Hospital Environments.........cccccceeeuvveen. 5
2. Rule-Based vs. Risk-Based Approaches in EMC Management .......ccccueeeeviieeeiniieeeesiieeeessieeeeenveens 6
2.1.  Rule-Based EMC Management: A Rigid Framework .......cccccovviiviiiiiiiiiiee s eeieee e 6
2.2.  The Need for a Risk-Based EMC APProach.......cccueeeieciiiiiicciiee et ecvree e 7
2.3.  The Transition: Moving Towards Risk-Based EMC in Hospitals ........c.cccceeeeciieeiicieeeccciieeeens 8
3. Measurement Procedure in Risk-Based EMC Management .......cccoeeveeeiieiieresniieeeesieee e ssieee e 9
3.1.  Fixed-Position Measurement TECHNIQUE ......cuueiiiiiiieiiiiie ettt e e s saree e 9
3.2. Random-Walk Measurement TEChNIQUE .....ccuuiiiiiiiiieiciiie et saaee e 9
3.3. Multipoint Measurement TECANIGQUE ........oeeiciiieieiiiee ettt e e e care e e e stre e e e eare e e eeaaeeeeas 9
S T 1W 11 g =T o) A @ o) 4 o] o - J PPN 10
3.4.1. Spectrum Analyzer & Real-time Spectrum Analyzer.......cccccvveeiicieeieicieeeccieee e, 10
3.4.2. (0 1Yol |1 Fo T ofo ] o 1RSI 11
3.4.3. E-FI@ld PrODE. ... ettt sttt e b e b s s 12
3.5. The Time-Domain Approach and E-Field Probes.........ccccocuvieeiiiiecciiee e, 12
4. Key Considerations in Risk-Based EMC Management.........cccueeeeiiiieeeiiiieeesiiireeeecieeeeesreeeessneneeens 13
4.1.  Line-of-Sight Component in EMI ISSUES.......ccccciiiiiiiiieeiciiee e cciiee e ceteee e esiee e sree e s e sveee e eeaveeas 13
4.2, Effect of REFIECHIVILY .uuviiiiee e e e e 13
0 T V=1 o F=Yo W o To T o1 =1 2o Lo 4 TN USRS 13
4.4, Digital COMMUNICATIONS ...uuiiiiiiiiee ettt e e et e e e etee e e e be e e e e eabae e e esabaeeeeenbaeeeenarenas 14
L o B Y 1 QY - T F= Y =4 0 1 =T o PPN 14
5.1. EMI-Risk Management Plan 1: Enhancing EMC in Hospital Imaging Facilities..................... 14

5.2. EMI-Risk Management Plan 2: Optimizing Wireless Communication and EMI Risk
Management iN Patie@Nt Car@ Ar@aS ......uuu e b aaaaaaaaaeaeannnanes 15
6. Conclusion: Navigating EMC Challenges for Safer Healthcare Environments ..........cccccccecvveennes 16
T REFEIENCES ..ttt ettt b e b e s bt s at e et e e be e e b e e sae e sat e st e et e e beenns 17

This project has received funding from the European Union’s EU Framework Programme for Research and Innovation
Horizon 2020 under Grant Agreement No. 955.816.



WP2 D2.1. version FINAL
public TERNITY ereRNITY

VWWVWWWWWY Page >

1. Advocating for a Risk-Based EMC Approach in Complex Hospital
Environments

In recent years, the field of Electromagnetic Compatibility (EMC) has witnessed rapid changes and
evolution, driven by the relentless advancement of technology. These developments have expanded
the scope of EMC engineering, presenting a diverse range of challenges, particularly within the context
of healthcare environments like hospitals [1]. As with automotive applications, the introduction of
complex and cutting-edge technologies and commercial off-the-shelf integration into the medical
environment may lead electromagnetic interference (EMI) and bring reliability or operational issues.
Another noteworthy point is that these technological products coexist with old technology products in
the hospital environment. Therefore, integration of these technologies into medical environment
necessitates a profound understanding of EMC principles to ensure the safety and reliability of critical
equipment and systems [2]. Figure 1 clearly shows the increase the number wireless communication,
transmission issues or radio signal problem in healthcare environment and systems between 2010 and
March 2018.

60000
50000
40000
30000

20000
10000 I
0 = = = m m N

2010 2011 2012 2013 2014 2015 2016 2017 2018%*

Number of MDRs

Figure 1 Wireless communication or transmission issue or radio signal problem [1]
(* January 1 to March 31)

Existing EMC standards and regulations have traditionally been oriented toward characterizing the
performance of devices and systems [3]. These standards play a pivotal role in validating the integrity
and functionality of medical equipment [4]. Furthermore, in the realm of healthcare, the focus has
grown significantly on functional safety concerns, much like in the automotive industry. New standards
emphasizing risk management approaches have also made their way into the medical field [5],
introducing a fresh perspective on ensuring EMC in healthcare environments.

Presently, EMC testing in healthcare settings predominantly centres around immunity measurements
at both the component and system levels [6]. These assessments are typically conducted in controlled
environments such as anechoic chambers (ACs) and reverberation chambers (RCs) [7]. However,
despite the effectiveness of these testing methodologies in producing usable results, they may not
completely replicate the complex and dynamic environment of a hospital [7].

The EMC Directive [6] mandates that all electronic equipment should remain operational in its
intended environment. Defining this environment in a healthcare setting can be exceptionally
challenging, given the multitude of factors at play, including environmental variables, communication
systems, and interconnections among various medical devices, much like the device-to-device or
device-to-everything interactions in the medical industry. Each system is evaluated under
standardized settings, such as specific frequency sweeps, resolution bandwidths, and fixed distances,
effectively isolating the system-under-test (DUT) from potentially influential factors present in the real
healthcare environment. While these fixed settings indirectly address the intended environment by
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adapting emission levels to the specific healthcare setting, they often lack the necessary specificity and
granularity required for a comprehensive evaluation.

In a hospital environment, medical equipment constitutes a complex and interconnected system,
therefore, to effectively manage EMC risks in this environment, a risk-based EMC approach is essential
[8]. Traditional models that emphasize detailed analyses and precise solutions may not always be
practical due to the inherent randomness caused by uncontrollable variations in real-life healthcare
settings [7]. Therefore, a more simplified and macro-scaled model may offer a more accurate and
realistic solution.

One commonly used tool in the risk-based EMC approach at the system level is the source-victim
matrix, which aims to track and assess potential sources and victims of electromagnetic interference
(EMI) within a given environment. This concept has also found success in the maritime industry,
particularly in naval ships [9]. Another way is to understand the behaviour of the environment using
different measurement techniques like fixed-position, random-walk, or multipoint measurements
[2],[7]. In this article, we present and discuss both the advantages and disadvantages of these
techniques, incorporating macro-scaled parameters tailored to the unique challenges of the hospital
environment.

In the following sections, we discuss both rule-based and risk-based approaches, offering insights into
EMC risk analysis and investigation. After discussing the rule-based approach as a rigid framework, the
transition to risk-based approach will be given in details. Measurement techniques offered to be used
for risk-based EMC approach are explained in details. The possible equipment which can be used
during measurement procedure are explained considering pros and cons of each device. The
importance of time-domain measurements are also emphasized. The main reason for this is that a
thorough understanding of measurement devices and techniques is of vital importance in detecting
EMI sources and risks in the medical environment and therefore in developing a continuous risk
reduction approach. Moreover, the key considerations in risk-based EMC are discussed. Finally, two
EMI-risk management plans were introduced.

2. Rule-Based vs. Risk-Based Approaches in EMC Management

In the intricate web of healthcare, where the latest medical technologies intersect with patient well-
being, the effective operation of medical devices is non-negotiable. It's the heartbeat of patient care.
To ensure that these devices operate seamlessly, hospitals have traditionally relied on rule-based
approaches for EMC management. However, as healthcare environments evolve, the limitations of
this rule-based approach have come to the forefront, giving rise to the need for a more adaptable
and nuanced strategy—a risk-based approach.

2.1. Rule-Based EMC Management: A Rigid Framework

Consider the rule-based approach as a stringent set of guidelines deeply ingrained and unyielding.
These rules serve as the guardians of acceptable electromagnetic emissions and immunity levels for
electronic devices, pursuing their harmonious coexistence without disruption. Think of it as the
conductor of an orchestra, diligently pursuing that every musician faithfully follows the notes on the
sheet music.

One of the significant advantages of rule-based EMC management lies in its clarity and execution
predictability. These standards provide manufacturers of electronic devices with explicit and
unambiguous criteria, offering a clear roadmap for compliance. Manufacturers can precisely
determine the levels of electromagnetic emissions their devices must meet, fostering a sense of
predictability in the industry.

This project has received funding from the European Union’s EU Framework Programme for Research and Innovation
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Moreover, rule-based EMC management offers a baseline level of protection by establishing a emission
and immunity limits and a limited discrete set of immunity limits. This fundamental safeguard prevents
the chaos that would ensue in the electromagnetic realm if left unchecked. It serves as a regulatory
anchor, ensuring a minimum level of electromagnetic compatibility across devices.

Rule-based standards also possess the strength of being often mandatory, making it easier to enforce
EMC requirements industry-wide. Their compulsory nature simplifies compliance efforts and
reinforces the consistent application of electromagnetic standards.

However, it's essential to acknowledge the limitations of this approach. Rule-based methodologies
tend to lack adaptability, as they assume a static, controlled environment, which may not accurately
reflect the dynamic nature of settings like hospitals. In these complex environments, the rigid nature
of rule-based approaches can hinder their effectiveness.

Another limitation is the oversimplification of the EMC landscape. Rule-based systems often treat all
medical devices as if they share identical susceptibility to EMI. In reality, the sensitivity of devices can
vary significantly, requiring a more nuanced approach to ensure their coexistence without disruptions.

Furthermore, rule-based EMC management can fall short in addressing the broader context of the
hospital environment. While it primarily focuses on individual devices, it may overlook the intricate
web of interactions between countless devices operating simultaneously within a healthcare facility.

Finally, this approach may struggle to keep pace with emerging technological threats. As new
technologies continue to evolve, rule-based methodologies may struggle to adapt and incorporate the
latest advancements in medical technology and wireless communications, potentially leaving
vulnerabilities unaddressed.

2.2. The Need for a Risk-Based EMC Approach

Consider the risk-based approach as a skilled conductor guiding an orchestra through an ever-evolving
symphony. Unlike the rigid nature of traditional approaches, this method embraces the diversity of
instruments and adapts the music to changing tempos, dynamics, and unforeseen disruptions. In the
realm of EMC, a risk-based approach places paramount importance on adaptability and patient safety.
One of the significant advantages of risk-based EMC management lies in its ability to provide
customized risk assessments. Recognizing that not all medical devices carry the same level of risk, this
approach tailors risk evaluations to specific devices, taking into account their criticality in patient care.
By doing so, it ensures that resources are allocated where they matter most.

Resource allocation in risk-based EMC management is notably different from uniform standards.
Instead of applying a one-size-fits-all approach, resources are directed based on the potential risks
associated with specific devices or environments. Critical equipment or circuits inside the equipment
receives heightened protection, creating a more targeted and efficient approach to EMC management.
For instance, life-saving equipment like defibrillators and ventilators may be equipped with advanced
interference filters to ensure accurate delivery of life-saving shocks or to guarantee uninterrupted
support for patients, especially in critical situations. Also, an indoor localization plans can be prepared
for the rooms where life-saving equipment is located considering the electromagnetic environmental
analysis of the rooms. These tailored protective measures exemplify the precision and effectiveness of
risk-based EMC management in a healthcare setting. Moreover, the risk-based approach
acknowledges the dynamic nature of the healthcare environment. It encourages continuous
monitoring to detect and promptly address emerging EMC threats. This proactive stance helps prevent
disruptions that could impact patient care.

Another key aspect is the characterization of the electromagnetic environment within the hospital.
Risk-based EMC places significant emphasis on understanding this environment comprehensively,
including wireless networks and the presence of diverse technologies. This comprehensive

This project has received funding from the European Union’s EU Framework Programme for Research and Innovation
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understanding forms the foundation for effective risk assessment and management, ensuring the
harmonious coexistence of medical devices in the complex healthcare setting.

2.3. The Transition: Moving Towards Risk-Based EMC in Hospitals

Transitioning from rule-based to risk-based EMC management represents a necessary shift for
hospitals, manufacturers, and in-home medical services. The complex hospital environment, with its
mix of old and new technologies, wireless networks, and critical medical equipment, demands an
approach that can adapt to these intricacies.

Risk-based EMC management aligns with the dynamic nature of healthcare settings, providing a more
comprehensive and nuanced strategy for safeguarding patient well-being. In the following sections,
we will delve deeper into the components of a risk-based approach, exploring the intricacies of the
Source-Victim-Environment triangle of EMI phenomena and the importance of environment
characterization. Additionally, we will examine specific challenges and considerations unique to
healthcare, such as indoor localization, digital communications, and the balance between protection
and practicality in shielded hospital rooms.

In essence, the shift from rule-based to risk-based EMC management is not merely a choice but a
pragmatic necessity. It ensures that hospitals can embrace technological advancements, provide
optimal patient care, and navigate the complexities of a rapidly evolving healthcare landscape while
prioritizing patient safety above all else. However, risk-based EMC approach is not an easy-to-apply
procedure. Multiple aspects should be taken into account. A detailed, multidisciplinary risk-based
approach was proposed by ETERNITY project [10]. This approach is visualized in Figure 2.

Figure 2 ETERNITY’s multidisciplinary risk-based approach

The journey towards a risk-based EMC approach begins with understanding the Source-Victim-
Environment triangle, where electromagnetic interference sources, vulnerable medical devices, and
the unique hospital environment converge to shape the EMC landscape. Understanding the
environment is one of the key points of this article. Environment characterization is a challenging issue
especially for such complex environments. Different measurement techniques and equipment are
needed to successfully measure and analyse the environment. Both measurement techniques and
equipment are going to be discussed in the upcoming sessions.

This project has received funding from the European Union’s EU Framework Programme for Research and Innovation
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3. Measurement Procedure in Risk-Based EMC Management

In the complex landscape of healthcare EMC management, the choice of measurement techniques and
equipment is a pivotal decision. The risk-based approach, which we've previously discussed, requires
adaptability and precision in characterizing the electromagnetic environment within hospitals. In this
section, we are going to examine several measurement techniques and equipment options that can be
used to analyse electromagnetic fields in the medical environment and comprehensively evaluate their
advantages and disadvantages. Ultimately, we'll focus on the time-domain approach and the use of E-
field probes as the preferred choice for electromagnetic field measurements within healthcare
environments.

3.1. Fixed-Position Measurement Technique

The fixed-position measurement technique involves the placement of monitoring equipment at
predefined locations within the hospital. These locations are strategically chosen to cover areas of
potential concern or known EMI sources. One of the primary advantages of this approach is its
consistency, as it provides data at established points over extended periods. It's particularly suitable
for assessing persistent EMI sources.

However, the fixed-position technique comes with limitations. It has limited coverage, potentially
missing the EMI events occurring outside the designated measurement points. Additionally, it can be
inflexible, as the chosen locations may not account for all critical areas within the hospital.

3.2. Random-Walk Measurement Technique

The random-walk measurement technique simulates the unpredictable paths that individuals,
equipment, or mobile devices might take within the hospital [11]. This approach aims to provide a
comprehensive view of the entire hospital environment, ensuring that no EMI event goes unnoticed.
It closely mirrors the real-world movement patterns within healthcare facilities.

While random-walk technique offers a holistic perspective, it can be resource-intensive. Conducting
these measurements requires space to successfully apply the technique which may not be possible
often. Moreover, the time-behaviour of the field at a single point is missed in this technique.

A comparison of fixed-position and random-walk techniques was made in Figure 3 [2].

-20
-30
-40

20 4
-30 4
40 |
-50 |
60 4

-50
-60 4

< < e ~ 1500

1000 Y 1000 1000
2000
3000 3000 T~

Frequency [MHz] 4000\" 0 Time [s] Frequency [MHz] 4000‘“ 0 Time [s]

o 5;00 B0 > 1000
500

Figure 3 Measurement results obtained using fixed-position (left) and random-walk techniques (right) in a moving car [2]

3.3. Multipoint Measurement Technique

Multipoint measurements expand on the fixed-position approach by incorporating multiple
measurement points, offering a broader perspective of the electromagnetic environment. This method

This project has received funding from the European Union’s EU Framework Programme for Research and Innovation
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enhances coverage and adaptability, as it can be adjusted or expanded to accommodate changing EMC
priorities within the hospital.

Yet, managing multiple measurement points can be operationally complex, requiring more extensive
monitoring and data analysis. The multipoint approach can also be resource-intensive in terms of
equipment and manpower.

3.4. Equipment Options

In the realm of EMC measurements, the choice of equipment is equally crucial. Several options are
available, each with its own set of advantages and disadvantages.

3.4.1. Spectrum Analyzer & Real-time Spectrum Analyzer

The superheterodyne receiver, like the EMI receiver and Spectrum Analyzer (SA), is widely used in EMC
testing due to its numerous advantages. By conducting frequency sweeps, it quickly provides
information about the magnitude of individual frequency components across a wide spectrum. This
allows it to scan a predetermined frequency range and display the response immediately, offering
high-resolution independent frequencies. However, when using a narrow resolution bandwidth for
maximum frequency precision and sensitivity, the sweep times can become relatively long, making it
unsuitable for capturing transient effects. Additionally, a SA can employ zero-span analysis to
investigate discrete frequencies over time but at the expense of narrowing down the spectrum to a
single component. An exemplary electromagnetic environment measurement using a spectrum
analyser is given in Figure 4.
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Figure 4 Measurement results taken using spectrum analyser [12]

In contrast, a Real-time Spectrum Analyzer (RTSA) offers additional benefits compared to a traditional
SA. Structurally similar to a SA, it captures and digitizes the down-converted signal in the time domain
and then transforms it into the frequency domain through the fast Fourier transform. This process
covers a broader frequency band than a regular SA. The RTSA boasts a high sampling rate, enabling the
tracking of transient effects akin to an oscilloscope but typically within a dozen-megahertz bandwidth.
It can generate spectrograms and conduct sweeps faster than an SA when analysing a frequency band
wider than its instantaneous bandwidth, making it suitable for estimating the electromagnetic
environment. An example of electromagnetic environment measurement performed under the same
conditions as previous measurements but using real-time spectrum analyser is given in Figure 5.

This project has received funding from the European Union’s EU Framework Programme for Research and Innovation
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Figure 5 Measurement results taken using real-time spectrum analyser [12]

3.4.2. Oscilloscope

An oscilloscope swiftly conducts broadband measurements in the time domain. Its very high sampling
rate allows it to capture rare transient effects with ease and produce precise spectrograms. Due to
direct sampling of the received voltage wave, it also retains phase information. However, dealing with
substantial volumes of directly-sampled data can lead to memory constraints, necessitating triggered
bursts. To represent the measured data as a spectrogram, a Fast Fourier Transform (FFT) is performed
over the extensive frequency range. However, different levels of frequency/time resolution can be
displayed, depending on the size of the FFT window. The narrow-band spectrogram produced by a
wide window, which resolves frequency at the expense of time, reveals individual harmonics. While
providing superior time resolution, a limited analysis window cannot distinguish between adjacent
harmonics. A wide-band spectrogram is the outcome.

Oscilloscopes often feature multiple channels compared to single-channel SAs and RTSAs, allowing
simultaneous measurements at different points in space or polarizations. Nevertheless, their
sensitivity and dynamic range are relatively lower due to the limitations of analog-to-digital converters,
typically 8-bit. Furthermore, oscilloscopes use direct sampling, therefore the upper frequency range is
limited by the analog-to-digital converters according to Nyquist criteria. For this reason, oscilloscopes
typically have a lower bandwidth. An example of electromagnetic environment measurement
performed under the same conditions as previous measurements but using an oscilloscope is given in
Figure 6.
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Figure 6 Measurement results taken using an oscilloscope [12]
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3.4.3. E-Field Probe

E-field probes find common use in EMC for calibration, validation, detection, and control of generated
fields in various test sites. They can also serve to investigate and understand electromagnetic
environments. These devices sample fields in the time domain and provide continuous measurements
of field magnitude. However, since they only sample the envelope, they cannot distinguish individual
spectral components, unlike the previously mentioned methods. Nevertheless, this eliminates
memory issues experienced by oscilloscopes, allowing continuous data storage at a high sampling rate.

Modern E-field probes are constructed based on log-amps, offering a high dynamic range and sampling
rate. They provide three-axis information about orthogonal E-field values and can easily capture
transient effects, similar to oscilloscopes and RTSAs. An example of electromagnetic environment
measurement performed under the same conditions as previous measurements but using a fast,
broadband E-field probe is given in Figure 6.
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Figure 7 Measurement results taken using a fast, broadband E-field probe

3.5. The Time-Domain Approach and E-Field Probes

The most commonly employed technique for assessing complex environments like hospitals is the
frequency-domain approach [13],[14]. Stationary measurements over fixed positions are typically
conducted using a spectrum analyser, and the same equipment is used for the random-walk technique
[11]. However, this approach has its drawbacks. Firstly, a spectrum analyser can sweep across a
frequency band within a certain time frame but cannot instantly cover the entire frequency range.
Additionally, this method requires the user to focus on a specific frequency band, making it unable to
detect intermittent emissions outside of that range. While some spectrum analysers offer expanded
frequency ranges, doing so often sacrifices sweep time, and vice versa. Furthermore, when used at
lower frequencies, spectrum analysers require a separate matched antenna, resulting in increased
bulkiness.

One of the central concepts of this study is to interrogate the necessity of frequency information when
statistically analysing the electric field level in a hospital setting. Practically, if it is observed that the
electric field level remains below a specific threshold across a broad frequency range, it can be inferred
that it also stays below this threshold within narrower frequency ranges. Additionally, given the
dynamic nature of hospital environments, it's crucial to consider the time-dependent variability of the
electric field level. For these reasons, the study opts for time-domain measurements rather than

This project has received funding from the European Union’s EU Framework Programme for Research and Innovation
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frequency-domain assessments. In this context, utilizing broadband and rapid electric field probes is a
logical choice. These probes not only enable nearly continuous time measurements with high sampling
rates but also offer data streaming capabilities for instant data storage.

4. Key Considerations in Risk-Based EMC Management

Within the complex and dynamic environment of a hospital, EMC management is not a one-size-fits-
all endeavour. Several factors and considerations come into play, each with its unique impact on EMC
challenges. In this section, we will dissect some of the critical elements that demand careful attention
when applying a risk-based EMC approach in healthcare settings.

4.1. Line-of-Sight Component in EMI Issues

In healthcare environments, the line-of-sight (LOS) component plays a pivotal role in EMC challenges.
It refers to the direct visual path between a transmitting and receiving antenna or device. EMI incidents
can occur due to this line of sight illumination.

The LOS component is a crucial consideration in medical environment because during EMC tests, the
DUT is tested either completely with LOS illumination or completely with NLOS illumination. Especially
for the reverberation chamber test methods the tests are performed using only NLOS components.
However, the LOS component mostly occurs in intended environment and should carefully be
examined.

4.2. Effect of Reflectivity

The reflective nature of surfaces within hospitals can cause EMI challenges. Highly reflective materials,
such as stainless steel or certain types of flooring, can amplify electromagnetic signals, leading to
unpredictable interference. Not only the far-field signal amplification due to constructive addition of
LOS component and reflected waves, but also the impinging far-field components on conducting
surfaces cause surface currents that exhibit near fields can couple to the cables and circuits in close
vicinity of those conductive surfaces.

Reflectivity in healthcare environments can be a double-edged sword. On one hand, it can enhance
the shielding effectiveness, allowing to attenuate hazardous signals from one environment to the
other. However, it can also create signal reflections that interfere with the original signal, causing
multi-path propagation. This phenomenon can be particularly problematic in wireless communication
systems, as multiple signal paths can result in interference. Risk-based EMC management should
include a comprehensive survey of reflective surfaces and their potential impact. Strategies may
involve altering the environment by using absorptive materials or repositioning EMI sources to
mitigate the disruptive effects of reflectivity.

4.3. Shielded Hospital Rooms

Shielded hospital rooms, often referred to as Faraday cages, provide a controlled electromagnetic
environment by blocking external EMI. These rooms are essential for sensitive medical equipment,
such as MRI machines, but have both advantages and drawbacks.

Shielded hospital rooms are designed to protect sensitive medical equipment from external EMI
sources. They offer a high level of protection, ensuring that critical medical equipment operates
without interference. In procedures like MRI scans, where precise electromagnetic control is essential,
these rooms are indispensable for preserving patient safety. However, due to their reflective property,
they act as resonant cavities. Moreover, the MRI shielded rooms are typically specified only for up-to
the Larmor frequency (The rate at which the proton's magnetic moment precesses around the external
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magnetic field is known as the Larmor or precessional frequency in MRI. The strength of the magnetic
field influences the frequency of precession.) of use and may have lower attenuations outside the MRI
frequencies. As a result, it is possible to create resonant modes and amplified field levels as in
reverberation chambers which is an unwanted case in hospital environment.

4.4. Digital Communications

The digital transformation of healthcare brings the benefits of efficient data management and
communication but introduces its own set of EMI challenges. Digital devices and networks are
susceptible to EMI, potentially leading to data corruption or device malfunctions.

Digital communications represent a significant advancement in healthcare, streamlining processes,
enhancing data accuracy, and improving patient care. Digital devices and networks provide a platform
for seamless data sharing, enabling healthcare professionals to access critical information promptly.
However, this digital ecosystem introduces new EMI vulnerabilities. Devices and networks that rely on
digital communication can be susceptible to interference, potentially leading to data corruption, device
malfunctions, or delays in patient care. Risk-based EMC management strategies are essential to
safeguard data integrity and the reliable operation of digital devices within healthcare environments.

In summary, risk-based EMC management in hospitals demands a holistic understanding of the unique
factors and challenges present in healthcare environments. These factors, whether they be related to
the line-of-sight component, reflectivity, shielded hospital rooms, or digital communications, all play
critical roles in EMC management. Addressing these factors with a risk-based approach ensures the
seamless operation of medical equipment, patient safety, and the efficient delivery of healthcare
services within complex hospital environments.

5. EMI-Risk Management
5.1. EMI-Risk Management Plan 1: Enhancing EMC in Hospital Imaging Facilities

In a hospital setting, particularly in critical areas like imaging facilities, ensuring electromagnetic
compatibility (EMC) is paramount to prevent interference with essential medical equipment such as
MRI and CT scanners. The following plan outlines various strategies to enhance EMC in hospital imaging
facilities.

The foundation of this plan is conducting a thorough assessment of electromagnetic interference (EMI)
risks within the imaging facility. EMC experts will perform a comprehensive risk assessment, including
a spectrum analysis, to identify potential sources and vulnerabilities. This assessment will meticulously
pinpoint EMI sources, such as nearby wireless communication devices, electrical equipment, and even
building infrastructure.

To protect sensitive imaging equipment from external EMI sources, dedicated shielded rooms or
enclosures will be constructed exclusively for these sensitive imaging equipment. These shielded
environments will create controlled electromagnetic conditions, ensuring that the equipment operates
without external interference. The effectiveness of these shielded rooms will be maintained through
proper design, installation, and regular inspections.

Effective management of wireless communication frequencies is crucial to minimize interference with
imaging equipment. Specific frequency bands will be allocated for wireless communication devices
within the hospital. Stringent controls will govern the use of wireless devices near imaging rooms, and
signal repeaters and amplifiers will be deployed to ensure adequate coverage without compromising
EMC.
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Ensuring that hospital staff are well-informed about EMI awareness and prevention is a top priority.
The hospital will develop comprehensive EMI training modules for its staff, emphasizing responsible
wireless device usage in sensitive areas within the imaging facility. Regular training sessions will be
conducted, and resources for ongoing EMI education will be provided to ensure that staff members
are well-prepared to contribute to EMI risk management. This process should include also the
equipment manufacturers since the hospitals are not able to detect and solve all the EMI related
issues.

Real-time detection of potential issues is essential. Thus, continuous monitoring of EMI levels within
the imaging facility will be implemented. EMI monitoring systems equipped with alarms will alert staff
to abnormal EMI levels promptly. This proactive approach enables immediate actions in case of EMI
incidents, minimizing disruption and ensuring patient safety.

A well-defined protocol for managing EMI incidents will be established. This protocol will involve the
creation of an EMI incident response team comprising EMC experts, radiologists, and hospital
administrators. Clear escalation procedures and responsibilities in case of EMI incidents will be
defined. Patient safety measures will be an integral part of the response protocol to ensure that patient
care remains uncompromised during EMI incidents.

5.2. EMI-Risk Management Plan 2: Optimizing Wireless Communication and
EMI Risk Management in Patient Care Areas

Patient care areas, including wards and intensive care units, rely extensively on wireless
communication for monitoring and coordination. This necessitates robust wireless communication
while simultaneously mitigating electromagnetic interference (EMI) risks. To address these critical
concerns, the hospital has devised a comprehensive plan outlined below.

The hospital will prioritize the implementation of a meticulously engineered wireless network
infrastructure, with an emphasis on electromagnetic compatibility (EMC). Expert network engineers
with EMC proficiency will design and configure the wireless network. This design will carefully consider
the optimal placement of access points to minimize interference and ensure seamless coverage in
patient care areas.

To minimize interference, the hospital will establish effective management and allocation of wireless
communication frequencies. Specific frequency bands will be dedicated to medical devices,
communication, and other wireless equipment within the hospital. Thorough frequency management
policies will prevent overlap and interference, ensuring uninterrupted wireless operations.

Comprehensive EMI awareness training programs will be developed for healthcare professionals to
enhance their understanding of EMI risks and contribute to risk management. These programs will
educate staff on potential EMI risks and provide guidelines for responsible wireless device use within
patient care areas.

Clear and well-defined policies and guidelines will govern the use of wireless devices within patient
care areas. These policies will outline responsible usage guidelines for specific wireless devices that
may pose potential EMI risks. Staff and visitors will be informed about these policies, emphasizing the
reasons behind them.

The hospital will deploy EMI monitoring systems within patient care areas to detect abnormal EMI
levels and trigger real-time alerts. These systems will promptly notify IT and medical staff of any
irregular EMI levels. Immediate alerts facilitate swift investigation and action, minimizing disruption
and ensuring the uninterrupted operation of critical medical equipment.
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A comprehensive incident response protocol for managing EMI incidents within patient care areas will
be developed. This protocol will establish an incident response team comprising IT professionals,
healthcare experts, and EMC specialists. Clear response procedures will be defined, encompassing
measures to prioritize patient safety and ensure comprehensive incident documentation. This ensures
the effective management of EMI incidents, with patient safety as the top priority.

These measures collectively aim to strike a balance between delivering quality patient care, optimizing
wireless communication, and ensuring electromagnetic compatibility. The hospital is committed to
implementing these comprehensive EMI risk management plans, addressing specific challenges and
providing actionable steps for risk mitigation and incident management in critical hospital
environments.

6. Conclusion: Navigating EMC Challenges for Safer Healthcare
Environments

In today's healthcare landscape, the integration of advanced medical equipment, wireless
communication, and digital technologies has revolutionized patient care. However, it also brings forth
electromagnetic compatibility (EMC) challenges that need to be addressed for patient safety and
efficient healthcare delivery.

Hospitals are complex environments with a mix of medical technologies and wireless networks, leading
to EMC challenges. These challenges range from electromagnetic interference (EMI) disrupting medical
devices to issues like the line-of-sight factors, and reflectivity, demanding a nuanced approach.

A rigid rule-based EMC approach falls short in healthcare settings due to their dynamic nature. Instead,
a risk-based approach considers the multifaceted EMC challenges unique to each hospital
environment. It recognizes variations based on equipment usage, environmental conditions, and
coexisting wireless systems.

Several factors demand attention in risk-based EMC management, line-of-sight issues, reflectivity, the
role of shielded rooms, and digital communications. Each factor adds complexity, requiring tailored
mitigation strategies.

Two elemental EMC risk management plans were presented. The first enhances EMC in imaging
facilities, focusing on critical equipment protection. The second optimizes wireless communication in
patient care areas, emphasizing comprehensive assessments, staff training, monitoring, and incident
response. Although this report does not provide all necessary details about EMC risk management plan
for complex environments like hospitals, it emphasizes the importance and necessity of a detailed EMC
risk management plan and gives some insight about the main considerations about the risk-based EMC
management plans.

Healthcare must balance technological benefits with patient safety. A risk-based EMC approach,
continually adapting to healthcare changes, is vital. The vision includes ongoing education for
healthcare professionals, EMC expert collaboration, and EMC integration in hospital design and
technology procurement. Care providers and manufacturers must work together in a continuous
learning environment to achieve their goals. This involves significant upfront investments, primarily in
training and retaining skilled subject matter experts, which often surpass what individual organizations
can justify on their own. By prioritizing patient well-being, the healthcare industry can harness
technology's benefits while minimizing electromagnetic interference risks.
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