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1. Introduction

In recent years, ensuring effective electromagnetic (EM) coexistence between devices while
maintaining safety and functionality has become progressively more challenging [1]. This challenge is
especially prominent within complex systems deployed in medical environments. With the increasing
use of advanced electronic technologies in medical devices and systems, including those critical to
patient care, the potential consequences of Electromagnetic Interference (EMI) to human safety and
the environment have grown more evident. Electromagnetic Compatibility (EMC) plays a crucial role
in ensuring the reliability and safe operation of electronic systems. EMC encompasses principles and
practices that enable different electronic devices to coexist harmoniously within a shared
electromagnetic environment. It involves managing the potential interactions and interferences
between electronic devices to prevent malfunctions, disruptions, and safety hazards.

The conventional method for managing and mitigating EMI is known as the ‘rule-based’ approach. This
approach involves identifying relevant standards, implementing appropriate mitigation techniques,
and testing for compliance with those standards. However, this methodology cannot cope with
complex modern systems [2,3]. First, due to their complexity, not all possible states of the system
under study can be tested in any possible timescale. Second, the non-linear nature of these systems
causes the untested system states to not be predictable from the behaviour of the tested states. As a
result, any electronic system can malfunction due to untested combinations of perfectly correct inputs
(i.e., inputs that lie within their specified ranges). Functional Safety risks are associated with situations
in which an electronic system is used in applications where its incorrect functioning could increase
safety risks [4]. EMI is a potential cause of functional safety issues, as it can compromise the correct
operation of systems, potentially leading to unexpected conditions, errors, malfunctions, or faults that
pose risks to people or the environment. As a result, achieving a greater alignment between EMC and
functional safety domains has become a priority over the last few years [5].

As an alternative strategy to the ‘rule-based’ method, the ‘risk-based’ approach focuses on reducing
the inherent EMI risks to the lowest possible level. Several studies [6,7] have shown the importance of
implementing this approach to increase electronic systems' safety, effectiveness, and reliability. The
required confidence level in protecting electrical and electronic systems against EMI can only be
achieved by applying a systematic risk management process in all system lifecycle phases.
Electromagnetic risk management involves identifying potential EMI-related hazards and assessing
their impact on the system. The final aim is to find measures to mitigate or prevent their adverse
effects.

1.1. Traditional hazard-and-risk analysis methodologies for medical devices

Over the last years, many hazard analysis techniques have been developed. These can be divided into
three types, which should be applied together to analyse a system to ensure sufficient ‘failure
coverage’. No single risk analysis technique is considered adequate on its own. A thorough risk analysis
should include at least one ‘deductive’ or ‘top-down’ method (e.g., fault tree), and at least one
‘inductive’ or ‘bottom-up’ method (e.g., failure modes and effects analysis (FMEA)). It should also
include ‘brainstorming’ involving a wide range of people, including field service engineers, potential
operators, etc. Some of the hazard analysis techniques recommended by ISO 14971 [8] are:

1. ‘Brainstorming’ methods, such as DELPHI [9] or SWIFT [10]. These qualitative techniques
involve gathering a group of experts or stakeholders to discuss potential hazards and risks
associated with the system to be analysed.

This project has received funding from the European Union’s EU Framework Programme for Research and Innovation
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2. ‘Inductive’ or ‘bottom-up’ approach, such as FMEA [11] or Event-Tree [12]. This analysis
systematically identifies and evaluates the consequences of an individual fault mode. Components
are analysed one at a time, looking at single-fault conditions.

3. ‘Deductive’ or ‘top-down’ approach, such as Fault Tree Analysis [13] or HAZOP (Hazard and
Operability Analysis) [14]. Starting from an undesired consequence (top event), this analysis aims
at identifying possible causes or fault modes of the next lower functional system level causing that
consequence.

1.2. Limitations of traditional hazard analysis techniques

These traditional hazard analysis techniques are based on a linear chain of events accident model. The
basic approach is to assume that accidents are caused by component failures and that increasing the
reliability of system components will prevent accidents. However, this assumption is no longer valid
for the types of complex sociotechnical systems present in our society, in which emergent properties
(e.g., safety, security) arise from the interactions between system components. Especially when the
complexity increases, such interactions can only be analysed and understood by looking at the system
as a whole instead of the sum of its parts. In 2012, an extended model of accident causation was
proposed by Nancy Leveson [15] to better inform engineering methods for improving safety and risk
management. Using this model, called STAMP (System-Theoretic Accident Model and Processes), the
emphasis is changed from preventing failures to enforcing safety constraints. The conception of
causality is extended to include not only component failures but also component interaction accidents.

1.3. System-Theoretic Process Analysis (STPA)

STPA (System-Theoretic Process Analysis) is a hazard analysis tool built upon STAMP's principles. STPA
is performed in four steps, and its goal is to identify scenarios leading to hazards and define safety
constrains for the system in the design stage. Although just a decade in existence, these methods have
already proven more effective in pinpointing safety hazards within complex systems when compared
to traditional approaches like FTA or FMEA, by comprehensively uncovering the contributing factors
behind a hazard while offering precise direction regarding the control structure leading to that hazard
[16]. Recent studies have applied STPA in the medical domain [17], robotics [18], or autonomous ships
[19].

STPA involves identifying the system’s components, functions, and control structures, analysing the
interactions between components, and evaluating the potential impact of these interactions on the
system’s performance and safety. The goal of STPA is to identify hazards and design measures to
mitigate or eliminate them to ensure the safe and reliable operation of the system. STPA follows a
structured process involving four steps, as shown in Fig. 1. Those are:

1. Define the losses/accidents that must be prevented together with the system-level hazards. A loss
involves something of value to stakeholders. Losses may include loss of human life or human
injury, property damage, loss of mission, or any other loss that is unacceptable to the
stakeholders. The system-level hazards are system states or conditions that will lead to a loss in
some worst-case environment. Hazards must describe states or conditions to be prevented. [16]

2. Model the general control structure to capture the functional relationships and interactions within
the system. These interactions are modelled as a (set of) closed control loop(s), which includes (i)
a controller responsible for initiating the Control Action (CA), (ii) actuators for updating the CA,
(iii) the controlled process, and (iv) sensors responsible for delivering feedback to the controller.

This project has received funding from the European Union’s EU Framework Programme for Research and Innovation
Horizon 2020 under Grant Agreement No. 955.816.
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3. Identify Unsafe Control Actions (UCAs). An Unsafe Control Action is defined as a control action
leading to a hazard in a particular context and worst-case scenario. There are four ways a control
action can be unsafe [20]:

a) Not providing the control action leads to a hazard.

b) Providing the control action leads to a hazard.

c) Providing a potentially safe control action but too early, too late or in the wrong order

d) The control action lasts too long or is stopped too soon (only for continuous control actions)

4. ldentify loss scenarios. A loss scenario describes the causal factors that can lead to the UCAs and

hazards.
STPA
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Figure 1. Overview of the basic STPA Method [20]

Once the scenarios are identified, they can be used to create additional requirements, make design
recommendations and new design decisions (if STPA is used during the initial design), evaluate/revisit
existing design decisions, and identify gaps (when STPA is applied during design iterations), or develop
leading indicators of risk. STPA also includes software and human operators in the analysis, enabling
traceability from requirements to all system artefacts. However, STPA has some limitations, including
[21]:

e Subjectivity. The approach heavily relies on the expertise and experience of the person performing
the analysis, which can introduce biases and inconsistencies. Additionally, it may not consider all
possible scenarios and may overlook some potential hazards.

e Data availability. Lack of data or incomplete information can reduce the effectiveness of the
analysis.

e Time-consuming if applied to very complex systems with many loss scenarios identified.

1.4. STPA as a complementary tool to traditional risk analysis techniques

STPA is a crucial complementary tool to traditional risk analysis techniques like FTA and FMEA. While
FTA and FMEA primarily focus on identifying specific failures and their consequences, STPA takes a
holistic approach by emphasising the understanding of system-level interactions, dependencies, and
control structures. By considering not only component-level failures but also the complex interactions
and human factors involved, STPA offers a more comprehensive view of potential risks. Integrating

This project has received funding from the European Union’s EU Framework Programme for Research and Innovation
Horizon 2020 under Grant Agreement No. 955.816.
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STPA into the risk analysis process enhances the identification of system-level hazards, safety
constraints, and vulnerabilities, providing a more proactive and preventive approach to risk mitigation.
This complementary approach helps organisations develop more robust safety measures and
safeguards, reducing the likelihood of accidents and system failures. As mentioned above, no single
risk analysis technique is considered adequate on its own. Therefore, a thorough risk analysis should
include different techniques that take a different perspective into the system behaviour. However, this
technique has not looked at resilience against EMI with STPA, nor have EMI-related risks been
identified.

2. Proposed methodology

Although EMI does not affect the hazards directly, it can affect their likelihood of occurrence or
severity, which is why EMI must be included when trying to achieve acceptably low-risk levels. This
section proposes a modification of STPA to include EMI-related hazards. This methodology starts by
considering EMI as a contributing factor to UCAs. After identifying loss scenarios (output of STPA), a
directed acyclic graph can be constructed that represents the dependencies between the loss
scenarios, UCAs, hazards and losses (see Fig. 2).

EM Hazard analysis with STPA Traceability Diagram
STPA
ﬂ. Create network nodes \
_ 2. Define connections (edges) Importance Analysis
1. Identify I0§ses, hazards 3. Build traceability diagram
2. Characterize EM

. Find most common UCA

environment . Scenarios that lead to the

.

3. Model control structure - most critical loss
4. Identify UCAs 3. Identify weak parts in the
5. Identify EMI causal design

scenarios

EMI
v sceny

Figure 2. Proposed methodology

2.1. EM-aware hazard analysis based on STPA

The hazard analysis of the system based on STPA includes the following steps:

1. Identify losses/accidents and system-level hazards.

2. Characterise the EM environment. The first step in any EMI risk analysis technique is to identify
the potential EMI sources in the operating environment of the target system, as well as the
propagation of the EM environment towards the system. EMI sources can be characterised by their
possible location, distance to the system, operating frequency, bandwidth, duration of exposure,
and the likelihood of occurrence.

3. Model the system’s control structure.

Identify Unsafe Control Actions.

5. Identify loss scenarios. EMI is included as a causal factor that can lead to the UCAs. EMI can lead
to unsafe control actions in the following cases:

Ea

This project has received funding from the European Union’s EU Framework Programme for Research and Innovation
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= |nput to the controller, actuator, sensor or controlled process is corrupted due to EMI
disrupting the communication path between these modules.

= EMI disrupts the normal functioning of the controller, actuator, sensor or controlled process,
resulting in either misinterpretation of the received input or incorrect execution of the input.

Traditional STPA
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structure Action

/ Proposed methodology \
1. Identify losses, hazards. 2, Characlerize EM 4. Iclentify Unsafe Control 5. Identify EMI loss
( Classify losses by their environment 3. Model control structure Actions scenarios
severity
v
Controller Controller
o Ccmrc\ Process C“"‘m' Pmcess
¥ algcmhm mode\ ﬂlgcmhm mvde\
EMI targat . v
source systam :
Control e
Canducted actons ‘\_ ,«" L ." - :
L] - Actuators [e..,,,.__ won gonsers
[Amm] [ sensers ] [Acma.ws] [ — ] Ej

Y N
l i - R
¥ L
[ Controlled provess J | Controlled prosess ]
CanlruHed process

Figure 3. Proposed methodology
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2.2. Traceability analysis

Applying STPA to analyse a complex system may result in identifying several loss scenarios, each
resulting in one or more UCAs. In some cases, not all these scenarios lead to a significant loss. Hence,
it is necessary to prioritise scenarios that may cause substantial losses [22]. One of the critical elements
of STPA is traceability, which refers to the ability to trace the flow of information and decisions through
a system, from identifying hazards to implementing control measures. The traceability in STPA
includes:

e Link between system-level hazards and losses
e Link between UCAs and hazards
e Link between loss scenarios and UCAs

Therefore, the link between losses, hazards, unsafe control actions and loss scenarios is established.
The next step consists of representing these connections in a direct acyclic graph [23, 24], in which the
nodes are defined by the four categories given by the STPA results (losses, hazards, UCA and loss
scenarios), and the connections between them represent its causal relationship. An additional group
of nodes can be connected to the loss scenarios, representing the EMI causal factors. This generic
graph is shown in Figure 4. Some of the advantages of the traceability property in the context of STPA
are:

e Identifying weak parts in the design: Traceability allows for a comprehensive understanding of how
hazards, loss scenarios, and UCAs are interconnected, enabling the identification of potential
weaknesses in the system’s design.

e Prioritising Loss Scenarios: Tracing the causal relationships makes it easier to prioritise loss
scenarios that could lead to significant or critical losses, ensuring that resources are allocated to
address the most critical losses.

This project has received funding from the European Union’s EU Framework Programme for Research and Innovation
Horizon 2020 under Grant Agreement No. 955.816.
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e Improved Decision-Making: Traceability enhances decision-making by providing a clear and logical
flow of information and decision points within the system, facilitating the implementation of
appropriate control measures.

e Risk Mitigation: Understanding the connections between UCAs, hazards, and loss scenarios
enables more effective risk mitigation strategies, reducing the likelihood of adverse events.

e Holistic System Evaluation: It involves a holistic evaluation of the system, considering not only
individual hazards but also how they relate to losses and UCAs, leading to a more complete view
of potential risks.

Figure 4. Traceability diagram based on STPA results.

The following sections apply the proposed methodology to two medical use cases. These are the X-ray
dose control loop of an X-ray system (use case |) and insulin infusion pump (use case Il).

3. Use case |: X-ray dose control loop within an X-ray scanner

Radiology is a part of medical and diagnostic science that uses radiation technology to diagnose and
treat diseases. Medical imaging is a type of imaging technology used by radiologists to visualise the
body’s internal structures (e.g., organs and tissues) for clinical analysis and medical intervention [25].
Medical imaging technologies commonly include X-rays, Ultrasounds, Computed Tomography (CT)
Scans, or Magnetic Resonance Imaging (MRI). Within the technologies that use X-rays, different exams
can be carried out depending on their purpose [26]:

a) Fluoroscopy: A continuous X-ray image is displayed on a monitor for real-time monitoring of the
procedure.

b) Radiography: A single X-ray image of the body’s internal structure is recorded for later evaluation.

c) CT Scans: Many X-ray images are recorded while the detector moves around the patient’s body. A
computer reconstructs all the individual images into cross-sectional images of internal organs and
tissues. The patient's radiation dose varies depending on the individual procedure but is generally
higher than the one received during fluoroscopy and radiography because the CT image is
reconstructed from many individual X-ray projections.

These technologies use ionising radiation to generate body images. lonising radiation is a form of
radiation with enough energy to cause DNA damage potentially. The most adverse health effects of

This project has received funding from the European Union’s EU Framework Programme for Research and Innovation
Horizon 2020 under Grant Agreement No. 955.816.
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exposure to ionising radiation include harmful tissue reactions, cancer, and heritable disease. These
procedures operate on a common principle: an X-ray beam is passed through the body, where the
internal structures either absorb or scattered a portion of the X-rays. The remaining X-ray pattern is
transmitted to a detector for further processing by a computer. Due to different absorption rates of X-
rays by the body’s internal structures, different body tissues can be distinguished on X-ray images.
Tissues with high X-ray absorption, e.g., bones, become visible as bright structures in X-ray projection
images. Different exams can be carried out depending on their purpose [26]:

Figure 5 provides a schematic representation of a typical X-ray system. The X-ray generator provides
the necessary electrical power to the X-ray tube, which emits a controlled X-ray beam directed towards
the area of the patient to be examined. The collimator is a device consisting of a set of sliding plates
that defines the shape and limits the size of the X-ray beam. By reducing the area of the X-ray beam,
the amount of scattered radiation that reaches the image receptor is decreased. The X-ray detector
captures the X-rays that pass through the patient’s body and converts the X-ray energy into visible
images, which are then displayed on the monitors.

Start values (initial
radiographic factors) Patient

Tube set | [ Monitors

oints i

X-ray P X-ray Collimator Flat detector Image signal -
subsystem m

generator tube
— 1

Dose control
signal

Measured
dose rate

Dose rate control
unit

I

Reguested dose

Fig. 5. X-ray system and dose control loop overview

The X-ray dose control loop, often referred to as Automatic Exposure Control (AEC) system, ensures
that the appropriate amount of X-ray radiation is administered to the patient while optimising image
quality. The X-ray dose control loop operates in the following manner (see Fig. 5) [27]:

1. Initial parameters. The operator selects the type of examination and enters the relevant patient
data (e.g., size and thickness). These parameters set the baseline for the radiographic factors: tube
voltage (kVp) and current (mA).

2. Exposure and feedback loop. When the operator presses a release button, the exposure starts as
expected with the preset tube voltage and current settings. Within the first 1 or 2 ms of exposure,
the system measures the dose rate and estimates the expected length of exposure. The detector
output is measured after each image frame using digital image pixel values. The user application
has a requested detector output that determines the average pixel intensity of the image.

3. Image quality. After each image frame, the dose rate control mechanism calculates the difference
between the measured and the requested detector output. The next X-ray pulse updates the
voltage, current, and duration of the peak tube voltage. This process is repeated after each frame
throughout the run until the requested detector output is achieved.

This project has received funding from the European Union’s EU Framework Programme for Research and Innovation
Horizon 2020 under Grant Agreement No. 955.816.
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4. Final Image: After the exposure parameters are optimised, the final image is captured, ensuring it
is both diagnostically valuable and minimises unnecessary radiation to the patient.

[Public]

3.1. EMl-aware hazard analysis based on STPA

This section applies the proposed methodology to the X-ray dose control loop of a generic X-ray
system. The starting point of the analysis is the definition of goals that the system is designed to
achieve. There are two main goals within the X-ray system:

G1. Provide radiation treatment for the patient.
G2. Expose patient to minimal radiation needed for the intended treatment.

Step 1. Define the purpose of the analysis. The relevant losses are identified in Table I. These losses
are common to any medical imaging procedure involving radiation.

Table I. Loss/Accident outcome list

[Loss] Description

[L-1] Patient injury or death

[L-2] Non-patient injured

[L-3] Ineffective diagnosis/intended treatment
[L-4] Equipment damage

Next, the system-level hazards that could lead to system losses are identified and linked to the losses
in Table II.

Table Il. System-level hazards

[Hazard] Description Link to loss
[H-1] Functionality required for diagnostic [L-3] Ineffective diagnosis/intended
imaging or to perform the intended treatment
treatment is not available
[H-2] Incorrect image content or [L-1] Patient injury or death
|n'su‘ff|C|ent image quality during [L-3] Ineffective diagnosis/intended
clinical procedure
treatment
[H-3] Patient receives more dose than [L-1] Patient injury or death
clinically desirable (dose exceeds [L-3] Diagnosis/intended treatment
2mGy) ;
not possible
[H-4] Patient receives less dose than [L-3] Diagnosis/intended treatment
clinically desirable not possible
[H-5] Non-patient is unnecessarily exposed | [L-2] Non-patient injured
to radiation
& *'* This project has received funding from the European Union’s EU Framework Programme for Research and Innovation

et Horizon 2020 under Grant Agreement No. 955.816.
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Step 2. Characterise EM environment. This step involves identifying potential EMI sources present in
the operating environment of the X-ray system. The common sources of EMI in the operating
environment of an X-ray scanner can be classified as intended or unintended radiators. Intended
radiators are devices designed to emit radio waves intentionally during their normal operation. On the
other hand, unintended radiators refer to devices that unintentionally generate radio frequency
electrical energy even though they are not intentionally designed to do so. These devices have the
potential to interfere with other electronic devices. Some of the considered EMI sources that might be
present within close proximity of the X-ray scanner are listed below.

I Intended radiators:
a. Cellular telephones and base stations for mobile communication
Two-way pagers used by hospital staff
Electrosurgical devices (e.g., High-Frequency surgical devices and surgical drills)
Wireless medical devices (e.g., patient monitoring equipment and laptops)
Bluetooth devices integrated into mobile smartphones and headsets
Patient carried (implanted) devices
Radio Frequency ldentification (RFID) tags and readers

S

Il. Unintended radiators:

a. Imaging systems, such as other X-ray, CT, or MRl scanners

b. Patient monitors. These monitors may be wired or use Wi-Fi

c. Defibrillators. These devices can be placed at the patient’s bedside in case of
cardiac arrest and may also have Wi-Fi communication with a base station

d. Uninterruptible power supplies. Critical equipment is often protected against
mains power failures. It is known that these devices have less strict EMC
requirements compared to those applied to medical devices

e. Impulse noise might compromise the functioning of wireless devices integrated
into the medical system. Impulse noise is typically generated by high voltage or
high current switching. The unintended radiators that can generate impulse noise
include elevator motors, fire alarm systems, or high-voltage relays

When applying any risk analysis methods, they should consider the possible effects of the EM
environment to which the medical equipment or system could reasonably foreseeably be exposed over
its expected service life. While the collateral standard IET 2008 [28] specifies a set of tests for immunity
to EMD, the risk analysis should consider additional electromagnetic phenomena, tests, and standards
that might apply to the basic safety and essential performance of the equipment/system. The
examples of additional phenomena considered by [8] are shown in Table lIl.

Table Ill. EM Phenomena events
ID EM Phenomenon

EME1 Conducted low frequency (< 9kHz) phenomena on
power ports being:

a. Harmonics, Interharmonics

b. Signalling voltages

c. Voltage fluctuations

d. Voltage dips and interruptions

e. Voltage unbalance

f. Power frequency variations

This project has received funding from the European Union’s EU Framework Programme for Research and Innovation
Horizon 2020 under Grant Agreement No. 955.816.
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g. Induced low frequency voltages
h. DCin AC networks

EME2

Radiated low frequency (< 9kHz) field phenomena
being:

a. Magnetic fields

b. Electric fields

EME3

Conducted high frequency (> 9kHz) phenomena
being:
a. Directly coupled or induced continuous
voltages or currents
b. Unidirectional transients
c. Oscillatory transients

EME4

Radiated high frequency (> 9kHz) phenomena being:
a. Magnetic fields
b. Electric fields
c. EM fields (continuous/transients)

EMES

Electrostatic Discharge Phenomena (ESD): Human and
machine

EME6

Intentional EMI:
a. Continuous or transient
b. Single or repetitive (bursts)

Page 14

Step 3. Model the control structure. During this step, the system is modelled through feedback and
control loops. The control structure shown in Figure 6 is a simplified X-ray dose control process
model. An explanation of the controllers involved is given in Table IV.

This project has received funding from the European Union’s EU Framework Programme for Research and Innovation
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Figure 6. Simplified control structure of X-ray dose control loop

Table IV. Control structure explanation

Controller Controlled process Control action [CA]
Operator X-ray system PC [CA-1] Select patient study (default X-
ray settings, patient orientation, patient
Control room
data)
X-ray system PC Control PC [CA-2] Requested dose

This project has received funding from the European Union’s EU Framework Programme for Research and Innovation
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Control room

Control PC

Technical room

X-ray generator

[CA-3] X-ray dose

Technical room

X-ray generator Patient [CA-4] Delivered X-ray dose
Exam room

Detector Control PC [CA-5] Measured X-ray dose
Exam room

Control PC X-ray system PC [CA-6] X-ray image

Step 4. Identify Unsafe Control Actions (UCAs). Some of the identified UCAs from the control structure
are listed on Table V, as well as the hazards linked to them.

Table V. Identified Unsafe Control Actions

Control responsibility

Unsafe Control Action

Link to Hazard

[CA-1] Select patient
study (default X-ray
settings, patient
orientation, patient
data)

[UCA-1.1] Technician selects incorrect
patient study, leading to the wrong X-ray
settings

[UCA-1.2] Technician enters incorrect
patient data or orientation, resulting in
inaccurate initial radiographic factors

[UCA-1.3] Failure to follow safety
procedures or confirm patient information,
which could lead to incorrect initial settings

[H-1] Functionality required for
diagnostic imaging or to
perform the intended
treatment is not available

[CA-2] Optimal
requested dose is
calculated based on
patient data and
transmitted to the
Control PC

[UCA-2] Requested dose is calculated based
on the incorrect patient type/patient data.

[H-1] Functionality required for
diagnostic imaging or to
perform the intended
treatment is not available

[H-2] Incorrect image content or
insufficient image quality

[CA-3] Optimal dose is
transmitted from the
control PC to the X-
ray generator

[UCA-3.1] X-ray dose is not transmitted
from the control PC to the X-ray generator

[UCA-3.2] X-ray dose is not optimal

[H-1] Functionality required for
diagnostic imaging or to
perform the intended
treatment is not available

This project has received funding from the European Union’s EU Framework Programme for Research and Innovation
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[H-3] Patient receives more
dose than clinically desirable

[H-4] Patient receives less dose
than clinically desirable

[CA-4] Delivered X-ray | [UCA-4] Inaccurate dose delivery [H-3] Patient receives more
dose to patient dose than clinically desirable

than clinically desirable

[H-4] Patient receives less dose

[CA-5] Measured X- [UCA-5.1] Measured dose is higher than [H-1] Functionality required for

ray dose from the actual dose diagnostic imaging or to

detector perform the intended
[UCA-5.2] Measured dose is lower than treatment is not available
actual dose

[H-3] Patient receives more
[UCA-5.3] No measured dose dose than clinically desirable

[H-4] Patient receives less dose
than clinically desirable

[CA-6] Final X-ray [UCA-6] X-ray image received by the [H-1] Functionality required for
image is sent to the X- | technician does not meet the needed diagnostic imaging or to

ray system PC for the | quality requirements to perform the perform the intended
technician’s intended diagnosis treatment is not available
visualisation

insufficient image quality

[H-2] Incorrect image content or

Step 5. Identify EMI Loss scenarios. The loss scenarios are the conditions in which the UCAs can occur.
Below are listed some of the identified loss scenarios related to EMI and the potential sources that
might cause them. Additionally, a scenario that does not involve EMI has been included (loss scenario
1 for UCA-2).

UCA-2: Requested dose is calculated based on the incorrect patient type/patient data.

Loss scenario 1 for UCA-2: The technician selects the patient type and enters patient data into the Ul
application on the X-ray system PC. However, either due to inattention or a data entry error,
mistakenly selects the wrong patient type or enters incorrect patient data. If this error is not noticed,
the X-ray system’s controller processes the incorrect patient type or data, leading to the erroneous
calculation of the initial radiographic factors (i.e., the requested X-ray dose). As a result, the calculated
radiographic factors do not match the patient’s actual requirements, leading to an inaccurate
estimation of the radiation dose needed for the examination. This scenario might lead to an
over/under radiation dose [H-3], [H-4].

EMI scenario 2 for UCA-2: EMI generated by nearby cellular telephones used by hospital staff and base
stations disrupts the normal functioning of the X-ray system controller, causing it to misinterpret input
radiographic factors. The controller incorrectly processes the radiographic factors, leading to the
calculation of an inaccurate requested detector output. If the requested detector output does not
match the actual requirements for the imaging, this results in unintended radiation exposure [H-3] or

This project has received funding from the European Union’s EU Framework Programme for Research and Innovation
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suboptimal image quality [H-2], potentially compromising patient safety and diagnostic accuracy [H-
1].

UCA-3.1: X-ray dose is not transmitted from the control PC to the X-ray generator.

EMI scenario 1 for UCA-3.1: EMI disrupts the normal function of the detector, thus leading to
unavailability to perform the intended treatment due to incorrect image content [H-2].
Communication devices used by medical staff within the examination room, such as wireless
communication devices or smartphones, may generate EMI that interferes with the detector.
Communication cables, including data cables and power cables, which are not properly shielded and
grounded can introduce EMI into the environment and impact its operation.

EMI scenario 2 for UCA-3.1: EMI disrupts the normal function of the dose rate control mechanism in
the control PC. For instance, EMI generated by electrical power distribution systems or other medical
equipment in the exam room might interfere with the dose rate control mechanism. The dose rate
control compares the measured detector output with the requested output and adjusts the
radiographic factors in real-time accordingly. Under the influence of EMI, the dose rate control
mechanism may calculate incorrect values for radiographic factors to achieve the desired detector
output. As a result, the X-ray generator may not be able to deliver the appropriate radiation dose for
the intended diagnostic quality [H-1] or patient safety [H-3].

UCA-3.2: Calculated X-ray dose is not optimal.

EMI scenario 1 for UCA-3.2: The dose rate control mechanism updates the radiographic factors based
on incorrect feedback from the detector (measured dose). This can be due to the corruption of the
communication between the detector and the control PC by EMI. As a result, the control PC
misinterprets the detector output, leading to inaccurate updates of the radiographic factors. This can
lead to unintended radiation exposure, incorrect image content or insufficient image quality [H-3].

EMI scenario 2 for UCA-3.2: The dose rate control mechanism receives correct feedback from the
detector but interprets it incorrectly. EMI might disrupt the normal function of the dose rate control
mechanism in the control PC, leading to the misinterpretation of the received feedback. As a result,
the X-ray generator may not be able to deliver the appropriate radiation dose for the intended
diagnostic quality [H-1] or patient safety [H-3].

UCA-4: Inaccurate dose delivery.

EMI scenario 1 for UCA-4: EMI generated by nearby wireless medical devices, such as patient
monitoring equipment or wireless communication devices used by healthcare staff, may disrupt the
communication path between the Control PC and the X-ray generator, leading to data corruption and
misinterpretation. This interference leads to data corruption and misinterpretation, resulting in the
incorrect delivery of the X-ray dose to the patient [H-3], [H-4].

UCA-6: X-ray image received by the technician does not meet the quality requirements to perform the
intended diagnosis.

EMI scenario 1 for UCA-6: The X-ray system employs data cables and connectors to transmit image
data from the detectors to the processing units and display systems. Patient monitoring devices used
in the examination room, such as ECG machines, pulse oximeters, or patient monitoring panels near
the X-ray system’s data cables and connectors, might interfere with the data transfer process. The EMI
causes signal degradation or data corruption during the image data transfer process, which leads to
the appearance of artefacts or distortion.

EMI scenario 2 for UCA-6: EMI-induced display interference. The monitors used by the technician for
image visualisation are exposed to EMI from external sources (radio transmitters, fluorescent lighting

This project has received funding from the European Union’s EU Framework Programme for Research and Innovation
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or nearby electronic devices, resulting in flickering or image distortion. When visualised on these
affected displays, the X-ray image does not meet the quality requirements for an accurate diagnosis,
leading to misdiagnosis [H-1].

Once these scenarios are identified, they can be used to create safety requirements or mitigation
techniques to avoid or minimise their occurrence. For example, some of the safety requirements for
the identified scenarios are listed below.

e Physically separate the X-ray system and its control room from areas with a high density of cellular
telephones use or proximity to base stations to reduce the risk of interference.

e |Implement redundant control and safety systems within the X-ray system to ensure that there is a
fail-safe mechanism in place in the event of EMI-induced control system disruption.

e Provide training to healthcare staff on the potential EMI risks and the importance of adhering to
safety procedures to minimise interference risks.

e Ensure compliance with relevant regulations and standards related to EMI mitigation in medical
devices, such as IEC 60601-1-2 for electromagnetic compatibility.

e Ensure that patient monitoring devices, such as ECG machines, pulse oximeters, and patient
monitoring panels, are positioned sufficiently from the X-ray system’s data cables and connectors
to reduce the risk of EMI interference.

e Employ shielded data cables and connectors for image data transfer to minimise the impact of
external EMI sources. Ensure that these cables are properly grounded to prevent EMI-induced
signal degradation.

e Use redundancy in data transfer systems and implement error correction mechanisms to recover
from data corruption caused by EMI. This can involve redundant data paths and error-checking
protocols.

e Choose patient monitoring devices that are designed and tested for compatibility with X-ray
systems and that have minimal EMI emissions.

The results of the STPA analysis can be represented in a directed acyclic graph, as illustrated in Figure
7. The categorisation of nodes within the graph is based on the four categories derived from the STPA
results.

This project has received funding from the European Union’s EU Framework Programme for Research and Innovation
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Figure 7. STPA Traceability results

Where:

Sc2: Cellular phones used by hospital staff and nearby base stations emit EMI, which interferes with
the X-ray system controller, leading to misinterpretation of radiographic input factors and disrupting
its normal operation.

Sc3: The dose rate control mechanism updates radiographic factors using erroneous detector
feedback, caused by EMI-induced communication disruptions between the detector and the control
PC.

Sc4: EMI disruptions affect the dose rate control mechanism in the control PC, causing the
misinterpretation of received feedback.

Sc6: EMI disrupts the detector’s normal operation and cannot provide accurate images for the
intended treatment.

For example, we can perform the traceability analysis for the UCA 3.2: Calculated X-ray dose by the
Control PCis not optimal. When EMI corrupts the output from the detector, it fails to provide accurate
feedback on the measured X-ray dose (Sc3). Consequently, this inaccuracy affects the calculation of
the required X-ray dose for the patient (UCA 4: Inaccurate dose delivery). If this error is not noticed,
the patient might receive more X-ray dose than clinically desirable, [H-3], or less dose, [H-2], which can
lead to a misdiagnosis [L-3]. Additionally, the disruption of the dose rate control mechanism in the
control PC (Sc4) can also lead to this UCA, causing the misinterpretation of the received feedback and
thus leading to the unavailability of performing the intended treatment.
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4. Use case ll: Insulin infusion pump

An insulin infusion pump is a medical device that delivers insulin to people with diabetes. It is typically
attached to the body and uses a small tube to deliver insulin subcutaneously. The pump is programmed
to deliver insulin continuously throughout the day and extra insulin to cover meals or correct high
blood sugar levels. Traditional insulin pumps are battery-powered and contain an insulin reservoir, a
pumping mechanism, and buttons or touch screens to program insulin delivery (see Fig. 8).

i 12:31 pM

October 1, 2016

—
@ BoLUS

ﬁ} OPTIONS

INSULIN oN BOARD (loB)
Units i
11U Time Remaining 1:09 hrs

Figure 8. Insulin infusion pump [30]

The failure or malfunction of the pump can have serious consequences, including hypo- or
hyperglycemia, which can be life-threatening for the patient if the failure is not detected and corrected
on time.

Several reports about medical problems are attributed to using a mobile phone near an infusion pump
[31, 32]. The following malfunctions in infusion pumps were reported at [33]:

e Infusion pump with over-infusion, with the rate changing during the patient’s infusion. The
patient’s cell phone rang, and the nurse at the bedside noticed that the rate of Pitocin was
displayed at 120 ml/hr rather than the prescribed rate of 20 ml/hr. The change was noticed in less
than one minute, and the patient was not harmed.

e Pump stopped infusing during patient use. The pump was infusing heparin, at which time the
patient’s family member used a cell phone close to the pump. The pump then stopped infusing.
There was no patient injury or medical intervention.

e An electrostatic discharge damaged a patient-coupled infusion pump, but thankfully the alarm
system was not affected, and a nurse was alerted.

e Infusion pump caused interference with patient monitors.

e Aninfusion pump changed the rate when a cellular phone was placed on the instrument stand.

e Infusion pumps prone to alarms and error messages and even reversal in pump direction when
phones were less than 1 m away.

e Interference of RFID readers and tags with infusion pump was observed at five different frequency
bands at a maximum distance of 136 cm.
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4.1. EMI hazard analysis based on STPA

Step 1. Identify losses/accidents. The first step is to identify the losses on which the analysis will be
focused, as well as the system-level hazards. The losses are ranked based on their severity, according
to standard ISO/TR 24971:2020 [29] (see Table VI). Tables VII and VIl show the losses and hazards of
the presented use case.

Table VI. Severity classification

Severity Effect on patient

Critical Death, injury with a risk of death or permanent
disability

Moderate Reversible injury without risk of death

Negligible Absence of injury

Table VIlI. Loss/accident outcome list

[Loss] Effect on patient Severity
Hypoglycemia Blood glucose Moderate
[L-1] between 70 and 54
mg/dL
Clinically significant | Blood glucose below Moderate
hypoglycemia 54 mg/dL
[L-2]
Severe hypoglycemia | Mental confusion, Critical
[L-3] convulsions. The
patient needs external
help
Hyperglycemia Blood glucose Moderate
[L-4] between 180 and 250
mg/dL
Clinically significant | Blood glucose above Moderate
hyperglycemia 250 mg/dL. Requires
[L-5] immediate action
Severe hyperglycemia | Blood glucose above Critical
[L-6] 250 mg/dL. May
induce coma and even
death
Loss of insulin Insulin infusion Critical
infusion interruption results in
[L-7] hyperglycemia

This project has received funding from the European Union’s EU Framework Programme for Research and Innovation
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Table VIlI. System-level hazards
[Hazard] Link to loss
Over infusion rate of insulin [L-1], [L-2], [L-3]
[H-1]
Under infusion rate of insulin [L-1], [L-2], [L-3]
[H-2]
Reversal in pump direction [L-7]
[H-3]
Infusion interruption [L-7]
[H-4]

Step 2. Characterise the EM environment. The next step in the proposed methodology is to
characterise the EM environment. To identify the potential EMI sources, the first step is to characterise
the intended environment of the device. In the presented use case, some insulin infusion pumps are
designed for stationary use at patient’s bedside, while others are designed to be portable or wearable.
In the case of stationary use at patient’s bedside, the following potential EMI sources can be
considered (non-exhaustive list):

RFID tags and readers.

Bluetooth or Wi-Fi applications which are integrated in smartphones and headsets for audio
communication. Medical staff or the patient’s family members may use those in the patient room.
Base stations. Base stations for mobile communications can be near the hospital room.

Implanted devices/defibrillators. Defibrillators can be placed at the patient’s bedside in case of
cardiac arrest and may also have Wi-Fi communication with a base station or access point.
Patient monitoring devices. Such as blood pressure monitors can transmit patient information
wirelessly to their healthcare provider or other monitoring systems.

Regarding the EMI not coming from medical devices, a typical situation is using a mobile phone (e.g.,
GSM or UMTS) inside medical facilities. Some of the reported cases of EMI due to mobile phones were
listed in the introduction of this section.

Step 3. Model the control structure. The generic control structure of the considered insulin infusion
pump is shown in Fig. 9.
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Figure 9. Control structure of insulin infusion pump, based on [33]

First, the user provides his/her glucose level using the control keys on the user interface, which
calculates the insulin dosage needed. For bedside devices, the user interface is operated by a nurse
and not directly by the patient. In the case of portable pumps, the user is the patient. Most pumps
come with a built-in insulin dose calculator to assist the user in determining the amount of insulin
needed based on his/her glucose levels. Then, the microcontroller commands the stepper motor
(through the motor driver) to deliver insulin as programmed. The motor driver receives two signals
from the microcontroller: a pulse train to specify the number of steps per second (specifying the speed
of the stepper motor) and the direction in which the stepper motor rotates (clockwise or
counterclockwise). With each pulse, the motor moves one step in the specified direction. The

mechanical transmission transforms the stepper motor’s rotation into linear movement of the syringe
plunger. The syringe performs the interface for insulin delivery into the patient’s subcutaneous tissue.
Last, the blood glucose sensor measures the blood glucose of the patient and gives feedback to the
microcontroller, which changes the speed of the stepper motor accordingly to deliver more/less
insulin. The pulse train and the stepper motor’s direction, which control the flow of insulin delivered
to the patient, are the most critical actuator signals in the system. Any disturbance that affects their
normal operation might pose a risk to the user’s health.

Step 4. Identify Unsafe Control Actions. Some of the identified unsafe control actions from the control
structure are listed below.

Table IX. Control responsibilities and identified Unsafe Control Action

Control responsibility | Unsafe Control Action Link to Hazard

User interface | UCA-1.1: The insulin dose is calculated | H-1: Over infusion
calculates the insulin | based on inaccurate glucose input | H-2: Under infusion
dose needed based on | from the user or the microcontroller.
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the patient’s blood | UCA-1.2: The insulin dose needed is
glucose incorrectly calculated

UCA-1.3: The insulin dose is correctly
calculated but there is a problem in
transmitting the dosage information to
the microcontroller. H-1: Over infusion

H-2: Under infusion

H-4: Infusion interruption

Blood glucose sensor | UCA-2.1: Blood glucose sensor | H-1: Over infusion
measures the patient’s | provides incorrect readings H-2: Under infusion
blood glucose and
gives feedback to | UCA-2.2: Readings are correct but
microcontroller communication to the microcontroller | H-1: Over infusion

fails H-2: Under infusion

H-4: Infusion interruption
UCA-2.3: Feedback is delayed or not
correctly updated. H-1: Over infusion

H-2: Under infusion

H-4: Infusion interruption

Pulse train and | UCA-3.1: Pulse train and direction | H-1: Over infusion

direction signal is | signal are lost during transmission H-2: Under infusion
transmitted from the H-4: Infusion interruption
microcontroller to the

stepper motor driver UCA-3.2: Direction signal is inverted, | H-3:  Reversal in pump

causing the stepper motor to move in | direction
the opposite direction than intended

UCA-3.3: Both signals experience a
delay, causing a lag in the stepper
motor’s response H-1: Over infusion
H-2: Under infusion
UCA-3.4: Change in frequency of pulse
train

H-1: Over infusion
H-2: Under infusion

Step 5. Identify loss scenarios. Table 5 presents the results of the STPA. The loss scenarios are the
conditions in which the UCA can occur, and the EMI causal factors are prerequisites for the occurrence
of the scenarios.
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Unsafe Control Action

Loss scenario

EMI Causal factor

UCA-1.1: The insulin dose is
calculated based on incorrect
glucose input.

EMI disrupts the
communication between the
microcontroller and the user
interface, leading to incorrect
readings received by the user
interface.

Mobile phones working within
proximity to the user interface
while the user interface receives
the insulin dose.

UCA-1.2: The insulin dose is
incorrectly calculated

The user interface
experiences temporary
glitches. The interface briefly
displays incorrect readings
from the patient’s glucose
level input, and this
corrupted data is used in the
insulin dosage calculation

Mobile phones working within
proximity to the user interface at
the same time that the insulin dose
is being calculated

Wireless communication devices
such as pagers used by hospital staff

Nearby medical equipment (patient
monitors, defibrillators, etc)

UCA-2.1: Blood glucose
sensor provides incorrect
readings

The patient’s bed is located
close to a nursing station
where  several wireless
communication devices, such
as mobile phones, tablets,
and pagers, are frequently
used by healthcare
personnel.

The patient’s bed is within
range of these devices, and
the electromagnetic
radiation emitted by the
wireless devices causes EMI.

Mobile phones working within
proximity to the sensor

EMD generated from the Wi-Fi
access points in the hospital room.

UCA-3.2: Direction signal is
inverted, causing the stepper

motor to move in the
opposite  direction than
intended

The patient’s hospital room
has various electrical devices,

such as electronic beds,
patient monitors, and IV
pumps. As the patient

receives care, the electronic
devices in the room are in

use, emitting
electromagnetic radiation as
they operate. These

disturbances interfere with
the microcontroller that is
transmitting the direction
signal to the stepper motor
driver.

Medical equipment operating at
the same frequency as the
microcontroller

This project has received funding from the European Union’s EU Framework Programme for Research and Innovation
Horizon 2020 under Grant Agreement No. 955.816.



WP1 D1.2. version FINAL
public TERNITY ereRNITY

VWWWWWWWWY Page 27

Once the STPA is finished, the analysis can be used to create a directed acyclic graph to represent these
results, as shown in Fig. 10, in which each group of nodes is defined by the four categories given by the
STPA results.

Figure 10. STPA traceability results

As an example, we can perform the traceability analysis for the UCA 2.1: Blood glucose sensor provides
incorrect readings. When the blood glucose sensor is disturbed, it fails to provide accurate feedback
on the patient’s blood glucose levels. Consequently, this inaccuracy affects the calculation of the
required insulin dose for the patient (UCA-1.2: The insulin dose is incorrectly calculated). If this error
is not detected or notified by the alarm system (for example, SC3: EMI from mobile phone cause alarm
failure), the insulin dose that the controller receives might cause an increase in its speed. This, in turn,
could lead to over-infusion of insulin or result in oscillatory behaviour (Hazard 1: Over infusion). These
results were presented in [34].

Based on these traceability results, the following analysis can be done:

= Importance analysis to identify the most critical components/functions. The significance of each
node can be determined by calculating the in-degree centrality (number of connections from
lower-level nodes). This metric reflects the node’s contribution to the overall network. For
instance, we can calculate the in-degree centrality of each UCA node in the following manner:

Din(ucayn)

Cin(ucay) = N—1

7’

where N is the total number of Loss scenarios, and D;,, (uca,,) is the number of incoming edges to
the node uca,, from the Loss scenarios nodes.

Fig. 11 shows the results of the normalised degree centrality for the UCA nodes.
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Figure 11. Normalised Degree Centrality for the UCA nodes

Based on these results, we can conclude that the UCA with the most influence on the network is
UCA-3.1: Pulse train and direction signal are lost during transmission. Therefore, we could
determine that one of the most critical parts of the system is the transmission of the pulse train
and direction signal to the microcontroller. These signals determine the insulin dose that is
delivered to the patient. When the pulse train is affected by the EMD, the sensor will detect this,
potentially resulting in a high dose that can lead to overdoses, underdoses, oscillations, or even
unstable behaviour. Additionally, any problem in the dose transmission might lead to the incorrect
calculation of the dose needed, or the infusion stop. If these errors are not noticed (either by the
alarm system or by the patient/nurse), they might pose a health risk to the patient.

= Select the most critical loss and the linked UCAs. For example, consider the loss “severe
hypoglycemia’ (Loss 2 in Fig. 12). Starting from this loss, we can trace back to the Hazard linked
to it (Hazard 1: over-infusion rate of insulin) and the UCAs and causal factor that might lead to this
loss.

Figure 12. Traceability analysis based on the STPA results
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Once this traceability analysis is performed, the critical UCAs identified can be used to create safety
requirements or mitigation techniques to avoid or minimise their occurrence. Some of them are:

e Alarms should be provided to identify over- and under-infusion, failure on the stepper motor, or a
mechanical transmission failure. Additionally, the blood glucose sensor should provide updated
values every few seconds, by continuously monitoring the quality of the transmitted feedback
signal, and if deviations from the expected parameters are detected, trigger appropriate corrective
actions.

e Stepper motor should not provide a speed that leads to an inverse insulin flow and the alarm
should notify when there is a change in the direction of the pump.

e Ensure that the pulse train and direction signal transmission from the microcontroller to the
stepper motor driver is robust, reliable, and minimally affected by external factors to prevent
signal loss or delay. For example, implement redundant signal transmission pathways to ensure
that even if one pathway experiences signal loss or delay, the backup pathway can provide
uninterrupted signal transmission.

e Integrate error-detection and error-correction mechanisms into the signal transmission process to
identify and rectify any errors that may occur during transmission.

e Define safe states for the stepper motor and insulin delivery system in case of signal loss, signal
delay, or any unexpected interruption. Ensure the system transitions to these safe states to
prevent unsafe motor movements.

e Ensure that the user interface provides clear indications of any signal loss or delay and guides the
user on appropriate actions to take in case of such occurrences.

5. Conclusion

The evolving landscape of complex electronic systems, particularly in sensitive medical environments,
has posed new challenges related to EMC and functional safety. As advanced electronic technology
becomes more integrated into medical devices, the potential consequences of EMI on both human
safety and the environment have become increasingly evident. The commonly used ‘rule-based’
approach to tackle EMC issues has struggled to address these challenges effectively. Hence, a shift
towards a ‘risk-based’ approach aims to minimise the inherent EMI risks.

The traditional hazard-and-risk analysis techniques rely on the chain of events accident model, which
is insufficient to analyse the complexity of modern systems. Therefore, STAMP/STPA was proposed as
an alternative to traditional methods to capture the complex interactions between the system’s
components. However, this technique has not been applied to EMI-related hazards.

This document introduces a methodology to integrate EMI-related hazards into the STPA framework.
This methodology consists of two steps. First, a hazard analysis is conducted to identify the EMI loss
scenarios that might lead to system losses. The functional relationship between the system’s
components is captured by modelling the system as a set of control and feedback loops. EMl is included
as a potential cause of accidents in the system. After the analysis, a directed acyclic graph is built to
represent the traceability between system losses-hazards-UCAs-EMI loss scenarios. This traceability
analysis allows the prioritisation of EMI loss scenarios, the identification of weaknesses in the design,
and the traceability of the effects of specific scenarios within the system.

The proposed methodology is applied to two medical systems to show its ability to deal with EMI-
related hazards. The first use case is the X-ray dose control loop within a generic X-ray scanner. After
characterising the EM environment (i.e., identifying the potential EMI sources in the operating
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environment of the system), the control structure of the dose control loop is built, and the potential
unsafe actions are identified. These unsafe actions are mainly related to incorrect feedback from the
detector, aninaccurate calculation of the needed dose by the dose control mechanism, or the incorrect
delivery of X-ray dose to the patient. Some of the identified potential EMI scenarios include a
disruption in the communication between the detector and the control PC or a corruption of the
feedback signal from the detector. The traceability diagram of the performed analysis showcased
which EMI scenarios led to the identified Unsafe actions and the final consequences on the system
(losses). For example, the traceability for the unsafe action “UCA-3.2 : Calculation of the X-ray dose is
not optimal”, is performed to show how to interpret the traceability diagram.

The second use case consists of an insulin infusion pump. Similarly to the first use case presented, the
system’s control structure is modelled, and the identified unsafe control actions are used to identify
the potential EMI loss scenarios. Additionally, a node importance analysis is performed for the
traceability diagram in which the influence of each UCA is calculated as the relative number of
connections within the overall network. As a result, it was obtained that the UCA with the most
influence in the analysis is “UCA 3.1: Pulse train and direction signal are lost during transmission”.
These two signals are responsible for setting the insulin dose for the patient. Thus, they must be
protected against interference, and additional safety measures should be applied to this system.

The study showcased the significance of extending STPA for EMI-related risk analysis. The traceability
feature of STPA plays a critical role in prioritising EMI scenarios and tracing their effects across the
system. Traceability within the STPA framework offers several advantages. It enables a comprehensive
understanding of how hazards, loss scenarios, and unsafe control actions are interconnected,
facilitating the identification of potential weaknesses in the system’s design. Moreover, by tracing
causal relationships, it becomes easier to prioritise loss scenarios that could lead to significant losses,
ensuring the allocation of resources to address the most critical issues. Additionally, traceability
enhances decision-making by providing a clear and logical flow of information and decision points
within the system, making it easier to implement appropriate control measures. It also contributes to
more effective risk mitigation strategies by understanding the connections between UCAs, hazards,
and loss scenarios, ultimately reducing the likelihood of adverse events. Lastly, it supports a holistic
evaluation of the system, considering not only individual hazards but also how they relate to losses
and UCAs, resulting in a more complete view of potential risks.
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